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CVE CVE-2011-1005
State PUBLIC
Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback
Published 2011-03-02 20:00:00 UTC
Updated 2013-08-13 17:00:00 UTC

Description The safe-level feature in Ruby 1.8.6 through 1.8.6-420, 1.8.7 through 1.8.7-330, and 1.8.8dev allows context-dependent att
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Risk And Classification

Problem Types: CWE-264

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Ruby-lang Ruby 1.86 All All All

Application Ruby-lang Ruby 1.8.6-420 All All All

Application Ruby-lang Ruby 1.8.7 All All All

Application Ruby-lang Ruby 1.8.7-330 All All All

Application Ruby-lang Ruby 1.8.8 dev All All

Application Ruby-lang Ruby 1.8.6 All All All

Application Ruby-lang Ruby 1.8.6-420 All All All

Application Ruby-lang Ruby 1.8.7 All All All

Application Ruby-lang Ruby 1.8.7-330 All All All

Application Ruby-lang Ruby 1.8.8 dev All All

Reference Source
Webmail : Solution de messagerie professionnelle - OVHcloud- OVH VUPEN
Red Hat Customer Portal REDHAT
Fedora update for ruby - Secunia.com SECUNIA
Support REDHAT
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oss-security - CVE request: ruby: FileUtils is vulnerable to symlink race attacks + Exception methods can bypass $SAFE MLIST

Support / Security / Advisories / / MDVSA-2011:098 | Mandriva MANDRIVA
Ruby "#to_s" Safe Level Security Bypass Vulnerability - Secunia.com SECUNIA
Fedora 14 Update: ruby-1.8.7.334-1.fc14 FEDORA
70957 OSsvDB
About the security content of OS X Lion v10.7.4 and Security Update 2012-002 CONFIRM
Support / Security / Advisories / / MDVSA-2011:097 | Mandriva MANDRIVA
APPLE-SA-2012-05-09-1 OS X Lion v10.7.4 and Security Update 2012-002 APPLE
Exception methods can bypass $SAFE CONFIRM

oss-security - Re: CVE request: ruby: FileUtils is vulnerable to symlink race attacks + Exception methods can bypass $SAFE ~ MLIST

Red Hat Customer Portal REDHAT
Ruby "#to_s" Security Bypass Vulnerability BID
[SECURITY] Fedora 13 Update: ruby-1.8.6.420-2.fc13 FEDORA
Bug 678920 — CVE-2011-1005 Ruby: Untrusted codes able to modify arbitrary strings CONFIRM
CVE Program record CVE.ORG
NVD vulnerability detail NVD

A | 0|

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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