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AVNACLAUS CRINAN Certain versions of Rt from Bestpractical contain the following
vulnerability:

Scrips_Overlay.pm in Best Practical Solutions RT before 3.8.9 does
not properly restrict access to a TicketObj in a Scrip after a
CurrentUser change, which allows remote authenticated users to
obtain sensitive information via unspecified vectors, as demonstrated
by custom-field value information, related to SQL logging.

CVE-2011-1008 has been assigned by & secalert@redhat.com to track the vulnerability

CVSS2 Score: ~4-MEDIUM

Access Access Authentication
Vector Complexity

Low

Confidentiality Integrity Availability
Impact Impact Impact

[ NONE | [ NONE |
CVE References

Description Tags Link

Webmail : Solution de (%) VUPEN ADV-2011-0475
messagerie [wwnwvupen.com

professionnelle - text/html

OVHcloud- OVH

IBM X-Force Exchange € XF rt-scripsoverlay-information-disclosure(65772)

RT Information Y SECUNIA 43438
Disclosure Vulnerability -

Secunia.com [ text/htmi |

security fix: clone the [ Patch | ) CONFIRM

ticket to set CurrentUser  [E[IIITCETH github.com/bestpractical/rt/commit/2338cd19ed7a7f4c1e94f639ab2789d6586d01
: text/html


https://cve.report/
https://cve.report/CVE-2011-1008/mitre
https://cve.report/CVE-2011-1008/nist
https://cve.report/CVE-2011-1008/cve_org
https://cve.report/CVE-2011-1008.pdf
http://cve.report/software/bestpractical/rt
http://cve.report/vendor/bestpractical
http://cve.report/glossary/cvss-2-score-details/
http://cve.report/glossary/common-cve-tag-descriptions/
http://www.vupen.com/english/advisories/2011/0475
https://exchange.xforce.ibmcloud.com/vulnerabilities/65772
https://web.archive.org/web/2011/http://secunia.com/advisories/43438
https://github.com/bestpractical/rt/commit/2338cd19ed7a7f4c1e94f639ab2789d6586d01f3

bestpractical/rt@2338cd1
- GitHub

[Rt-announce] RT 3.8.9
Released

oss-security - Re: Re:
CVE Request -- rt3 -- two
issues: 1) Improper
management of form
data resubmittion upon
user log out 2) SQL
queries information leak
by user account
transition

oss-security - Re: CVE
Request -- r3 -- two
issues: 1) Improper
management of form
data resubmittion upon
user log out 2) SQL
queries information leak
by user account
transition

#614576 - request-
tracker3.8: CVE-2011-
1008: Scrip information
leakage - Debian Bug
report logs

Pony Mail!

oss-security - Re: CVE
Request -- 13 -- two
issues: 1) Improper
management of form
data resubmittion upon
user log out 2) SQL
queries information leak
by user account
transition

oss-security - Re: Re:
CVE Request -- rt3 -- two
issues: 1) Improper
management of form
data resubmittion upon
user log out 2) SQL
queries information leak
by user account
transition

No Description Provided

oss-security - Re: Re:
CVE Request -- rt3 -- two
issues: 1) Improper
management of form
data resubmittion upon
user log out 2) SQL
queries information leak

lists.bestpractical.com

text/html

openwall.com
text/html

bugs.debian.org
text/html

lists.apache.org
text/html

openwall.com

text/html

openwall.com
text/html

osvdb.org

Inactive Link™ Not Archived

openwall.com
text/html

[ MLIST [rt-announce] 20110216 RT 3.8.9 Released

¢ > MLIST [oss-security] 20110224 Re: Re: CVE Request -- rt3 -- two issues: 1)
Improper management of form data resubmittion upon user log out 2) SQL queries
information leak by user account transition

¢ > MLIST [oss-security] 20110222 Re: CVE Request -- i3 -- two issues: 1)
Improper management of form data resubmittion upon user log out 2) SQL queries
information leak by user account transition

(© CONFIRM bugs.debian.org/cgi-bin/bugreport.cgi?bug=614576

/ MLIST [mina-dev] 20210225 [jira] [Created] (FTPSERVER-500) Security
vulnerability in common/lib/log4j-1.2.17 .jar

¢ > MLIST [oss-security] 20110222 Re: CVE Request -- 13 -- two issues: 1)
Improper management of form data resubmittion upon user log out 2) SQL queries
information leak by user account transition

¢ > MLIST [oss-security] 20110224 Re: Re: CVE Request -- rt3 -- two issues: 1)
Improper management of form data resubmittion upon user log out 2) SQL queries
information leak by user account transition

() OSVDB 71011

¢ > MLIST [oss-security] 20110224 Re: Re: CVE Request -- 13 -- two issues: 1)
Improper management of form data resubmittion upon user log out 2) SQL queries
information leak by user account transition


http://lists.bestpractical.com/pipermail/rt-announce/2011-February/000186.html
http://openwall.com/lists/oss-security/2011/02/24/8
http://openwall.com/lists/oss-security/2011/02/22/12
http://bugs.debian.org/cgi-bin/bugreport.cgi?bug=614576
https://lists.apache.org/thread.html/rf9fa47ab66495c78bb4120b0754dd9531ca2ff0430f6685ac9b07772@%253Cdev.mina.apache.org%253E
http://openwall.com/lists/oss-security/2011/02/22/16
http://openwall.com/lists/oss-security/2011/02/24/7
http://osvdb.org/71011
http://openwall.com/lists/oss-security/2011/02/24/9

by user account
transition

oss-security - Re: Re:

CVE Request -- rt3 -- two
issues: 1) Improper

management of form

data resubmittion upon

user log out 2) SQL

queries information leak

by user account

transition

oss-security - CVE [ Patch |

Request -- rt3 -- two
issues: 1) Improper

management of form
data resubmittion upon
user log out 2) SQL
queries information leak
by user account
transition

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that

¢ > MLIST [oss-security] 20110223 Re: Re: CVE Request -- rt3 -- two issues: 1)
Improper management of form data resubmittion upon user log out 2) SQL queries

information leak by user account transition

¢ > MLIST [oss-security] 20110222 CVE Request -- rt3 -- two issues: 1) Improper

management of form data resubmittion upon user log out 2) SQL queries

information leak by user account transition

would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that

are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,

CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to

comment@cve.report.
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There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)
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Version Update
1.0.0 All
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1.0.2 All
1.0.3 All
1.04 All
1.0.5 All
1.0.6 All
1.0.7 All
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Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application

Application

cpe:2.3:a:bestpractical:rt:1.0.0:* > "%

cpe:2.3:a:bestpractical:rt:1.0.1 "%

cpe:2.3:a:bestpractical:rt:1.0.2:*:* """

cpe:2.3:a:bestpractical:rt:1.0.3:* """
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cpe:2.3:a:bestpractical:rt:1.0.4:* " "

cpe:2.3:a:bestpractical:rt:1.0.5:% """

cpe:2.3:a:bestpractical:rt:1.0.6:*:*:: """

cpe:2.3:a:bestpractical:rt:1.0.7:%:*: % "

cpe:2.3:a:bestpractical:rt:2.0.0:*:*:***:":*:

cpe:2.3:a:bestpractical:rt:2.0.1:*:*:* """

dkukakakkakuk.

cpe:2.3:a:bestpractical:rt:2.0.14:*:***:*:*:*:

dkukakkakakak.

cpe:2.3:a:bestpractical:rt:2.0.15:*:***:*:*:*:

cpe:2.3:a:bestpractical:rt:2.0.2:*:*:***:*:*:

cpe:2.3:a:bestpractical:rt:2.0.3:*:*:***:*:*:

cpe:2.3:a:bestpractical:rt:2.0.4:*:*:***:*:*:

cpe:2.3:a:bestpractical:rt:2.0.5:*:*:***:*:*:

cpe:2.3:a:bestpractical:rt:2.0.5.1:**:*:

cpe:2.3:a:bestpractical:rt:2.0.5.3:*:*:*:*:* "

cpe:2.3:a:bestpractical:rt:2.0.6:*:*:*:*:*:*:*:

cpe:2.3:a:bestpractical:rt:2.0.7: "

cpe:2.3:a:bestpractical:rt:2.0.8:* "

cpe:2.3:a:bestpractical:rt:2.0.8.2:* "

cpe:2.3:a:bestpractical:rt:2.0.9:* "

cpe:2.3:a:bestpractical:rt:3.0.0:* "

cpe:2.3:a:bestpractical:rt:3.0. 1 %

sk ok ak kR akak,

cpe:2.3:a:bestpractical:rt:3.0.10:*: " "

Sk ok ak kR akak.

cpe:2.3:a:bestpractical:rt:3.0.11
cpe:2.3:a:bestpractical:rt:3.0.12:: """

cpe:2.3:a:bestpractical:rt:3.0.2:*:* """

cpe:2.3:a:bestpractical:rt:3.0.3:*:* "%



cpe:2.3:a:bestpractical:rt:3.0.4:*: """

cpe:2.3:a:bestpractical:rt:3.0.5:*:* """

cpe:2.3:a:bestpractical:rt:3.0.6:*::* """

cpe:2.3:a:bestpractical:rt:3.0.7:% % ":*:

cpe:2.3:a:bestpractical:rt:3.0.7.1:* "

cpe:2.3:a:bestpractical:rt:3.0.8:*:*:* """

cpe:2.3:a:bestpractical:rt:3.0.9:*:*: 7 :":*:

cpe:2.3:a:bestpractical:rt:3.2.0:*:*:* """

cpe:2.3:a:bestpractical:rt:3.2.1: % :":*:

cpe:2.3:a:bestpractical:rt:3.2.2:*:*:***:*:*:

cpe:2.3:a:bestpractical:rt:3.2.3:*:* """

cpe:2.3:a:bestpractical:rt:3.4.0:*:*: 7 :*:*:

cpe:2.3:a:bestpractical:rt:3.4.1

cpe:2.3:a:bestpractical:rt:3.4.2:%:*:***:*:*:

cpe:2.3:a:bestpractical:rt:3.4.3:* ¥ *:*:*:

cpe:2.3:a:bestpractical:rt:3.4.4:*

cpe:2.3:a:bestpractical:rt:3.4.5:*****:*:*:

cpe:2.3:a:bestpractical:rt:3.4.6:*

cpe:2.3:a:bestpractical:rt:3.6.0:* "

cpe:2.3:a:bestpractical:rt:3.6.1:* "

cpe:2.3:a:bestpractical:rt:3.6.2:**:* "

cpe:2.3:a:bestpractical:rt:3.6.3:* "

cpe:2.3:a:bestpractical:rt:3.6.4:* "

cpe:2.3:a:bestpractical:rt:3.6.5:* 7 * "%

cpe:2.3:a:bestpractical:rt:3.6.6: % * "%

cpe:2.3:a:bestpractical:rt:3.6.7:*:*** "%

cpe:2.3:a:bestpractical:rt:3.6.8:*:*:* """

cpe:2.3:a:bestpractical:rt:3.6.9:* """



cpe:2.3:a:bestpractical:rt:3.8.0:*:*:* """

cpe:2.3:a:bestpractical:rt:3.8.1: """

cpe:2.3:a:bestpractical:rt:3.8.2:*:*:* 7 ":*:

cpe:2.3:a:bestpractical:rt:3.8.3:*:* " *:

cpe:2.3:a:bestpractical:rt:3.8.4:* """

cpe:2.3:a:bestpractical:rt:3.8.5:* " *:

cpe:2.3:a:bestpractical:rt:3.8.6:*:*:* """

kKK kKK,

cpe:2.3:a:bestpractical:rt:3.8.8:rc3:*:*:*

kKK kKK,

cpe:2.3:a:bestpractical:rt:3.8.8:rc4:*:*:***::

kKK kK,

cpe:2.3:a:bestpractical:rt:3.8.9:rc2:*:*:*:*:*:*:

cpe:2.3:a:bestpracticalrt:1.0.0:*:*:***:*:*:

cpe:2.3:a:bestpractical:rt:1.0. 1 "

cpe:2.3:a:bestpracticalrt:1.0.2:*:*:***:*:*:

cpe:2.3:a:bestpracticalrt:1.0.3:*:*:***:*:*:

cpe:2.3:a:bestpractical:rt:1.0.4: "

cpe:2.3:a:bestpractical:rt:1.0.5:* "

cpe:2.3:a:bestpractical:rt:1.0.6:* "

cpe:2.3:a:bestpractical:rt:1.0.7: "

cpe:2.3:a:bestpractical:rt:2.0.0:* %

cpe:2.3:a:bestpractical:rt:2.0. 1 "

sk ok ak kR akak.

cpe:2.3:a:bestpractical:rt:2.0.12:*:** "

Sk ok ak kR akak.

cpe:2.3:a:bestpractical:rt:2.0.13::* """



cpe:2.3:a:bestpractical:rt:2.0.2:*:*: """

cpe:2.3:a:bestpractical:rt:2.0.3:*:*:* """

cpe:2.3:a:bestpractical:rt:2.0.4:*:*:* """

cpe:2.3:a:bestpractical:rt:2.0.5:*:*: % ":*:

cpe:2.3:a:bestpractical:rt:2.0.5.1 "%

cpe:2.3:a:bestpractical:rt:2.0.5.3:*:*:*:*: "

cpe:2.3:a:bestpractical:rt:2.0.6:*:*:*: " ":*:

cpe:2.3:a:bestpractical:rt:2.0.7:%:*:* %"

cpe:2.3:a:bestpractical:rt:2.0.8:*:*:*: " *:*:

cpe:2.3:a:bestpractical:rt:2.0.8.2:*:*: """

cpe:2.3:a:bestpractical:rt:2.0.9:*:*:***:*:*:

cpe:2.3:a:bestpractical:rt:3.0.0:*:*:***:*:*:

cpe:2.3:a:bestpractical:rt:3.0.1: % :*:*:

Sk Lk akkkakuk.

cpe:2.3:a:bestpractical:rt:3.0.10:*: 7 " :*:

sk Kk ok akakak.

cpe:2.3:a:bestpractical:rt:3.0.12:*:**:*:*:*:*:

cpe:2.3:a:bestpractical:rt:3.0.2:*:*:*:**:*:*:

cpe:2.3:a:bestpractical:rt:3.0.3:**: "

cpe:2.3:a:bestpractical:rt:3.0.4:*

cpe:2.3:a:bestpractical:rt:3.0.5:*

cpe:2.3:a:bestpractical:rt:3.0.6:* "

cpe:2.3:a:bestpractical:rt:3.0.7:

cpe:2.3:a:bestpractical:rt:3.0.7.1 % "

cpe:2.3:a:bestpractical:rt:3.0.8:* "%

cpe:2.3:a:bestpractical:rt:3.0.9:**:***:*:*:

cpe:2.3:a:bestpractical:rt:3.2.0:* % * "%

cpe:2.3:a:bestpractical:rt:3.2.1: "%

cpe:2.3:a:bestpractical:rt:3.2.2:*:* " "



cpe:2.3:a:bestpractical:rt:3.2.3:*:*:* """

cpe:2.3:a:bestpractical:rt:3.4.0:* %"

cpe:2.3:a:bestpractical:rt:3.4.1: " %"

cpe:2.3:a:bestpractical:rt:3.4.2:*:* % %"

cpe:2.3:a:bestpractical:rt:3.4.3:% %"

cpe:2.3:a:bestpractical:rt:3.4.4:*:* %"

cpe:2.3:a:bestpractical:rt:3.4.5:%:* 7 *:":*:

cpe:2.3:a:bestpractical:rt:3.4.6:*:*:* 7 "

cpe:2.3:a:bestpractical:rt:3.6.0:* " ":*:

cpe:2.3:a:bestpractical:rt:3.6.1: % :*:*:

cpe:2.3:a:bestpractical:rt:3.6.2:*:*:**:*:*:*:

cpe:2.3:a:bestpractical:rt:3.6.3:*:*:* " *:

cpe:2.3:a:bestpractical:rt:3.6.4:* " "

cpe:2.3:a:bestpractical:rt:3.6.5:*:*:***:*:*:

cpe:2.3:a:bestpractical:rt:3.6.6:*:*:*:*:*:*:*:

cpe:2.3:a:bestpractical:rt:3.6.7:*:*:***:*:*:

cpe:2.3:a:bestpractical:rt:3.6.8:*:*:*:*:*:*:*:

cpe:2.3:a:bestpractical:rt:3.6.9:*:*:*:*:*:*:*:

cpe:2.3:a:bestpractical:rt:3.8.0:* "

cpe:2.3:a:bestpractical:rt:3.8.1: "

cpe:2.3:a:bestpractical:rt:3.8.2:* %

cpe:2.3:a:bestpractical:rt:3.8.3:* "

cpe:2.3:a:bestpractical:rt:3.8.4:*

cpe:2.3:a:bestpractical:rt:3.8.5:****

cpe:2.3:a:bestpractical:rt:3.8.6:***** "%

rna 2 Va‘hactnranticalrt:? Q QernR-*-*kkkok.



No vendor comments have been submitted for this CVE
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