CVE

State

Assigner
Source Priority
Published
Updated

Description

/

CVE-2011-1011

MITRE NVD CVE.ORG Print: PDF %5

CVE-2011-1011

PUBLIC

secalert@redhat.com

CVE Program / NVD first with legacy fallback
2011-02-24 21:00:00 UTC

2023-02-13 03:23:00 UTC

The seunshare_mount function in sandbox/seunshare.c in seunshare in certain Red Hat packages of policycoreutils 2.0.83

] 1|

Risk And Classification

Problem Types: CWE-264

NVD Known Affected Configurations (CPE 2.3)
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Vendor Product Version Update Edition Language
Redhat Enterprise Linux 3 All All All
Redhat Enterprise Linux 4 All All All
Redhat Enterprise Linux 5 All All All
Redhat Enterprise Linux 6.0 All All All
Redhat Enterprise Linux 3 All All All
Redhat Enterprise Linux 4 All All All
Redhat Enterprise Linux 5 All All All
Redhat Enterprise Linux 6.0 All All All
Redhat Fedora 10 All All All
Redhat Fedora 12 All All All
Redhat Fedora 13 All All All
Redhat Fedora 14 All All All
Redhat Fedora 6 All All All
Redhat Fedora 7 All All All
Redhat Fedora 8 All All All
Redhat Fedora 9 All All All
Redhat Fedora 10 All All All
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policycoreutils 'seunshare' Directory Permission Settings Lets Local Users Gain Elevated Privileges - SecurityTracker SECTRACK www.s

policycoreutils "seunshare" Temporary Directory Security Bypass Weakness - Secunia.com SECUNIA secuni
Red Hat update for policycoreutils - Secunia.com SECUNIA secuni
Page not found :'( - src.fedoraproject.org MISC pkgs.fe
Page not found :'( - src.fedoraproject.org CONFIRM pkgs.fe
oss-security - CVE Request MLIST openw
policycoreutils 'seunshare' Insecure Temporary Directory Creation Vulnerability BID WWW.S
Support REDHAT WWW. It
oss-security - Re: CVE Request MLIST openw
IBM X-Force Exchange XF exchar
Bug 633544 — CVE-2011-1011 policycoreutils: insecure temporary directory handling in seunshare CONFIRM bugzill:
CVE Program record CVE.ORG Www.C
NVD vulnerability detail NVD nvd.nis
(| | i

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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