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Summary

CVE CVE-2011-1012

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2011-03-01 23:00:00 UTC

Updated 2023-02-13 01:18:00 UTC

Description The ldm_parse_vmdb function in fs/partitions/ldm.c in the Linux kernel before 2.6.38-rc6-git6 does not validate the VBLK size value in the VMDB structure in an LDM partition table, which allows local users to cause a denial of service (divide-by-zero error and OOPS) via a crafted partition table.

Risk And Classification

Problem Types: CWE-369

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Canonical Ubuntu Linux 8.04 All All All

Operating System Canonical Ubuntu Linux 8.04 All All All

Operating System Linux Linux Kernel All All All All

Operating System Linux Linux Kernel 2.6.38 - All All

Operating System Linux Linux Kernel 2.6.38 rc1 All All

Operating System Linux Linux Kernel 2.6.38 rc2 All All

Operating System Linux Linux Kernel 2.6.38 rc3 All All

Operating System Linux Linux Kernel 2.6.38 rc4 All All

Operating System Linux Linux Kernel 2.6.38 rc5 All All

Operating System Linux Linux Kernel All All All All

Operating System Linux Linux Kernel 2.6.38 - All All

Operating System Linux Linux Kernel 2.6.38 rc1 All All

Operating System Linux Linux Kernel 2.6.38 rc2 All All

Operating System Linux Linux Kernel 2.6.38 rc3 All All

Operating System Linux Linux Kernel 2.6.38 rc4 All All

Operating System Linux Linux Kernel 2.6.38 rc5 All All

https://cve.report/
https://cve.report/CVE-2011-1012/mitre
https://cve.report/CVE-2011-1012/nist
https://cve.report/CVE-2011-1012/cve_org
https://cve.report/api/cve/CVE-2011-1012.json
https://cve.report/CVE-2011-1012.pdf
http://cve.report/vendor/canonical
http://cve.report/software/canonical/ubuntu_linux
http://cve.report/vendor/canonical
http://cve.report/software/canonical/ubuntu_linux
http://cve.report/vendor/linux
http://cve.report/software/linux/linux_kernel
http://cve.report/vendor/linux
http://cve.report/software/linux/linux_kernel
http://cve.report/vendor/linux
http://cve.report/software/linux/linux_kernel
http://cve.report/vendor/linux
http://cve.report/software/linux/linux_kernel
http://cve.report/vendor/linux
http://cve.report/software/linux/linux_kernel
http://cve.report/vendor/linux
http://cve.report/software/linux/linux_kernel
http://cve.report/vendor/linux
http://cve.report/software/linux/linux_kernel
http://cve.report/vendor/linux
http://cve.report/software/linux/linux_kernel
http://cve.report/vendor/linux
http://cve.report/software/linux/linux_kernel
http://cve.report/vendor/linux
http://cve.report/software/linux/linux_kernel
http://cve.report/vendor/linux
http://cve.report/software/linux/linux_kernel
http://cve.report/vendor/linux
http://cve.report/software/linux/linux_kernel
http://cve.report/vendor/linux
http://cve.report/software/linux/linux_kernel
http://cve.report/vendor/linux
http://cve.report/software/linux/linux_kernel


References

Reference Source Link

USN-1146-1: Linux kernel vulnerabilities | Ubuntu UBUNTU www.ubuntu.com

oss-security - CVE request: kernel: Corrupted LDM partition table issues MLIST openwall.com

www.pre-cert.de/advisories/PRE-SA-2011-01.txt MISC www.pre-cert.de

404: File not found CONFIRM www.kernel.org

kernel/git/torvalds/linux.git - Linux kernel source tree MISC git.kernel.org

oss-security - Re: CVE request: kernel: Corrupted LDM partition table issues MLIST openwall.com

Linux Kernel Divide By Zero Error in ldm_get_vblks() Lets Physically Local Users Deny Service - SecurityTracker SECTRACK www.securitytracker.com

kernel/git/torvalds/linux.git - Linux kernel source tree CONFIRM git.kernel.org

Linux Kernel 'fs/partitions/ldm.c' Buffer Overflow and Denial of Service Vulnerabilities BID www.securityfocus.com

Linux Kernel Buffer Overflow ldm_frag_add() Elevated Privileges - SecurityReason.com SREASON securityreason.com

SecurityFocus BUGTRAQ www.securityfocus.com

+ ldm-corrupted-partition-table-can-cause-kernel-oops.patch added to -mm tree -- MM Commits MLIST www.spinics.net

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.

© CVE.report 2026 |
Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY
consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.

CVE, CWE, and OVAL are registred trademarks of The MITRE Corporation and the authoritative source of CVE content is MITRE's CVE web
site. This site includes MITRE data granted under the following license.

Free CVE JSON API cve.report/api

CVE.report and Source URL Uptime Status status.cve.report

http://www.ubuntu.com/usn/USN-1146-1
http://openwall.com/lists/oss-security/2011/02/23/4
http://www.pre-cert.de/advisories/PRE-SA-2011-01.txt
http://www.kernel.org/pub/linux/kernel/v2.6/snapshots/patch-2.6.38-rc6-git6.log
http://git.kernel.org/?p=linux/kernel/git/torvalds/linux-2.6.git%253Ba=commit%253Bh=294f6cf48666825d23c9372ef37631232746e40d
http://openwall.com/lists/oss-security/2011/02/23/21
http://www.securitytracker.com/id?1025127
http://git.kernel.org/?p=linux/kernel/git/torvalds/linux-2.6.git;a=commit;h=294f6cf48666825d23c9372ef37631232746e40d
http://www.securityfocus.com/bid/46512
http://securityreason.com/securityalert/8115
http://www.securityfocus.com/archive/1/516615/100/0/threaded
http://www.spinics.net/lists/mm-commits/msg82429.html
https://www.cve.org/CVERecord?id=CVE-2011-1012
https://nvd.nist.gov/vuln/detail/CVE-2011-1012
https://cve.report/
https://uspto.report/company/Mitre-Corp
https://cve.report/mitre
http://cve.report/mitre_license.txt
https://cve.report/api
https://status.cve.report

	CVE-2011-1012
	Summary
	Risk And Classification
	NVD Known Affected Configurations (CPE 2.3)
	References


