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Summary

CVE CVE-2011-1018

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2011-02-25 19:00:00 UTC

Updated 2023-02-13 03:23:00 UTC

Description logwatch.pl in Logwatch 7.3.6 allows remote attackers to execute arbitrary commands via shell metacharacters in a log file name, as demonstrated via a crafted username to a Samba server.

Risk And Classification

Problem Types: CWE-20

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Logwatch Logwatch 7.3.6 All All All

Application Logwatch Logwatch 7.3.6 All All All

References

Reference Source

access.redhat.com | CVE-2011-1018 MISC

680237 – (CVE-2011-1018) CVE-2011-1018 logwatch: Privilege escalation due improper sanitization of special characters in log file names CONFIRM

Logwatch / Thread: [Logwatch-devel] Remote command execution issue with root privileges MLIST

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH VUPEN

Debian -- Security Information -- DSA-2182-1 logwatch DEBIAN

Logwatch Log File Special Characters Local Privilege Escalation Vulnerability BID

[SECURITY] Fedora 14 Update: logwatch-7.3.6-60.fc14 FEDORA

Logwatch / Bugs / #13 special chracters in log file names break logwatch CONFIRM

404 Not Found CONFIRM

Security Alerts - Secunia SECUNIA

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH VUPEN

SecurityTracker: LogWatch Filename Processing Flaw Lets Remote Users Execute Arbitrary Code SECTRACK

https://cve.report/
https://cve.report/CVE-2011-1018/mitre
https://cve.report/CVE-2011-1018/nist
https://cve.report/CVE-2011-1018/cve_org
https://cve.report/api/cve/CVE-2011-1018.json
https://cve.report/CVE-2011-1018.pdf
http://cve.report/vendor/logwatch
http://cve.report/software/logwatch/logwatch
http://cve.report/vendor/logwatch
http://cve.report/software/logwatch/logwatch
https://access.redhat.com/security/cve/CVE-2011-1018
https://bugzilla.redhat.com/show_bug.cgi?id=680237
http://sourceforge.net/mailarchive/forum.php?thread_name=4D604843.7040303%2540mblmail.net&forum_name=logwatch-devel
http://www.vupen.com/english/advisories/2011/0596
http://www.debian.org/security/2011/dsa-2182
http://www.securityfocus.com/bid/46554
http://lists.fedoraproject.org/pipermail/package-announce/2011-March/055579.html
http://sourceforge.net/tracker/?func=detail&aid=3184223&group_id=312875&atid=1316824
http://logwatch.svn.sourceforge.net/viewvc/logwatch/scripts/logwatch.pl?r1=3&r2=26&pathrev=26
http://secunia.com/advisories/43734
http://www.vupen.com/english/advisories/2011/0533
http://www.securitytracker.com/id?1025165


oss-security - Re: CVE Request -- logwatch: Privilege escalation due improper sanitization of special characters in log file names MLIST

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH VUPEN

[SECURITY] Fedora 13 Update: logwatch-7.3.6-55.fc13 FEDORA

Ubuntu update for logwatch - Secunia.com SECUNIA

Red Hat update for logwatch - Secunia.com SECUNIA

[SECURITY] Fedora 15 Update: logwatch-7.3.6-66.20110203svn25.fc15 FEDORA

USN-1078-1: Logwatch vulnerability | Ubuntu UBUNTU

Support REDHAT

oss-security - CVE Request -- logwatch: Privilege escalation due improper sanitization of special characters in log file names MLIST

[security-announce] SUSE Security Summary Report: SUSE-SR:2011:005 SUSE

Logwatch Command Injection Vulnerability - Secunia.com SECUNIA

Red Hat Customer Portal MISC

Debian update for logwatch - Secunia.com SECUNIA

CVE Program record CVE.ORG

NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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