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Summary

CVE CVE-2011-1022

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2011-03-22 17:55:00 UTC

Updated 2011-09-07 03:15:00 UTC

Description The cgre_receive_netlink_msg function in daemon/cgrulesengd.c in cgrulesengd in the Control Group Configuration Library (aka libcgroup or libcg) before 0.37.1 does not verify that netlink messages originated in the kernel, which allows local users to bypass intended resource restrictions via a crafted message.

Risk And Classification

Problem Types: CWE-264

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Balbir Singh Libcgroup 0.1b All All All

Application Balbir Singh Libcgroup 0.1c All All All

Application Balbir Singh Libcgroup 0.2 All All All

Application Balbir Singh Libcgroup 0.3 All All All

Application Balbir Singh Libcgroup 0.31 All All All

Application Balbir Singh Libcgroup 0.32 All All All

Application Balbir Singh Libcgroup 0.32.1 All All All

Application Balbir Singh Libcgroup 0.32.2 All All All

Application Balbir Singh Libcgroup 0.33 All All All

Application Balbir Singh Libcgroup 0.34 All All All

Application Balbir Singh Libcgroup 0.35 All All All

Application Balbir Singh Libcgroup 0.35.1 All All All

Application Balbir Singh Libcgroup 0.36 All All All

Application Balbir Singh Libcgroup 0.36.1 All All All

Application Balbir Singh Libcgroup 0.36.2 All All All

Application Balbir Singh Libcgroup 0.37 rc1 All All

Application Balbir Singh Libcgroup All All All All
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Application Balbir Singh Libcgroup All All All All

Application Balbir Singh Libcgroup 0.1b All All All

Application Balbir Singh Libcgroup 0.1c All All All

Application Balbir Singh Libcgroup 0.2 All All All

Application Balbir Singh Libcgroup 0.3 All All All

Application Balbir Singh Libcgroup 0.31 All All All

Application Balbir Singh Libcgroup 0.32 All All All

Application Balbir Singh Libcgroup 0.32.1 All All All

Application Balbir Singh Libcgroup 0.32.2 All All All

Application Balbir Singh Libcgroup 0.33 All All All

Application Balbir Singh Libcgroup 0.34 All All All

Application Balbir Singh Libcgroup 0.35 All All All

Application Balbir Singh Libcgroup 0.35.1 All All All

Application Balbir Singh Libcgroup 0.36 All All All

Application Balbir Singh Libcgroup 0.36.1 All All All

Application Balbir Singh Libcgroup 0.36.2 All All All

Application Balbir Singh Libcgroup 0.37 rc1 All All
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openSUSE-SU-2011:0316-1 (important): libcgroup1: Fixed heap-based buffer SUSE

SUSE update for libcgroup - Secunia.com SECUNIA

Red Hat update for libcgroup - Secunia.com SECUNIA

oss-security - Re: CVE request: libcgroup: Failure to verify netlink messages MLIST

680409 – (CVE-2011-1022) CVE-2011-1022 libcgroup: Uncheck origin of NETLINK messages CONFIRM

Download Control Group Configuration from SourceForge.net CONFIRM

oss-security - Re: CVE request: libcgroup: Failure to verify netlink messages MLIST

CVE Program record CVE.ORG

NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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