
CVE-2011-1036
MITRE  NVD  CVE.ORG  JSON API  Print: PDF 

Summary

CVE CVE-2011-1036

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2011-02-25 18:00:00 UTC

Updated 2023-11-07 02:06:00 UTC

Description The XML Security Database Parser class in the XMLSecDB ActiveX control in the HIPSEngine component in the Management Server before 8.1.0.88, and the client before 1.6.450, in CA Host-Based Intrusion Prevention System (HIPS) 8.1, as used in CA Internet Security Suite (ISS) 2010, allows remote attackers to download an arbitrary program onto a client machine, and execute this program, via vectors involving the SetXml and Save methods.

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Ca Host-based Intrusion Prevention System 8.1 All All All

Application Ca Host-based Intrusion Prevention System 8.1 All All All

Application Ca Internet Security Suite 2010 All All All All

Application Ca Internet Security Suite 2010 All All All All

Application Ca Internet Security Suite 2011 All All All All

Application Ca Internet Security Suite 2011 All All All All
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CA Internet Security Suite XMLSecDB ActiveX Component Insecure Methods - Secunia.com SECUNIA

Zero Day Initiative MISC

IBM X-Force Exchange XF

CVE Program record CVE.ORG

NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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