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Certain versions of Chrome Os from Google contain the following
vulnerability:

Use-after-free vulnerability in flimflamd in flimflam in Google Chrome
OS before 0.9.130.14 Beta allows user-assisted remote attackers to
cause a denial of service (daemon crash) by providing the name of a
hidden WiFi network that does not respond to connection attempts.

CVSS2 Score: 4.3 - MEDIUM

Access
Vector

Access
Complexity

Authentication

NETWORK MEDIUM NONE

Confidentiality
Impact

Integrity
Impact

Availability
Impact

NONE NONE PARTIAL

CVE References

Description Tags Link

IBM X-Force Exchange exchange.xforce.ibmcloud.com

text/html

 XF google-chrome-flimflamd-dos(65556)

Chrome Releases: Chrome OS Beta Channel
Update

Vendor Advisory

googlechromereleases.blogspot.com

text/html

 CONFIRM
googlechromereleases.blogspot.com/2011/01/chrome-
os-beta-channel-update.html

Issue 5255012: flimflam: fix use-after-free of
hidden network - Code Review

Patch

codereview.chromium.org

text/html

 CONFIRM codereview.chromium.org/5255012

Issue 8871 - chromium-os - Crash
:flimflamd!__connman_device_get_ident
[device.c : 1275 + 0xd] - Project Hosting on
Google Code

code.google.com

text/html

 CONFIRM code.google.com/p/chromium-
os/issues/detail?id=8871
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By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language

Operating
System

Google Chrome Os 8.0.552.342 All All All

Operating
System

Google Chrome Os 8.0.552.343 All All All

Operating
System

Google Chrome Os 8.0.552.344 All All All

Operating
System

Google Chrome Os All All All All

Operating
System

Google Chrome Os 8.0.552.342 All All All

Operating
System

Google Chrome Os 8.0.552.343 All All All

Operating
System

Google Chrome Os 8.0.552.344 All All All

No vendor comments have been submitted for this CVE
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