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Summary

CVE CVE-2011-1096

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2012-11-23 20:55:00 UTC

Updated 2023-02-13 01:18:00 UTC

Description The W3C XML Encryption Standard, as used in the JBoss Web Services (JBossWS) component in JBoss Enterprise Portal Platform before 5.2.2 and other products, when using block ciphers in cipher-block chaining (CBC) mode, allows remote attackers to obtain plaintext data via a chosen-ciphertext attack on SOAP responses, aka "character encoding pattern attack."

Risk And Classification

Problem Types: CWE-310

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Redhat Jboss Enterprise Portal Platform 5.0.0 All All All

Application Redhat Jboss Enterprise Portal Platform 5.0.1 All All All

Application Redhat Jboss Enterprise Portal Platform 5.1.0 All All All

Application Redhat Jboss Enterprise Portal Platform 5.1.1 All All All

Application Redhat Jboss Enterprise Portal Platform 5.2.0 All All All

Application Redhat Jboss Enterprise Portal Platform 5.0.0 All All All

Application Redhat Jboss Enterprise Portal Platform 5.0.1 All All All

Application Redhat Jboss Enterprise Portal Platform 5.1.0 All All All

Application Redhat Jboss Enterprise Portal Platform 5.1.1 All All All

Application Redhat Jboss Enterprise Portal Platform 5.2.0 All All All

Application Redhat Jboss Enterprise Portal Platform All All All All
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CVE Program record CVE.ORG

NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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