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AVNACMAUNCNIENAP Certain versions of Wireshark from Wireshark contain the following
’ vulnerability:

epan/dissectors/packet-ldap.c in Wireshark 1.0.x, 1.2.0 through 1.2.14,
and 1.4.0 through 1.4.3 allows remote attackers to cause a denial of
service (memory consumption) via (1) a long LDAP filter string or (2) an
LDAP filter string containing many elements.

CVE-2011-1141 has been assigned by [J] cve@mitre.org to track the vulnerability

CVSS2 Score: 4.3-MEDIUM

Access Access Authentication
Vector Complexity

[ NONE |
Confidentiality Integrity Availability
Impact Impact Impact

[ NONE | [ NONE |
CVE References

Description Tags Link

Support / Security / Advisories / / MDVSA-2011:044 | Mandriva & MANDRIVA MDVSA-2011:044

Repository / Oval Repository () OVAL oval:org.mitre.oval:def:14974

5732 — Large LDAP filter values can consume excessive memory  [[ZTIET 3 CONFIRM
bugs.wireshark.org/bugzilla/show_bug.cgi?
id=5732

Debian update for wireshark - Secunia.com { SECUNIA 43795

Wireshark pcap-ng, Nokia DCT3, LDAP, and SMB Processing ) SECTRACK 1025148

Flaws Let Remote Users Deny Service and Potentially Execute

Arbitrary Code - SecurityTracker



https://cve.report/
https://cve.report/CVE-2011-1141/mitre
https://cve.report/CVE-2011-1141/nist
https://cve.report/CVE-2011-1141/cve_org
https://cve.report/CVE-2011-1141.pdf
http://cve.report/software/wireshark/wireshark
http://cve.report/vendor/wireshark
http://cve.report/glossary/cvss-2-score-details/
http://cve.report/glossary/common-cve-tag-descriptions/
http://www.mandriva.com/security/advisories?name=MDVSA-2011:044
https://oval.cisecurity.org/repository/search/definition/oval%253Aorg.mitre.oval%253Adef%253A14974
https://bugs.wireshark.org/bugzilla/show_bug.cgi?id=5732
https://web.archive.org/web/2011/http://secunia.com/advisories/43795
http://www.securitytracker.com/id?1025148

Fedora update for wireshark - Secunia.com

Webmail : Solution de messagerie professionnelle - OVHcloud-
OVH

US-CERT Vulnerability Note VU#215900 - Wireshark 6LoOWPAN

denial of service vulnerability

Wireshark - Wireshark 1.4.4 Release Notes

Support

Webmail : Solution de messagerie professionnelle - OVHcloud-

OVH

code.wireshark Code Review - wireshark.git/tree

[SECURITY] Fedora 14 Update: wireshark-1.4.4-1.fc14

Wireshark - wnpa-sec-2011-03

Webmail : Solution de messagerie professionnelle - OVHcloud-
OVH

Red Hat update for wireshark - Secunia.com

Debian -- Security Information -- DSA-2201-1 wireshark

Wireshark - Wireshark 1.2.15 Release Notes

[SECURITY] Fedora 13 Update: wireshark-1.2.15-1.fc13

Support

Wireshark - wnpa-sec-2011-04

web.archive.org
text/html

www.vupen.com
text/html

US Government Resource
www.kb.cert.org
text/html

www.wireshark.org
text/html

www.redhat.com
text/html

text/html

anonsvn.wireshark.org

text/xml

lists.fedoraproject.org
text/html

Vendor Advisory
www.wireshark.org
text/html

text/html

web.archive.org
text/html

www.debian.org
Depreciated Link
text/html

www.wireshark.org
text/html

lists.fedoraproject.org
text/html

www.redhat.com
text/html

Vendor Advisory
www.wireshark.org
text/html

Y SECUNIA 43759

3 VUPEN ADV-2011-0747

# CERT-VN VU#215900

M CONFIRM
www.wireshark.org/docs/relnotes/wireshark-
1.4.4.html

& REDHAT RHSA-2011:0370

3 VUPEN ADV-2011-0719

M CONFIRM
anonsvn.wireshark.org/viewvc?
view=rev&revision=36101

FEDORA FEDORA-2011-2632
M CONFIRM

www.wireshark.org/security/wnpa-sec-2011-
03.html

() VUPEN ADV-2011-0622

) SECUNIA 43821

(@ DEBIAN DSA-2201

M CONFIRM
www.wireshark.org/docs/relnotes/wireshark-
1.2.15.html

FEDORA FEDORA-2011-2620

& REDHAT RHSA-2011:0369

M CONFIRM
www.wireshark.org/security/wnpa-sec-2011-
04.html

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that

would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that

are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,

CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to

comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)


https://web.archive.org/web/2011/http://secunia.com/advisories/43759
http://www.vupen.com/english/advisories/2011/0747
http://www.kb.cert.org/vuls/id/215900
http://www.wireshark.org/docs/relnotes/wireshark-1.4.4.html
http://www.redhat.com/support/errata/RHSA-2011-0370.html
http://www.vupen.com/english/advisories/2011/0719
http://anonsvn.wireshark.org/viewvc?view=rev&revision=36101
http://lists.fedoraproject.org/pipermail/package-announce/2011-March/055650.html
http://www.wireshark.org/security/wnpa-sec-2011-03.html
http://www.vupen.com/english/advisories/2011/0622
https://web.archive.org/web/2011/http://secunia.com/advisories/43821
http://www.debian.org/security/2011/dsa-2201
http://www.wireshark.org/docs/relnotes/wireshark-1.2.15.html
http://lists.fedoraproject.org/pipermail/package-announce/2011-March/055664.html
http://www.redhat.com/support/errata/RHSA-2011-0369.html
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Application Wireshark Wireshark
Application Wireshark Wireshark
Application Wireshark Wireshark
Application Wireshark Wireshark
cpe:2.3:a:wireshark:wireshark:1.0:
cpe:2.3:a:wireshark:wireshark:1.0.0:*: ™

cpe:2.3:a:wireshark:wireshark:1.0.1:

ARk ak kR kK,

cpe:2.3:a:wireshark:wireshark:1.0.10:*: "

Kk koK KRk,

cpe:2.3:a:wireshark:wireshark:1.0.11 %%

Kk koK kR k.

cpe:2.3:a:wireshark:wireshark:1.0.12:* %"

cpe:2.3:a:wireshark:wireshark:1.0.2:*:*:*:*:*:*:*:

cpe:2.3:a:wireshark:wireshark:1.0.3:*::*:*:":*:*:

cpe:2.3:a:wireshark:wireshark:1.0.4:*:*: " ":*:*:

cpe:2.3:a:wireshark:wireshark:1.0.5::*:*:*:*:*:*:

cpe:2.3:a:wireshark:wireshark:1.0.6::*:*:*:":*:*:

cpe:2.3:a:wireshark:wireshark:1.0.7:*:*:*:*:":*:*:

cpe:2.3:a:wireshark:wireshark:1.0.8::*:*:*:*:*:*:

cpe:2.3:a:wireshark:wireshark:1.0.9:*:*:*:*:*:*:*:

cpe:2.3:a:wireshark:wireshark:1.2.0:*:*:*:*:*:*:*:

cpe:2.3:a:wireshark:wireshark:1.2.1:*:***:*:*:*:

akLk kKK kK,

cpe:2.3:a:wireshark:wireshark:1.2.10: % "

akLk kKK kK,

cpe:2.3:a:wireshark:wireshark:1.2.11:*:** "

AkLk kKK kK,

cpe:2.3:a:wireshark:wireshark:1.2.12:*:*;*:*:*

akLk kKK kK,

cpe:2.3:a:wireshark:wireshark:1.2.14:*:**:*

1.4.0

1.4.1

1.4.2

1.4.3
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All
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All
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All

All
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All
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cpe:2.3:a:wireshark:wireshark:1.2.2::*:*:*:*:*:*:

cpe:2.3:a:wireshark:wireshark:1.2.3::*:*:*:*:*:*:

cpe:2.3:a:wireshark:wireshark:1.2.4:: "

cpe:2.3:a:wireshark:wireshark:1.2.5:*: "

cpe:2.3:a:wireshark:wireshark:1.2.6:*:*: " *:

cpe:2.3:a:wireshark:wireshark:1.2.7:* "

cpe:2.3:a:wireshark:wireshark:1.2.8:*:*:*:**:*:*:

cpe:2.3:a:wireshark:wireshark:1.2.9:*: 7 :*:

cpe:2.3:a:wireshark:wireshark:1.4.0:* "

cpe:2.3:a:wireshark:wireshark:1.4.1: %

cpe:2.3:a:wireshark:wireshark:1.4.2:* > *:*:*:

cpe:2.3:a:wireshark:wireshark:1.4.3:* " ":*:*:

cpe:2.3:a:wireshark:wireshark:1.0:*:*:*:*

cpe:2.3:a:wireshark:wireshark:1.0.0::*: " *:*:

cpe:2.3:a:wireshark:wireshark:1.0.1:* % ":*:*:

akLk kK Lk Kk,

cpe:2.3:a:wireshark:wireshark:1.0.16:*:*:*:*:*:*:*:

cpe:2.3:a:wireshark:wireshark:1.0.2::*:*:*:*:*:*:

cpe:2.3:a:wireshark:wireshark:1.0.3::*:*:*:*:*:*:

cpe:2.3:a:wireshark:wireshark:1.0.4:*:*:*:*:*:*:*:

cpe:2.3:a:wireshark:wireshark:1.0.5::*:*:*:*:*:*:

cpe:2.3:a:wireshark:wireshark:1.0.6::*:*:*:*:*:*:

cpe:2.3:a:wireshark:wireshark:1.0.7:*:*:* " *:*:

coe:2.3:a:wireshark:wireshark:1.0.8:*:*:*:*:**:*:



cpe:2.3:a:wireshark:wireshark:1.0.9::*:*:*:*:*:*:

cpe:2.3:a:wireshark:wireshark:1.2.0:*: "™

cpe:2.3:a:wireshark:wireshark:1.2.1: "

aKakak kKR k.

cpe:2.3:a:wireshark:wireshark:1.2.10:*: "

Kk kKR kK,

cpe:2.3:a:wireshark:wireshark:1.2.11

KKk oKk kK,

cpe:2.3:a:wireshark:wireshark:1.2.12:*:* "

Kk ak kR kK,

cpe:2.3:a:wireshark:wireshark:1.2.14:*: "

cpe:2.3:a:wireshark:wireshark:1.2.2:* " *:

cpe:2.3:a:wireshark:wireshark:1.2.3: 7 *:*:*:

cpe:2.3:a:wireshark:wireshark:1.2.4::*: > *:*:*:

cpe:2.3:a:wireshark:wireshark:1.2.5: " *:*:*:

cpe:2.3:a:wireshark:wireshark:1.2.6:*:*:*:*:*:*:*:

cpe:2.3:a:wireshark:wireshark:1.2.7:*:*:**:*:*:*:

cpe:2.3:a:wireshark:wireshark:1.2.8:*:*:*:*:":*:*:

cpe:2.3:a:wireshark:wireshark:1.2.9:*:*:*:*:*:*:*:

cpe:2.3:a:wireshark:wireshark:1.4.0: """

cpe:2.3:a:wireshark:wireshark:1.4.1:* """

cpe:2.3:a:wireshark:wireshark:1.4.2:*:*:*:*:*:*:*:

cpe:2.3:a:wireshark:wireshark:1.4.3:*::*:*:*:*:*:

No vendor comments have been submitted for this CVE

«— Previous ID Next ID—
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