CVE

State

Assigner
Source Priority
Published
Updated

Description

/

CVE-2011-1153

MITRE NVD CVE.ORG JSON API Print: PDF 1)

CVE-2011-1153

PUBLIC

secalert@redhat.com

CVE Program / NVD first with legacy fallback
2011-03-16 22:55:00 UTC

2017-08-17 01:33:00 UTC

Multiple format string vulnerabilities in phar_object.c in the phar extension in PHP 5.3.5 and earlier allow context-dependen

| 1|

Risk And Classification

Problem Types: CWE-134

NVD Known Affected Configurations (CPE 2.3)

Type

Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application

Application

Application

Vendor Product Version Update Edition Language
Php Php 1.0 All All All
Php Php 2.0 All All All
Php Php 2.0b10 All All All
Php Php 3.0 All All All
Php Php 3.0.1 All All All
Php Php 3.0.10 All All All
Php Php 3.0.11 All All All
Php Php 3.0.12 All All All
Php Php 3.0.13 All All All
Php Php 3.0.14 All All All
Php Php 3.0.15 All All All
Php Php 3.0.16 All All All
Php Php 3.0.17 All All All
Php Php 3.0.18 All All All
Php Php 3.0.2 All All All
Php Php 3.0.3 All All All
Php Php 3.04 All All All


https://cve.report/
https://cve.report/CVE-2011-1153/mitre
https://cve.report/CVE-2011-1153/nist
https://cve.report/CVE-2011-1153/cve_org
https://cve.report/api/cve/CVE-2011-1153.json
https://cve.report/CVE-2011-1153.pdf
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Applicaton Fnp Fnp 5.2.14 Al Al Al
Application Php Php 5.2.2 All All All
Application Php Php 5.2.3 All All All
Application Php Php 5.2.4 All All All
Application Php Php 525 All All All
Application Php Php 5.2.6 All All All
Application Php Php 5.2.8 All All All
Application Php Php 5.2.9 All All All
Application Php Php 5.3.0 All All All
Application Php Php 5.3.1 All All All
Application Php Php 5.3.2 All All All
Application Php Php 5.3.3 All All All
Application Php Php 5.3.4 All All All
Application Php Php All All All All
Reference Source Link
PHP: Revision 309221 CONFIRM  svn.php.net
PECL phar Extension Format String Vulnerabilities - Secunia.com SECUNIA secunia.com
[SECURITY] Fedora 13 Update: php-eaccelerator-0.9.6.1-6.fc13 FEDORA lists.fedoraproject.org
PHP: PHP 5.3.6 Release Announcement CONFIRM  www.php.net
Bug 688378 — CVE-2011-1153 php: several format string vulnerabilities in PHP's Phar extension  CONFIRM bugzilla.redhat.com
Debian -- Security Information -- DSA-2266-1 php5 DEBIAN www.debian.org
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About the security content of OS X Lion v10.7.2 and Security Update 2011-006 CONFIRM  support.apple.com
oss-security - Re: CVE request: format-string vulnerability in PHP Phar extension MLIST openwall.com
Security Advisories | Mandriva Linux MANDRIVA  www.mandriva.com
Support / Security / Advisories // MDVSA-2011:052 | Mandriva MANDRIVA  www.mandriva.com
Webmail : Solution de messagerie professionnelle - OVHcloud- OVH VUPEN Www.vupen.com
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PHP: PHP 5 Changelog CONFIRM

PHP :: Sec Bug #54247 :: format-string vulnerability on Phar CONFIRM
oss-security - CVE request: format-string vulnerability in PHP Phar extension MLIST
Webmail : Solution de messagerie professionnelle - OVHcloud- OVH VUPEN
CVE Program record CVE.ORG
NVD vulnerability detail NVD
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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