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Summary

CVE CVE-2011-1155

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2011-03-30 22:55:00 UTC

Updated 2011-04-21 02:33:00 UTC

Description The writeState function in logrotate.c in logrotate 3.7.9 and earlier might allow context-dependent attackers to cause a denial of service (rotation outage) via a (1) \n (newline) or (2) \ (backslash) character in a log filename, as demonstrated by a filename that is automatically constructed on the basis of a hostname or virtual machine name.

Risk And Classification

Problem Types: CWE-399

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Gentoo Logrotate 3.3 r2 All All

Application Gentoo Logrotate 3.5.9 All All All

Application Gentoo Logrotate 3.5.9 r1 All All

Application Gentoo Logrotate 3.6.5 All All All

Application Gentoo Logrotate 3.6.5 r1 All All

Application Gentoo Logrotate 3.7 All All All

Application Gentoo Logrotate 3.7.1 All All All

Application Gentoo Logrotate 3.7.1 r1 All All

Application Gentoo Logrotate 3.7.1 r2 All All

Application Gentoo Logrotate 3.7.2 All All All

Application Gentoo Logrotate 3.7.6 All All All

Application Gentoo Logrotate 3.7.7 All All All

Application Gentoo Logrotate 3.7.8 All All All

Application Gentoo Logrotate 3.3 r2 All All

Application Gentoo Logrotate 3.5.9 All All All

Application Gentoo Logrotate 3.5.9 r1 All All

Application Gentoo Logrotate 3.6.5 All All All
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Application Gentoo Logrotate 3.6.5 All All All

Application Gentoo Logrotate 3.6.5 r1 All All

Application Gentoo Logrotate 3.7 All All All

Application Gentoo Logrotate 3.7.1 All All All

Application Gentoo Logrotate 3.7.1 r1 All All

Application Gentoo Logrotate 3.7.1 r2 All All

Application Gentoo Logrotate 3.7.2 All All All

Application Gentoo Logrotate 3.7.6 All All All

Application Gentoo Logrotate 3.7.7 All All All

Application Gentoo Logrotate 3.7.8 All All All

Application Gentoo Logrotate All All All All
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CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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