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Summary

CVE CVE-2011-1157

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2011-04-11 18:55:00 UTC

Updated 2011-08-24 03:16:00 UTC

Description Cross-site scripting (XSS) vulnerability in feedparser.py in Universal Feed Parser (aka feedparser or python-feedparser) 5.x before 5.0.1 allows remote attackers to inject arbitrary web script or HTML via malformed XML comments.

Risk And Classification

Problem Types: CWE-79

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Mark Pilgrim Feedparser 5.0 All All All

Application Mark Pilgrim Feedparser 5.0 All All All

References

Reference

feedparser Multiple Vulnerabilities - Secunia.com

SUSE update for python-feedparser - Secunia.com

Issue 254 - feedparser - html sanitisation can be bypassed with malformed comments - Parse Atom and RSS feeds in Python - Google Project Hosting

CVE-2011-1157

684877 – (CVE-2009-5065, CVE-2011-1156, CVE-2011-1157, CVE-2011-1158) CVE-2009-5065 CVE-2011-1156 CVE-2011-1157 CVE-2011-1158 python-feedparser: multiple flaws corrected in version 5.0.1

python-feedparser Denial of Service and Security Bypass Vulnerabilities

Support / Security / Advisories / / MDVSA-2011:082 | Mandriva

Access Denied

oss-security - Re: CVE request for python-feedparser

openSUSE-SU-2011:0314-1 (moderate): python-feedparser security update

oss-security - CVE request for python-feedparser

CVE Program record
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https://code.google.com/p/feedparser/issues/detail?id=254
http://support.novell.com/security/cve/CVE-2011-1157.html
https://bugzilla.redhat.com/show_bug.cgi?id=684877
http://www.securityfocus.com/bid/46867
http://www.mandriva.com/security/advisories?name=MDVSA-2011:082
https://bugzilla.novell.com/show_bug.cgi?id=680074
http://openwall.com/lists/oss-security/2011/03/15/11
http://lists.opensuse.org/opensuse-updates/2011-04/msg00026.html
http://openwall.com/lists/oss-security/2011/03/14/18
https://www.cve.org/CVERecord?id=CVE-2011-1157


NVD vulnerability detail

No vendor comments have been submitted for this CVE.

Legacy QID Mappings
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981406 Python (pip) Security Update for feedparser (GHSA-2p78-8hh6-96xc)
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