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Summary

CVE CVE-2011-1159

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2011-10-05 02:56:00 UTC

Updated 2012-05-14 04:00:00 UTC

Description acpid.c in acpid before 2.0.9 does not properly handle a situation in which a process has connected to acpid.socket but is not reading any data, which allows local users to cause a denial of service (daemon hang) via a crafted application that performs a connect system call but no read system calls.

Risk And Classification

Problem Types: CWE-20

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Tedfelix Acpid 1.0.10 All All All

Application Tedfelix Acpid 1.0.8 All All All

Application Tedfelix Acpid 2.0.0 All All All

Application Tedfelix Acpid 2.0.1 All All All

Application Tedfelix Acpid 2.0.2 All All All

Application Tedfelix Acpid 2.0.3 All All All

Application Tedfelix Acpid 2.0.4 All All All

Application Tedfelix Acpid 2.0.5 All All All

Application Tedfelix Acpid 2.0.7 All All All

Application Tedfelix Acpid 2.06 All All All

Application Tedfelix Acpid 1.0.10 All All All

Application Tedfelix Acpid 1.0.8 All All All

Application Tedfelix Acpid 2.0.0 All All All

Application Tedfelix Acpid 2.0.1 All All All

Application Tedfelix Acpid 2.0.2 All All All

Application Tedfelix Acpid 2.0.3 All All All

Application Tedfelix Acpid 2.0.4 All All All
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Application Tedfelix Acpid 2.0.4 All All All

Application Tedfelix Acpid 2.0.5 All All All

Application Tedfelix Acpid 2.0.7 All All All

Application Tedfelix Acpid 2.06 All All All

Application Tedfelix Acpid All All All All

References

Reference Source Link Tags

oss-security - Re: 2 acpid flaws MLIST www.openwall.com Exploit, Patch

Bug 688698 – CVE-2011-1159 acpid: blocked writes can lead to acpid daemon hang CONFIRM bugzilla.redhat.com Patch

[SECURITY] Fedora 15 Update: acpid-2.0.9-4.fc15 FEDORA lists.fedoraproject.org Patch

oss-security - 2 acpid flaws MLIST www.openwall.com Exploit, Patch

oss-security - Re: 2 acpid flaws MLIST www.openwall.com Exploit, Patch

acpid Socket Blocking Denial of Service - Secunia.com SECUNIA secunia.com Vendor Advisory

Fedora update for acpid - Secunia.com SECUNIA secunia.com Vendor Advisory

[SECURITY] Fedora 14 Update: acpid-2.0.9-1.fc14 FEDORA lists.fedoraproject.org Patch

acpid Multiple Local Denial of Service Vulnerabilities BID www.securityfocus.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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