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State PUBLIC
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Source Priority CVE Program / NVD first with legacy fallback

Published 2011-06-22 22:55:00 UTC
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Description net/ipvé4/netfilter/ip_tables.c in the IPv4 implementation in the Linux kernel before 2.6.39 does not place the expected "\0' ch
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Risk And Classification

Problem Types: CWE-200

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Operating System Linux Linux Kernel 2.6.0 All All All
Operating System Linux Linux Kernel 2.6.1 All All All
Operating System Linux Linux Kernel 2.6.1 rci All All
Operating System Linux Linux Kernel 2.6.1 rc2 All All
Operating System Linux Linux Kernel 2.6.1 rc3 All All
Operating System Linux Linux Kernel 2.6.10 All All All
Operating System Linux Linux Kernel 2.6.10 rci All All
Operating System Linux Linux Kernel 2.6.10 rc2 All All
Operating System Linux Linux Kernel 2.6.10 rc3 All All
Operating System Linux Linux Kernel 2.6.11 All All All
Operating System Linux Linux Kernel 2.6.11 rct All All
Operating System Linux Linux Kernel 2.6.11 rc2 All All
Operating System Linux Linux Kernel 2.6.11 rc3 All All
Operating System Linux Linux Kernel 2.6.11 rc4 All All
Operating System Linux Linux Kernel 2.6.11 rch All All
Operating System Linux Linux Kernel 2.6.11.1 All All All
Operating System Linux Linux Kernel 2.6.11.10 All All All
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Operating System Linux Linux Kernel 2.6.5 rc2 All All

Operating System Linux Linux Kernel 2.6.5 rc3 All All

Operating System Linux Linux Kernel 2.6.6 All All All

Operating System Linux Linux Kernel 2.6.6 rci All All

Operating System Linux Linux Kernel 2.6.6 rc2 All All

Operating System Linux Linux Kernel 2.6.6 rc3 All All

Operating System Linux Linux Kernel 2.6.7 All All All

Operating System Linux Linux Kernel 2.6.7 rci All All

Operating System Linux Linux Kernel 2.6.7 rc2 All All

Operating System Linux Linux Kernel 2.6.7 rc3 All All

Operating System Linux Linux Kernel 2.6.8 All All All

Operating System Linux Linux Kernel 2.6.8 rci All All

Operating System Linux Linux Kernel 2.6.8 rc2 All All

Operating System Linux Linux Kernel 2.6.8 rc3 All All

Operating System Linux Linux Kernel 2.6.8 rcd All All

Operating System Linux Linux Kernel 2.6.8.1 All All All

Operating System Linux Linux Kernel 2.6.9 All All All

Operating System Linux Linux Kernel 2.6.9 rci All All

Operating System Linux Linux Kernel 2.6.9 rc2 All All

Operating System Linux Linux Kernel 2.6.9 rc3 All All

Operating System Linux Linux Kernel 2.6.9 rc4 All All

Operating System Linux Linux Kernel All All All All

Reference Source Link

'[PATCH] ipv4: netfilter: ip_tables: fix infoleak to userspace' - MARC MLIST marc.info
kernel/git/torvalds/linux.git - Linux kernel source tree CONFIRM  git.kernel.org
access.redhat.com REDHAT rhn.redhat.com
oss-security - Re: CVE request: kernel: netfilter & econet infoleaks MLIST www.openwall.com
404: File not found CONFIRM  www.kernel.org
oss-security - Re: CVE request: kernel: neftfilter & econet infoleaks MLIST www.openwall.com
linux kernel 2.6.38.8 ipv ip_tables infoleak to userspace - SecurityReason.com SREASON securityreason.com
kernel/git/torvalds/linux.git - Linux kernel source tree MISC git.kernel.org
689327 — (CVE-2011-1171) CVE-2011-1171 kernel: ipv4: neffilter: ip_tables: fix infoleak to userspace CONFIRM  bugzilla.redhat.com
oss-security - CVE request: kernel: netfilter & econet infoleaks MLIST www.openwall.com
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http://marc.info/?l=linux-kernel&m=129978077609894&w=2
http://git.kernel.org/?p=linux/kernel/git/torvalds/linux-2.6.git;a=commit;h=78b79876761b86653df89c48a7010b5cbd41a84a
http://rhn.redhat.com/errata/RHSA-2011-0833.html
http://www.openwall.com/lists/oss-security/2011/03/21/4
http://www.kernel.org/pub/linux/kernel/v2.6/ChangeLog-2.6.39
http://www.openwall.com/lists/oss-security/2011/03/21/1
http://securityreason.com/securityalert/8283
http://git.kernel.org/?p=linux/kernel/git/torvalds/linux-2.6.git%253Ba=commit%253Bh=78b79876761b86653df89c48a7010b5cbd41a84a
https://bugzilla.redhat.com/show_bug.cgi?id=689327
http://www.openwall.com/lists/oss-security/2011/03/18/15

linux Kernel 2.6.38.8 Ipvb/nettiiter Ipb_tables Intoleak to userspace - SecurityHeason.com
ASA-2011-208 (RHSA-2011-0833)
CVE Program record

NVD vulnerability detail

gl

SHEASON

CONFIRM

CVE.ORG

NVD

securityreason.com
downloads.avaya.com

WWW.CVe.org

nvd.nist.gov

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

591311 Bosch Rexroth PRA-ES8P2S Ethernet-Switch Multiple Vulnerabilities (BOSCH-SA-247053-BT)
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