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Summary

CVE CVE-2011-1202

State PUBLISHED

Assigner mitre

Source Priority CVE Program / NVD first with legacy fallback

Published 2011-03-11 02:01:20 UTC

Updated 2026-04-29 01:13:23 UTC

Description The xsltGenerateIdFunction function in functions.c in libxslt 1.1.26 and earlier, as used in Google Chrome before 10.0.648.127 and other products, allows remote attackers to obtain potentially sensitive information about heap memory addresses via an XML document containing a call to the XSLT generate-id XPath function.

Risk And Classification

Primary CVSS: v2.0 4.3 from nvd@nist.gov

AV:N/AC:M/Au:N/C:P/I:N/A:N

Problem Types: CWE-200 | n/a

CVSS v2.0 Breakdown

AV:N/AC:M/Au:N/C:P/I:N/A:N

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Google Chrome All All All All

Application Xmlsoft Libxslt All All All All

Access Vector

Network

Access Complexity

Medium

Authentication

None

Confidentiality

Partial

Integrity

None

Availability

None

https://cve.report/
https://cve.report/CVE-2011-1202/mitre
https://cve.report/CVE-2011-1202/nist
https://cve.report/CVE-2011-1202/cve_org
https://cve.report/api/cve/CVE-2011-1202.json
https://cve.report/CVE-2011-1202.pdf
http://cve.report/vendor/google
http://cve.report/software/google/chrome


Application Xmlsoft Libxslt All All All All

Vendor Declared Affected Products

Source Vendor Product Version Platforms

CNA Na N/a affected n/a Not specified

References

Reference

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH

libxslt - XSLT transformation library

Bug 684386 – CVE-2011-1202 libxslt: Heap address leak in XLST

Support / Security / Advisories / / MDVSA-2012:164 | Mandriva

Support / Security / Advisories / / MDVSA-2011:079 | Mandriva

ASA-2011-194 (RHSA-2011-0471)

Security: Multi-browser heap address leak in XSLT

Chrome Releases: Chrome Stable Release

IBM X-Force Exchange

Google Chrome prior to 10.0.648.127 Multiple Security Vulnerabilities

Repository / Oval Repository

Issue 73716 - chromium - Leak of address of heap object via xslt generate-id() function - An open-source browser project to help move the web forward. - Google Project Hosting

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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