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AVNACLAUNCNIENAD Certain versions of Websphere Application Server from Ibm contain the
’ following vulnerability:

Memory leak in the messaging engine in IBM WebSphere Application
Server (WAS) before 7.0.0.15 allows remote attackers to cause a
denial of service (memory consumption) via network connections
associated with a NULL return value from a synchronous JMS receive
call.

CVE-2011-1315 has been assigned by [J] cve@mitre.org to track the vulnerability

CVSS2 Score: ~5-MEDIUM

Access Access Authentication
Vector Complexity

Low [NONE_
Confidentiality Integrity Availability
Impact Impact Impact

[ NONE | [ NONE |
CVE References

Description Tags Link

IBM Fix list for IBM WebSphere Application Server V7.0 - United States a2 CONFIRM www-
01.ibm.com/support/docview.wss?
uid=swg27014463

PM23626: A MEMORY LEAK WHEN PERFORMING A SYNCHRONOUS o2 AIXAPAR PM23626
RECEIVES WITHIN A GLOBAL TRANSACTION THAT RETURNS NO MESSAGE

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.
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Known Affected Configurations (CPE V2.3)
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cpe:2.3:a:ibm:websphere_application_server:3.0.2:*:*:*:*:**:*:

cpe:2.3:a:ibm:websphere_application_server:3.0.2.1:*:*:****:*:

cpe:2.3:a:ibm:websphere_application_server:3.0.2.2:*:*:*:**:*:

cpe:2.3:a:ibm:websphere_application_server:3.0.2.3::*:*:*:**:*:

cpe:2.3:a:ibm:websphere_application_server:3.0.2.4:**:**:**:*:

Sk Lk ak kR akak.

cpe:2.3:a:ibm:websphere_application_server:3.0.21:*:*:***:*:*:
cpe:2.3:a:ibm:websphere_application_server:3.5:*:**:**:*:*:
cpe:2.3:a:ibm:websphere_application_server:3.5.1:******:*:
cpe:2.3:a:ibm:websphere_application_server:3.5.2:*:*:**:*:*:*:
cpe:2.3:a:ibm:websphere_application_server:3.5.3:*:**:*:**:*:
cpe:2.3:a:ibm:websphere_application_server:3.52:*:*:*:*:*:*:*:
cpe:2.3:a:ibm:websphere_application_server:4.0.1:"*:* "%
cpe:2.3:a:ibm:websphere_application_server:4.0.2:*:*:* """
cpe:2.3:a:ibm:websphere_application_server:4.0.3:*:*: "%
cpe:2.3:a:ibm:websphere_application_server:4.0.4:":*:*" %"
cpe:2.3:a:ibm:websphere_application_server:5.0:*:*:*:*:*:*:*:
cpe:2.3:a:ibm:websphere_application_server:5.0.0:*:*:*:*:*:*:*:
cpe:2.3:a:ibm:websphere_application_server:5.0.1:*:*:*:":*:*:*:

cpe:2.3:a:ibm:websphere_application_server:5.0.2:*:*:*:*:*:*:*:

cpe:2.3:a:ibm:websphere_application_server:5.0.2.1:*:% "

dkakakokakakuk.

cpe:2.3:a:ibm:websphere_application_server:5.0.2.12:*:*:*:**:*:*:

dkkak ok akakuk.

cpe:2.3:a:ibm:websphere_application_server:5.0.2.13:*:*:*:*:*:*:*:



cpe:Z.3:aibm:websphere_application_server:5.0.2.3:":":" "

cpe:2.3:a:ibm:websphere_application_server:5.0.2.4:*:*:****::

cpe:2.3:a:ibm:websphere_application_server:5.0.2.5:*:**:**:*:

cpe:2.3:a:ibm:websphere_application_server:5.0.2.6:*:*:*:*:*:*:*:

cpe:2.3:a:ibm:websphere_application_server:5.0.2.7:*:**:**:*:

cpe:2.3:a:ibm:websphere_application_server:5.0.2.8:*:*:*:*:*:*:*:

cpe:2.3:a:ibm:websphere_application_server:5.0.2.9:**:**:**:*:

cpe:2.3:a:ibm:websphere_application_server:5.1.0:*: "

cpe:2.3:a:ibm:websphere_application_server:5.1.0.2:*:*:*:**:*:

cpe:2.3:a:ibm:websphere_application_server:5.1.0.3::*:*:*:**:*:

cpe:2.3:a:ibm:websphere_application_server:5.1.0.4:**:**:**:*:

cpe:2.3:a:ibm:websphere_application_server:5.1.0.5:* " " *:*:

cpe:2.3:a:ibm:websphere_application_server:5.1.1:" > "%

cpe:2.3:a:ibm:websphere_application_server:5.1.1.1: " "

cpe:2.3:a:ibm:websphere_application_server:5.1.1.10:* """

cpe:2.3:a:ibm:websphere_application_server:5.1.1.11: 7 " ™

cpe:2.3:a:ibm:websphere_application_server:5.1.1.12:* """

cpe:2.3:a:ibm:websphere_application_server:5.1.1.13:* %"

cpe:2.3:a:ibm:websphere_application_server:5.1.1.14:*:* %" %"

cpe:2.3:a:ibm:websphere_application_server:5.1.1.15: "%

cpe:2.3:a:ibm:websphere_application_server:5.1.1.16:*:*: "™

cpe:2.3:a:ibm:websphere_application_server:5.1.1.17:* " "™

cpe:2.3:a:ibm:websphere_application_server:5.1.1.2:%:* "

cpe:2.3:a:ibm:websphere_application_server:5.1.1.3:*:* "

cpe:2.3:a:ibm:websphere_application_server:5.1.1.4:*:* "

cpe:2.3:a:ibm:websphere_application_server:5.1.1.5:%:* "

cpe:2.3:a:ibm:websphere_application_server:5.1.1.6:*:*:*:*

cpe:2.3:a:ibm:websphere_application_server:5.1.1.7:%:*:

cpe:2.3:a:ibm:websphere_application_server:5.1.1.8: " "



cpe:2.3:a:ibm:websphere_application_server:5.1.1.9: "

cpe:2.3:a:ibm:websphere_application_server:6.0:*:*:*:*:*:*:*:

cpe:2.3:a:ibm:websphere_application_server:6.0.0.1:**:**:**:*:

cpe:2.3:a:ibm:websphere_application_server:6.0.0.2::*:*:*:*:*:*:

cpe:2.3:a:ibm:websphere_application_server:6.0.0.3:*:*:**:**:*:

cpe:2.3:a:ibm:websphere_application_server:6.0.1:*:*:*:*:*:*:*:

cpe:2.3:a:ibm:websphere_application_server:6.0.1.1: ™

akak kR akakak.

cpe:2.3:a:ibm:websphere_application_server:6.0.1.11

dk Kk ok akakak,

cpe:2.3:a:ibm:websphere_application_server:6.0.1.13:*:**:**:*:*:

dk kR kR Rk,

cpe:2.3:a:ibm:websphere_application_server:6.0.1.15:*:**:**:*:*:

cpe:2.3:a:ibm:websphere_application_server:6.0.1.2:* " " *:*:

cpe:2.3:a:ibm:websphere_application_server:6.0.1.3:* " " *:*:

cpe:2.3:a:ibm:websphere_application_server:6.0.1.5:*:* " *:*:

cpe:2.3:a:ibm:websphere_application_server:6.0.1.7:*:" """

cpe:2.3:a:ibm:websphere_application_server:6.0.1.9:*:* " *:*:

cpe:2.3:a:ibm:websphere_application_server:6.0.2:*:*:*:*:*:*:*:

cpe:2.3:a:ibm:websphere_application_server:6.0.2.1:*:*:*

dkukakokakakk.

cpe:2.3:a:ibm:websphere_application_server:6.0.2.17:*:*:*:**:*:*:

O

cpe:2.3:a:ibm:websphere_application_server:6.0.2.19:*:*:*:*:*:*:*:

cpe:2.3:a:ibm:websphere_application_server:6.0.2.2:%:*:*:*:*:*:*:

dkkak ok kakuk,

cpe:2.3:a:ibm:websphere_application_server:6.0.2.22::*:*:*:*:*:*:

dkkakakakuk k.

cpe:2.3:a:ibm:websphere_application_server:6.0.2.24::*:*:*:*:*:*:

dkakak ok akakuk,

cpe:2.3:a:ibm:websphere_application_server:6.0.2.25::*:*:*:*:*:*:



akakak kR akk.

cpe:2.3:a:ibm:websphere_application_server:6.0.2.27:*:*:*:*:*:*:*:

dkuk kR ok akuk.

cpe:2.3:a:ibm:websphere_application_server:6.0.2.29:*:*:*:*:*:*:*:

cpe:2.3:a:ibm:websphere_application_server:6.0.2.3:*:*:*:*:*:*:*:

cpe:2.3:a:ibm:websphere_application_server:6.0.2.4:*:*:*:*:**:*:

cpe:2.3:a:ibm:websphere_application_server:6.0.2.5::*:*:*:**:*:

cpe:2.3:a:ibm:websphere_application_server:6.0.2.6:*:*:*:*:*:*:*:

cpe:2.3:a:ibm:websphere_application_server:6.0.2.7::*:*:*:**:*:

cpe:2.3:a:ibm:websphere_application_server:6.0.2.9:*:* " *:*:

cpe:2.3:a:ibm:websphere_application_server:6.1:*:*:**:*:*:*:

cpe:2.3:a:ibm:websphere_application_server:6.1.0:":*:*:"*:*:*:

cpe:2.3:a:ibm:websphere_application_server:6.1.0.0:*:" " *:*:

cpe:2.3:a:ibm:websphere_application_server:6.1.0.1:*:" "

cpe:2.3:a:ibm:websphere_application_server:6.1.0.2:%:*:*:*:*:*::

akakakokakakuk.

cpe:2.3:a:ibm:websphere_application_server:6.1.0.21:*:*:*:*:*:*:*:

R

cpe:2.3:a:ibm:websphere_application_server:6.1.0.23:*:*:*:*:*:*:*:

dkkak ok kakuk.

cpe:2.3:a:ibm:websphere_application_server:6.1.0.25::*:*:*:*:*:*:

I

cpe:2.3:a:ibm:websphere_application_server:6.1.0.27:*:*:*:*:*:*:*:

cpe:2.3:a:ibm:websphere_application_server:6.1.0.3:*:*:*:*:**:*:

dkak kR Lk akk,

cpe:2.3:a:ibm:websphere_application_server:6.1.0.31:*:*:*:**:*:*:



dkak kR akakuk.

cpe:2.3:a:ibm:websphere_application_server:6.1.0.33:*:*:*:*:*:*:*:

cpe:2.3:a:ibm:websphere_application_server:6.1.0.5:*:*:***:*:*:

cpe:2.3:a:ibm:websphere_application_server:6.1.0.7::*:*:*:**:*:

cpe:2.3:a:ibm:websphere_application_server:6.1.0.9:*:*:*:**:*:

cpe:2.3:a:ibm:websphere_application_server:6.1.1:: "

Lk Lk ak kR akak.

cpe:2.3:a:ibm:websphere_application_server:6.1.13:*:*:***:*:*:
cpe:2.3:a:ibm:websphere_application_server:6.1.14:
cpe:2.3:a:ibm:websphere_application_server:6.1.3:*:*:*:***:*:
cpe:2.3:a:ibm:websphere_application_server:6.1.5:***:***:*:
cpe:2.3:a:ibm:websphere_application_server:6.1.6:*:*:*:**:*:*:
cpe:2.3:a:ibm:websphere_application_server:6.1.7:**:* """

cpe:2.3:a:ibm:websphere_application_server:7.0:*:*:**:*:**:

cpe:2.3:a:ibm:websphere_application_server:7.0.0.1:*:" "

cpe:2.3:a:ibm:websphere_application_server:7.0.0.2:*:" " *:*:

cpe:2.3:a:ibm:websphere_application_server:7.0.0.3:*:" " *:*:

cpe:2.3:a:ibm:websphere_application_server:7.0.0.4:*:*:*

cpe:2.3:a:ibm:websphere_application_server:7.0.0.5:%:%:*

cpe:2.3:a:ibm:websphere_application_server:7.0.0.6:*:*:*:*:*:*:*:

cpe:2.3:a:ibm:websphere_application_server:7.0.0.7:%:*:*

cpe:2.3:a:ibm:websphere_application_server:7.0.0.8:*:*:*:*:*:*:*:

cpe:2.3:a:ibm:websphere_application_server:7.0.0.9:*:*:*:***::

cpe:2.3:a:ibm:websphere_application_server:2.0:*:*:*:*:*:*:*:

akLk Lk ok Lk uk k.

cpe:2.3:a:ibm:websphere_application_server:3.0:*:*:*:*:*:*:*:

cpe:2.3:a:ibm:websphere_application_server:3.0.2:*:*:*:*:*:*:*:

cpe:2.3:a:ibm:websphere_application_server:3.0.2.1:*:* "

cpe:2.3:a:ibm:websphere_application_server:3.0.2.2:%:*:*:*:**:*:

cpe:2.3:a:ibm:websphere_application_server:3.0.2.3:*:*:*:***:*:



cpe:2.3:a:ibm:websphere_application_server:3.0.2.4:*:*:****::

Sk Lk kkkakak.

cpe:2.3:a:ibm:websphere_application_server:3.0.21:*:*:*:**:*:*:
cpe:2.3:a:ibm:websphere_application_server:3.5:*:*:****:*:
cpe:2.3:a:ibm:websphere_application_server:3.5.1:* "
cpe:2.3:a:ibm:websphere_application_server:3.5.2:***:***:*:
cpe:2.3:a:ibm:websphere_application_server:3.5.3:***:***:*:
cpe:2.3:a:ibm:websphere_application_server:3.52:*:*:*:**:*:*:
cpe:2.3:a:ibm:websphere_application_server:4.0.1:*: "
cpe:2.3:a:ibm:websphere_application_server:4.0.2:*:*:*:*:*:*:*:
cpe:2.3:a:ibm:websphere_application_server:4.0.3:*:*:*:*:*:*:*:
cpe:2.3:a:ibm:websphere_application_server:4.0.4:*:*:*:*:**:*:
cpe:2.3:a:ibm:websphere_application_server:5.0:*:*:**:*:**:
cpe:2.3:a:ibm:websphere_application_server:5.0.0:*:*:*:*:*:*:*:
cpe:2.3:a:ibm:websphere_application_server:5.0.1:*:*:* " "

cpe:2.3:a:ibm:websphere_application_server:5.0.2:*:*:* """

cpe:2.3:a:ibm:websphere_application_server:5.0.2.1 %" "

cpe:2.3:a:ibm:websphere_application_server:5.0.2.2:%:*:*:*:*:*:*:

cpe:2.3:a:ibm:websphere_application_server:5.0.2.3:*:*:*:*

cpe:2.3:a:ibm:websphere_application_server:5.0.2.4:*:*:*:*:**::

cpe:2.3:a:ibm:websphere_application_server:5.0.2.5:%:*:***:*:*:

cpe:2.3:a:ibm:websphere_application_server:5.0.2.6:*:*:*:*:*:*:*:

coe:2.3:a:ibm:websohere aooplication server:5.0.2.7:*:*:*:***:*:



cpe:2.3:a:ibm:websphere_application_server:5.0.2.8:*:*:*:*:*:*:*:

cpe:2.3:a:ibm:websphere_application_server:5.0.2.9:*:*:***:*:*:

cpe:2.3:a:ibm:websphere_application_server:5.1.0:*: "

cpe:2.3:a:ibm:websphere_application_server:5.1.0.2:*:**:**:*:

cpe:2.3:a:ibm:websphere_application_server:5.1.0.3:**:*:*:**:*:

cpe:2.3:a:ibm:websphere_application_server:5.1.0.4:**:* "

cpe:2.3:a:ibm:websphere_application_server:5.1.0.5:*:**:**:*:

cpe:2.3:a:ibm:websphere_application_server:5.1.1: "

cpe:2.3:a:ibm:websphere_application_server:5.1.1.1: ™

cpe:2.3:a:ibm:websphere_application_server:5.1.1.10:

cpe:2.3:a:ibm:websphere_application_server:5.1.1.11: > %

cpe:2.3:a:ibm:websphere_application_server:5.1.1.12:* 7 "™

cpe:2.3:a:ibm:websphere_application_server:5.1.1.13:* """

cpe:2.3:a:ibm:websphere_application_server:5.1.1.14: > """

cpe:2.3:a:ibm:websphere_application_server:5.1.1.15:* "%

cpe:2.3:a:ibm:websphere_application_server:5.1.1.16:* """

cpe:2.3:a:ibm:websphere_application_server:5.1.1.17:* %" :*:*:

cpe:2.3:a:ibm:websphere_application_server:5.1.1.2:%:%:*

cpe:2.3:a:ibm:websphere_application_server:5.1.1.3: " "

cpe:2.3:a:ibm:websphere_application_server:5.1.1.4: " "

cpe:2.3:a:ibm:websphere_application_server:5.1.1.5:*" "

cpe:2.3:a:ibm:websphere_application_server:5.1.1.6:*:*:* "

cpe:2.3:a:ibm:websphere_application_server:5.1.1.7:%:* "

cpe:2.3:a:ibm:websphere_application_server:5.1.1.8:*:*:*:*

cpe:2.3:a:ibm:websphere_application_server:5.1.1.9:*: "

ARk kKRR k,

cpe:2.3:a:ibm:websphere_application_server:6.0:*:*:*:*:*:*:*:

cpe:2.3:a:ibm:websphere_application_server:6.0.0.1:*:*:*:*

cpe:2.3:a:ibm:websphere_application_server:6.0.0.2:*:*:*:*:*:*:*:



cpe:2.3:a:ibm:websphere_application_server:6.0.0.3:*:*:*:*:*:*:*:

cpe:2.3:a:ibm:websphere_application_server:6.0.1:*:*:*:**:*:*:

cpe:2.3:a:ibm:websphere_application_server:6.0.1.1: ™

dkak kR ok akuk.

cpe:2.3:a:ibm:websphere_application_server:6.0.1.11

dkak kR ok akak.

cpe:2.3:a:ibm:websphere_application_server:6.0.1.13: "

dkak kR ok akak.

cpe:2.3:a:ibm:websphere_application_server:6.0.1.15:*:**:**:*:*:

cpe:2.3:a:ibm:websphere_application_server:6.0.1.2:*:**:**:*:

cpe:2.3:a:ibm:websphere_application_server:6.0.1.3:*:*:**:**:*:

cpe:2.3:a:ibm:websphere_application_server:6.0.1.5:*:**:**:*:

cpe:2.3:a:ibm:websphere_application_server:6.0.1.7::*:**:**:*:

cpe:2.3:a:ibm:websphere_application_server:6.0.1.9:*:* " *:*:

cpe:2.3:a:ibm:websphere_application_server:6.0.2:*:*:*:*:*:*:*:

cpe:2.3:a:ibm:websphere_application_server:6.0.2.1:*:* " *:*:

dkakak ok akakuk.

cpe:2.3:a:ibm:websphere_application_server:6.0.2.24::*:*:*:*:*:*:

dkkakokakakuk.

cpe:2.3:a:ibm:websphere_application_server:6.0.2.25::*:*:*:*:*:*:

dkkak ok kakuk.

cpe:2.3:a:ibm:websphere_application_server:6.0.2.27:*:*:*:*:*:*:*:

dkkakokkakuk.

cpe:2.3:a:ibm:websphere_application_server:6.0.2.28::*:*:*:*:*:*:

cpe:2.3:a:ibm:websphere_application_server:6.0.2.3:*:*:*:*:*:*:*:

ROV . Y YO FOUUpOIY FpRY U U ERSS PRpU ey N W W VA W LSRR L L 1N 1



Cpe.£.o.d.IRIMLweDpspriere_dpplcdlor_server.o.v.£.ou. . . . . . ..

dkak kR Lk ukuk,

cpe:2.3:a:ibm:websphere_application_server:6.0.2.31:*:*:*:*:*:*:*:

cpe:2.3:a:ibm:websphere_application_server:6.0.2.4:*:*:*:*:**:*:

cpe:2.3:a:ibm:websphere_application_server:6.0.2.5::*:*:*:**:*:

cpe:2.3:a:ibm:websphere_application_server:6.0.2.6:*:*:*:*:*:*:*:

cpe:2.3:a:ibm:websphere_application_server:6.0.2.7::*:*:*:**:*:

cpe:2.3:a:ibm:websphere_application_server:6.0.2.9:*:*:*:*:*:*:*:

cpe:2.3:a:ibm:websphere_application_server:6.1:*:*:*:*:*:*:*:

cpe:2.3:a:ibm:websphere_application_server:6.1.0:*:*:**:*:*:*:

cpe:2.3:a:ibm:websphere_application_server:6.1.0.0:*:*:*:*:*:*:*:

cpe:2.3:a:ibm:websphere_application_server:6.1.0.1:*:" "

cpe:2.3:a:ibm:websphere_application_server:6.1.0.3:*:*:*:*:**:*:

dkkakokkakuk.

cpe:2.3:a:ibm:websphere_application_server:6.1.0.31:*:*:*:*:*:*:*:
cpe:2.3:a:ibm:websphere_application_server:6.1.0.33:*:*:*:*:*:*:*:
cpe:2.3:a:ibm:websphere_application_server:6.1.0.5:%:*:*:**

cpe:2.3:a:ibm:websphere_application_server:6.1.0.7:*:* "

cpe:2.3:a:ibm:websphere_application_server:6.1.0.9:*:** "



cpe:2.3:a:ibm:websphere_application_server:6.1.1:** " ™

Sk Lk k Lk kakak.

cpe:2.3:a:ibm:websphere_application_server:6.1.13:*:*:*:**:*:*:
cpe:2.3:a:ibm:websphere_application_server:6.1.14:*:
cpe:2.3:a:ibm:websphere_application_server:6.1.3:*:*:*:**:*:*:
cpe:2.3:a:ibm:websphere_application_server:6.1.5:***:***:*:
cpe:2.3:a:ibm:websphere_application_server:6.1.6:*:*:*:***:*:
cpe:2.3:a:ibm:websphere_application_server:6.1.7::*:*:*:**:*:
cpe:2.3:a:ibm:websphere_application_server:7.0:*:*:*:*:**:*:
cpe:2.3:a:ibm:websphere_application_server:7.0.0.1:* "
cpe:2.3:a:ibm:websphere_application_server:7.0.0.11
cpe:2.3:a:ibm:websphere_application_server:7.0.0.2:* " " *:*:
cpe:2.3:a:ibm:websphere_application_server:7.0.0.3:*:":*:* "
cpe:2.3:a:ibm:websphere_application_server:7.0.0.4:*:* " *:*:
cpe:2.3:a:ibm:websphere_application_server:7.0.0.5:*:*:*:* "
cpe:2.3:a:ibm:websphere_application_server:7.0.0.6:*:*:*:*:*:*:*:
cpe:2.3:a:ibm:websphere_application_server:7.0.0.7:*:" "

cpe:2.3:a:ibm:websphere_application_server:7.0.0.8:*:":*:*:"*:*:

cpe:2.3:a:ibm:websphere_application_server:7.0.0.9:*:*:* "

No vendor comments have been submitted for this CVE
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