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Multiple cross-site request forgery (CSRF) vulnerabilities in the management screen on Buffalo WHR, WZR2, WZR, WER, :
J

Risk And Classification

Problem Types: CWE-352

NVD Known Affected Configurations (CPE 2.3)

Type
Hardware
Hardware
Hardware
Hardware
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application

Application

Application

Vendor Product Version Update Edition Language
Buffalotech As-100 All All All All
Buffalotech As-100 All All All All
Buffalotech Bbr-4hg All All All All
Buffalotech Bbr-4hg All All All All
Buffalotech Bbr-4hg Firmware 1.02 All All All
Buffalotech Bbr-4hg Firmware 1.04 All All All
Buffalotech Bbr-4hg Firmware 1.04 beta All All
Buffalotech Bbr-4hg Firmware 1.10 All All All
Buffalotech Bbr-4hg Firmware 1.10 beta All All
Buffalotech Bbr-4hg Firmware 1.11 beta All All
Buffalotech Bbr-4hg Firmware 1.12 All All All
Buffalotech Bbr-4hg Firmware 1.20 All All All
Buffalotech Bbr-4hg Firmware 1.20 beta All All
Buffalotech Bbr-4hg Firmware 1.30 All All All
Buffalotech Bbr-4hg Firmware 1.30 beta All All
Buffalotech Bbr-4hg Firmware 1.31 All All All
Buffalotech Bbr-4hg Firmware 1.32 All All All
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Application Buffalotech Wzr-g144n Firmware 1.47 beta All All
Hardware Buffalotech Wzr2-g300n All All All All
Hardware Buffalotech Wzr2-g300n All All All All
Application Buffalotech Wzr2-g300n Firmware 1.48 All All All
Application Buffalotech Wzr2-g300n Firmware 1.50 beta All All
Application Buffalotech Wzr2-g300n Firmware 1.48 All All All
Application Buffalotech Wzr2-g300n Firmware 1.50 beta All All
Reference Source Link Tags
JVN#50505257: Multiple Buffalo routers vulnerable to cross-site request forgery JVN jvn.jp
buffalo.jp/support_s/20080808/csrf.html CONFIRM  buffalo.jp

CVE Program record CVE.ORG  www.cve.org  canonical
NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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