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CVE-2011-1325

Source: Mitre Source: NIST CVE.ORG Print: PDF %)

AVNACMAUNCNIPAP Certain versions of Ec-cube from Lockon contain the following
’ vulnerability:

Cross-site request forgery (CSRF) vulnerability in EC-CUBE before
2.11.0 allows remote attackers to hijack the authentication of
unspecified victims via unknown vectors.

CVE-2011-1325 has been assigned by () vultures@jpcert.or.jp to track the vulnerability

CVSS2 Score: 5.8- MEDIUM

Access Access Authentication
Vector Complexity

[ NONE |
Confidentiality Integrity Availability
Impact Impact Impact

[ NONE |
CVE References

Description Tags Link
JVN#37878530: EC-CUBE vulnerable to cross-site request forgery [ jvn.jp | @ JVN JVN#37878530
EC-CUBE Cross-Site Request Forgery Vulnerability - Secunia.com ){ SECUNIA 44487
TEC-CUBE . 24&MN B2 1MAEANDIN=Y a3V Ty TEREICTD "T— 98T & MISC www.ec-
EVa-)b, EEERBIECYS MEE - UZa-TFIE TECF-TV TSy k cube.net/press/detail.php?
7 #—LEC-CUBE press_id=114
JVNDB JVNDB-2011-
000029
() OSVDB 72239


https://cve.report/
https://cve.report/CVE-2011-1325/mitre
https://cve.report/CVE-2011-1325/nist
https://cve.report/CVE-2011-1325/cve_org
https://cve.report/CVE-2011-1325.pdf
http://cve.report/software/lockon/ec-cube
http://cve.report/vendor/lockon
http://cve.report/glossary/cvss-2-score-details/
http://cve.report/glossary/common-cve-tag-descriptions/
http://jvn.jp/en/jp/JVN37878530/index.html
https://web.archive.org/web/2011/http://secunia.com/advisories/44487
http://www.ec-cube.net/press/detail.php?press_id=114
http://jvndb.jvn.jp/jvndb/JVNDB-2011-000029
http://www.osvdb.org/72239

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language
Application Lockon Ec-cube 1.1.0 beta All All
Application Lockon Ec-cube 1.1.1 All All All
Application Lockon Ec-cube 1.2.0 beta All All
Application Lockon Ec-cube 1.3.0 All All All
Application Lockon Ec-cube 1.3.0 beta All All
Application Lockon Ec-cube 1.3.1 All All All
Application Lockon Ec-cube 1.3.1 a All All
Application Lockon Ec-cube 1.3.2 All All All
Application Lockon Ec-cube 1.3.3 All All All
Application Lockon Ec-cube 1.3.4 All All All
Application Lockon Ec-cube 1.3.4 community All All
Application Lockon Ec-cube 1.4.0 a-beta All All
Application Lockon Ec-cube 1.4.0 beta All All
Application Lockon Ec-cube 1.41 beta All All
Application Lockon Ec-cube 1.4.2 beta All All
Application Lockon Ec-cube 1.4.3 a-beta All All
Application Lockon Ec-cube 1.4.3 b-beta All All
Application Lockon Ec-cube 1.4.3 beta All All
Application Lockon Ec-cube 1.4.4 beta All All
Application Lockon Ec-cube 1.4.5 All All All
Application Lockon Ec-cube 1.4.6 All All All
Application Lockon Ec-cube 1.4.7 All All All
Application Lockon Ec-cube 1.5.0 beta All All
Application Lockon Ec-cube 2.0.0 beta All All
Application Lockon Ec-cube 2.0.1 All All All
Application Lockon Ec-cube 2.0.1 a All All

Application Lockon Ec-cube 2.1.0 beta All All
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cpe:2.3:a:lockon:ec-cube:1.3.1: "

cpe:2.3:a:lockon:ec-cube:1.3.1:a:*:*:*:*:*:":

cpe:2.3:a:lockon:ec-cube:1.3.2:%:":

cpe:2.3:a:lockon:ec-cube:1.3.3: "

cpe:2.3:a:lockon:ec-cube:1.3.4: "

dkkakkkak.

cpe:2.3:a:lockon:ec-cube:1.3.4:community:*:*:*:*:*:*:

dkukakakakak.

cpe:2.3:a:lockon:ec-cube:1.4.0:a-beta:*:*:*:*:*:*:

dkakakkakak.

cpe:2.3:a:lockon:ec-cube:1.4.0:beta:*:*:*:*:*:*:

dkkukkukuk.

cpe:2.3:a:lockon:ec-cube:1.4.1:beta:*:*:*:*:*:*:

dkakukakkuk.

cpe:2.3:a:lockon:ec-cube:1.4.3:a-beta:*:*:*:*:*:*:

dkak kR ukuk.

cpe:2.3:a:lockon:ec-cube:1.4.3:b-beta:*:*:*:*:*:*:

dkak Lk kkuk.

cpe:2.3:a:lockon:ec-cube:1.4.3:beta:*:*:*:*:*:*:

dkk Lk akukak.

cpe:2.3:a:lockon:ec-cube:1.4.4:beta:*:*:*:*:*:*:

cpe:2.3:a:lockon:ec-cube:1.4.5:%:

cpe:2.3:a:lockon:ec-cube:1.4.6:*:*:****:*:

cpe:2.3:a:lockon:ec-cube:1.4.7:

dkakk Lk kak.

cpe:2.3:a:lockon:ec-cube:1.5.0:beta:*:*:*:*:*:*:

cpe:2.3:a:lockon:ec-cube:2.0.0:beta:*:*:*:*:*:*:

cpe:2.3:a:lockon:ec-cube:2.0.1:

cpe:2.3:a:lockon:ec-cube:2.0.1:a: "

cpe:2.3:a:lockon:ec-cube:2.1.2:* "

cpe:2.3:a:lockon:ec-cube:2.1.2:a:*:**:*:*:*:

Kk kKK oKk,

cpe:2.3:a:lockon:ec-cube:2.11.0:* %"

Kk KoKk k.

cpe:2.3:a:lockon:ec-cube:2.11.0:beta:*:*:*:*:*:*:



cpe:2.3:a:lockon:ec-cube:2.3.1: "
cpe:2.3:a:lockon:ec-cube:2.3.3:%: "
cpe:2.3:a:lockon:ec-cube:2.3.4:% "
cpe:2.3:a:lockon:ec-cube:2.4.0:*:":
cpe:2.3:a:lockon:ec-cube:2.4.0:rc1 "
cpe:2.3:a:lockon:ec-cube:2.4.1: "
cpe:2.3:a:lockon:ec-cube:2.4.2:%:*:
cpe:2.3:a:lockon:ec-cube:2.4.3:%:*:*
cpe:2.3:a:lockon:ec-cube:2.4.4:%: "

kKK kKK,

cpe:2.3:a:lockon:ec-cube:2.5.0:alpha:*:*:*:*:*:*:

Skkukkkuk.

cpe:2.3:a:lockon:ec-cube:2.5.0:alpha2:*:*:*:*:*:*:

cpe:2.3:a:lockon:ec-cube:1.1.0:beta:*:*:*:*:*:*:

cpe:2.3:a:lockon:ec-cube:1.1.1:%:

cpe:2.3:a:lockon:ec-cube:1.3.0:*:
cpe:2.3:a:lockon:ec-cube:1.3.0:beta:™:*:*:*:*:*:
cpe:2.3:a:lockon:ec-cube:1.3.1:
cpe:2.3:a:lockon:ec-cube:1.3.1:a:
cpe:2.3:a:lockon:ec-cube:1.3.2: % *
cpe:2.3:a:lockon:ec-cube:1.3.3:****
cpe:2.3:a:lockon:ec-cube:1.3.4: ***

LRk kR ok ak,

cpe:2.3:a:lockon:ec-cube:1.3.4:community:*:*:*:*:*:*:

dkak kR akak.

cpe:2.3:a:lockon:ec-cube:1.4.0:a-beta:*:*:*:*:*:*:



cpe:2.3:a:lockon:ec-cube:1.4.5:%:"

cpe:2.3:a:lockon:ec-cube:1.4.6:%:" "

cpe:2.3:a:lockon:ec-cube:1.4.7:%:":

dkakakkukak.

cpe:2.3:a:lockon:ec-cube:1.5.0:beta:*:*:*:*:*:*:
cpe:2.3:a:lockon:ec-cube:2.0.0:beta:*:*:*:*:*:*:

cpe:2.3:a:lockon:ec-cube:2.0.1:%:":

cpe:2.3:a:lockon:ec-cube:2.0.1:a:*:*:*:*:*:*:

cpe:2.3:a:lockon:ec-cube:2.1.2:%:*:****::

cpe:2.3:a:lockon:ec-cube:2.1.2:a:*:*:*:*:*:*:

cpe:2.3:a:lockon:ec-cube:2.11.0: "™

KKk akuk k.

cpe:2.3:a:lockon:ec-cube:2.11.0:beta:*:*:*:*:*:*:
cpe:2.3:a:lockon:ec-cube:2.2.1:0ne:*:*:**:*:*:
cpe:2.3:a:lockon:ec-cube:2.3.0: s
cpe:2.3:a:lockon:ec-cube:2.3.0:rct
cpe:2.3:a:lockon:ec-cube:2.3.1: ***
cpe:2.3:a:lockon:ec-cube:2.3.3:
cpe:2.3:a:lockon:ec-cube:2.3.4: ¥ *F
cpe:2.3:a:lockon:ec-cube:2.4.0:*:***
cpe:2.3:a:lockon:ec-cube:2.4.0:rct
cpe:2.3:a:lockon:ec-cube:2.4.1:****

cpe:2.3:a:lockon:ec-cube:2.4.2:%:":

cpe:2.3:a:lockon:ec-cube:2.4.3:%: "



cpe:2.3:a:lockon:ec-cube:2.4.4:%:":

No vendor comments have been submitted for this CVE
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