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CVE CVE-2011-1344
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback
Published 2011-03-10 20:55:00 UTC
Updated 2022-08-09 13:49:00 UTC

Description Use-after-free vulnerability in WebKit, as used in Apple Safari before 5.0.5; iOS before 4.3.2 for iPhone, iPod, and iPad; iO¢
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Risk And Classification

Problem Types: CWE-399

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Hardware Apple Ipad All All All All
Hardware Apple Ipad All All All All
Hardware Apple Iphone All All All All
Hardware Apple Iphone 4 All All All
Hardware Apple Iphone All All All All
Hardware Apple Iphone 4 All All All
Operating System Apple Iphone Os All All All All
Operating System Apple Iphone Os 1.0.0 All All All
Operating System Apple Iphone Os 1.0.1 All All All
Operating System Apple Iphone Os 1.0.2 All All All
Operating System Apple Iphone Os 1.1.0 All All All
Operating System Apple Iphone Os 1.11 All All All
Operating System Apple Iphone Os 1.1.2 All All All
Operating System Apple Iphone Os 1.1.3 All All All
Operating System Apple Iphone Os 1.1.4 All All All
Operating System Apple Iphone Os 115 All All All
Operating System Apple Iphone Os 2.0 All All All
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Applicaton Apple Sarari 3.U.10 All Al Al
Application Apple Safari 3.0.2 All All All
Application Apple Safari 3.0.2b All All All
Application Apple Safari 3.0.3 All All All
Application Apple Safari 3.0.3b All All All
Application Apple Safari 3.0.4 All All All
Application Apple Safari 3.0.4b All All All
Application Apple Safari 3.1.0 All All All
Application Apple Safari 3.1.0b All All All
Application Apple Safari 3.1.1 All All All
Application Apple Safari 3.1.2 All All All
Application Apple Safari 3.2.0 All All All
Application Apple Safari 3.2.1 All All All
Application Apple Safari 3.2.2 All All All
Application Apple Safari 4.0 All All All
Application Apple Safari 4.0 beta All All
Application Apple Safari 4.0.0b All All All
Application Apple Safari 4.01 All All All
Application Apple Safari 4.0.2 All All All
Application Apple Safari 403 All All All
Application Apple Safari 4.0.4 All All All
Application Apple Safari 405 All All All
Application Apple Safari 41 All All All
Application Apple Safari 411 All All All
Application Apple Safari 41.2 All All All
Application Apple Safari 5.0 All All All
Application Apple Safari 5.0.1 All All All
Application Apple Safari 5.0.2 All All All
Application Apple Safari All All All All
Reference Source Link
Zero Day Initiative MISC www.zerodayinitiative.c
APPLE-SA-2011-04-14-1 iOS 4.3.2 Software Update APPLE lists.apple.com
WebKit WBR Tags Use-After-Free Remote Code Execution Vulnerability BID www.securityfocus.con
About the security content of iOS 4.2.7 Software Update for iPhone CONFIRM support.apple.com
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http://www.zerodayinitiative.com/advisories/ZDI-11-135
http://lists.apple.com/archives/security-announce/2011//Apr/msg00000.html
http://www.securityfocus.com/bid/46822
http://support.apple.com/kb/HT4607

JavaScript is not available. MISC twitter.com

About the security content of Safari 5.0.5 CONFIRM support.apple.com
SecurityFocus BUGTRAQ  www.securityfocus.con
Safari/MacBook first to fall at Pwn20wn 2011 | ZDNet MISC www.zdnet.com
SecurityFocus BUGTRAQ  www.securityfocus.con
IBM X-Force Exchange XF exchange.xforce.ibmclc
Safari, IE hacked first at Pwn20wn | Computerworld MISC www.computerworld.cc

Apple Safari Text Node Use-After-Free Lets Remote Users Execute Arbitrary Code - SecurityTracker SECTRACK www.securitytracker.cc

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH VUPEN Www.vupen.com
APPLE-SA-2011-04-14-2i0S 4.2.7 Software Update for iPhone APPLE lists.apple.com

Apple Safari Two Vulnerabilities - Secunia.com SECUNIA secunia.com
APPLE-SA-2011-04-14-3 Safari 5.0.5 APPLE lists.apple.com

Apple iOS for iPhone 4 (CDMA) Multiple Vulnerabilities - Secunia.com SECUNIA secunia.com

Threat Intelligence | Digital Vaccine® | ThreatLinQ | Trend Micro MISC dvlabs.tippingpoint.con
CVE Program record CVE.ORG WWW.CVe.org

NVD vulnerability detail NVD nvd.nist.gov

1 |

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.

© CVE.report 2026 |

Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY
consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.

CVE, CWE, and OVAL are registred trademarks of The MITRE Corporation and the authoritative source of CVE content is MITRE's CVE web
site. This site includes MITRE data granted under the following license.
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