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Summary

CVE CVE-2011-1345

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2011-03-10 20:55:00 UTC

Updated 2021-07-23 15:12:00 UTC

Description Microsoft Internet Explorer 6, 7, and 8 does not properly handle objects in memory, which allows remote attackers to execute arbitrary code by accessing an object that (1) was not properly initialized or (2) is deleted, as demonstrated by Stephen Fewer as the first of three chained vulnerabilities during a Pwn2Own competition at CanSecWest 2011, aka "Object Management Memory Corruption Vulnerability."

Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Microsoft Ie 8 All All All

Application Microsoft Ie 8 All All All

Application Microsoft Internet Explorer 8 All All All

Operating System Microsoft Windows 7 All All All All

Operating System Microsoft Windows 7 All All All All

References

Reference

Microsoft Internet Explorer Bugs Let Remote Users Obtain Potentially Sensitive Information, Execute Arbitrary Code, and Hijack User Clicks - SecurityTracker

Pwn2Own 2011: IE8 on Windows 7 hijacked with 3 vulnerabilities | ZDNet

JavaScript is not available.

Safari, IE hacked first at Pwn2Own | Computerworld

Repository / Oval Repository

US-CERT Technical Cyber Security Alert TA11-102A -- Microsoft Updates for Multiple Vulnerabilities

IBM X-Force Exchange

Microsoft Internet Explorer Multiple Remote Code Execution Vulnerabilities

Security Response na Twitterze: "We are on the ground at CanSecWest and our top security researchers are already investigating the IE exploit used in the pwn2own contest."
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CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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