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Summary

CVE CVE-2011-1350

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2013-02-05 15:55:00 UTC

Updated 2013-02-07 05:00:00 UTC

Description The PowerVR SGX driver in Android before 2.3.6 allows attackers to obtain potentially sensitive information from kernel stack memory via an application that uses a crafted length parameter in a request to the pvrsrvkm device.

Risk And Classification

Problem Types: CWE-200

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Google Android 1.0 All All All

Operating System Google Android 1.1 All All All

Operating System Google Android 1.5 All All All

Operating System Google Android 1.6 All All All

Operating System Google Android 2.0 All All All

Operating System Google Android 2.0.1 All All All

Operating System Google Android 2.1 All All All

Operating System Google Android 2.2 All All All

Operating System Google Android 2.2.1 All All All

Operating System Google Android 2.2.2 All All All

Operating System Google Android 2.2.3 All All All

Operating System Google Android 2.3 All All All

Operating System Google Android 2.3.1 All All All

Operating System Google Android 2.3.2 All All All

Operating System Google Android 2.3.3 All All All

Operating System Google Android 2.3.4 All All All

Operating System Google Android 1.0 All All All
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Operating System Google Android 1.0 All All All

Operating System Google Android 1.1 All All All

Operating System Google Android 1.5 All All All

Operating System Google Android 1.6 All All All

Operating System Google Android 2.0 All All All

Operating System Google Android 2.0.1 All All All

Operating System Google Android 2.1 All All All

Operating System Google Android 2.2 All All All

Operating System Google Android 2.2.1 All All All

Operating System Google Android 2.2.2 All All All

Operating System Google Android 2.2.3 All All All

Operating System Google Android 2.3 All All All

Operating System Google Android 2.3.1 All All All

Operating System Google Android 2.3.2 All All All

Operating System Google Android 2.3.3 All All All

Operating System Google Android 2.3.4 All All All

Operating System Google Android All All All All
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Issue 21522 - android - CVE-2011-1350: PowerVR SGX kernel memory leak - Android Open Source Project - Issue Tracker - Google Project Hosting

jon.oberheide.org/files/levitator.c

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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