CVE-2011-1366
Published on: 10/30/2011 12:00:00 AM UTC
Last Modified on: 03/23/2021 11:23:17 PM UTC

CVE-2011-1366

Source: Mitre Source: NIST CVE.ORG Print: PDF %)

AVNACMAUNCNICAC Certain versions of Rational Appscan from Ibm contain the following

vulnerability:
m «\ Unspecified vulnerability in the Import feature in IBM Rational AppScan
T e
/

L
\\“iﬁii’ ~1™  Enterprise and AppScan Reporting Console 5.2 through 7.9.x and 8.x
[

before 8.0.1.1 allows remote attackers to execute arbitrary commands
CVE-2011-1366 has been assigned by [f] cve@mitre.org to track the vulnerability

on an agent server via a crafted ZIP archive.

CVSS2 Score: 8.8-HIGH

Access Access Authentication
Vector Complexity
(NN |
Confidentiality Integrity Availability
Impact Impact Impact
[NoNE
CVE References
Description Tags Link
About Secunia Research | Flexera [ secunia.com | Y SECUNIA 46326
text/plain
About Secunia Research | Flexera { SECUNIA 46329
text/plain
IBM Security Bulletin: Vulnerability in Rational AppScan Standard, o2 CONFIRM www-
Express, Enterprise and Reporting Console with potential for command  FEITITN 01.ibm.com/support/docview.wss?
execution (CVE-2011-1366, CVE-2011-1367) - United States uid=swg21515110
IBM X-Force Exchange € XF rational-appscan-zip-code-
execution(70043)

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
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https://cve.report/
https://cve.report/CVE-2011-1366/mitre
https://cve.report/CVE-2011-1366/nist
https://cve.report/CVE-2011-1366/cve_org
https://cve.report/CVE-2011-1366.pdf
http://cve.report/software/ibm/rational_appscan
http://cve.report/vendor/ibm
http://cve.report/glossary/cvss-2-score-details/
http://cve.report/glossary/common-cve-tag-descriptions/
https://cve.report/CVE-2011-1366/412b7a2e
https://cve.report/CVE-2011-1366/6aae0ff3
https://web.archive.org/web/2011/http://www-01.ibm.com/support/docview.wss?uid=swg21515110
https://exchange.xforce.ibmcloud.com/vulnerabilities/70043
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are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language
Application Ibm Rational Appscan 5.2 All All All
Application Ibm Rational Appscan 5.2 All enterprise All
Application Ibm Rational Appscan 5.4 All All All
Application Ibm Rational Appscan 5.4 All enterprise All
Application Ibm Rational Appscan 5.5 All All All
Application Ibm Rational Appscan 5.5 All enterprise All
Application Ibm Rational Appscan 5.5.0 All All All
Application Ibm Rational Appscan 5.5.0 All enterprise All
Application Ibm Rational Appscan 5.5.0.1 All All All
Application Ibm Rational Appscan 5.5.0.1 All enterprise All
Application Ibm Rational Appscan 5.5.0.2 All All All
Application Ibm Rational Appscan 5.5.0.2 All enterprise All
Application Ibm Rational Appscan 5.6.0 All All All
Application Ibm Rational Appscan 5.6.0 All enterprise All
Application Ibm Rational Appscan 5.6.0.3 All All All
Application Ibm Rational Appscan 5.6.0.3 All enterprise All
Application Ibm Rational Appscan 7.7.0 All All All
Application Ibm Rational Appscan 7.7.0 All enterprise All
Application Ibm Rational Appscan 7.7.01 All All All
Application Ibm Rational Appscan 7.7.01 All enterprise All
Application Ibm Rational Appscan 7.7.0.2 All All All
Application Ibm Rational Appscan 7.7.0.2 All enterprise All
Application Ibm Rational Appscan 7.8.0 All All All
Application Ibm Rational Appscan 7.8.0 All enterprise All
Application Ibm Rational Appscan 7.8.0.1 All All All
Application Ibm Rational Appscan 7.8.0.1 All enterprise All
Application Ibm Rational Appscan 7.8.0.2 All All All
Application Ibm Rational Appscan 7.8.0.2 All enterprise All

Application Ibm Rational Appscan 7.9.0 All All All
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AKakak kR kK,

AKakak oKk Rk,

ARk koK kR k.
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Skkakakuk.

Skak ok ukak.
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cpe:2.3:a:ibm:rational_appscan:5.6.0:*: """

cpe:2.3:a:ibm:rational_appscan:5.6.0.3:":*: " ™

cpe:2.3:a:ibm:rational_appscan:7.7.0:*: "
cpe:2.3:a:ibm:rational_appscan:7.7.0:*:enterprise:*:*:*:*:*:
cpe:2.3:a:ibm:rational_appscan:7.7.0.1:*: "

cpe:2.3:a:ibm:rational_appscan:7.7.0.1:*:enterprise:*:*:*:*:*:

cpe:2.3:a:ibm:rational_appscan:7.7.0.2:%:* "

cpe:2.3:a:ibm:rational_appscan:7.8.0:*: """

cpe:2.3:a:ibm:rational_appscan:7.8.0:*:enterprise:*:*:*:*:*:

cpe:2.3:a:ibm:rational_appscan:7.8.0.1:* " ™

cpe:2.3:a:ibm:rational_appscan:7.8.0.2:* " ™

cpe:2.3:a:ibm:rational_appscan:7.8.0.2:*:enterprise:*:*:*:*:*:

cpe:2.3:a:ibm:rational_appscan:7.9.0:*: "

cpe:2.3:a:ibm:rational_appscan:7.9.0.1:* ™
cpe:2.3:a:ibm:rational_appscan:7.9.0.1:*:enterprise:*:*:*:*:*:
cpe:2.3:a:ibm:rational_appscan:7.9.0.2:*:*:* "

cpe:2.3:a:ibm:rational_appscan:7.9.0.2:*:enterprise:*:*:*:*:*:

cpe:2.3:a:ibm:rational_appscan:7.9.0.3:*:*:* ™

cpe:2.3:a:ibm:rational_appscan:8.0.0:*: " :*:*:

cne'? 3-atihm-rational annscan:8 0 0-*:antarnriga=*-*-*-*-*-
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cpe:2.3:a:ibm:rational_appscan:8.0.0.1:" " ™

cpe:2.3:a:ibm:rational_appscan:5.2:*:*:*

I

cpe:2.3:a:ibm:rational_appscan:5.2:*:enterprise:*:*:*:*:*:

ARk kKK kK,

cpe:2.3:a:ibm:rational_appscan:5.4:*:*:*

Skukakukk.

cpe:2.3:a:ibm:rational_appscan:5.4:*:enterprise:*:*:*:*:*:

AkLkLk kKR k.

cpe:2.3:a:ibm:rational_appscan:5.5:%:*:*

Skukakakok.

cpe:2.3:a:ibm:rational_appscan:5.5:*:enterprise:*:*:*:*:*:

cpe:2.3:a:ibm:rational_appscan:5.5.0:*: """

cpe:2.3:a:ibm:rational_appscan:5.5.0:*:enterprise:*:*:*:*:*:

cpe:2.3:a:ibm:rational_appscan:5.5.0.1:* " ™

cpe:2.3:a:ibm:rational_appscan:5.6.0:*:*:*:*: "

cpe:2.3:a:ibm:rational_appscan:5.6.0:*:enterprise:*:*:*:*:*:
cpe:2.3:a:ibm:rational_appscan:5.6.0.3:*:*:**:**:*:
cpe:2.3:a:ibm:rational_appscan:5.6.0.3:*:enterprise:*:*:*:*:*:
cpe:2.3:a:ibm:rational_appscan:7.7.0:*: "

cpe:2.3:a:ibm:rational_appscan:7.7.0:*:enterprise:*:*:*:*:*:

cpe:2.3:a:ibm:rational_appscan:7.7.0.1: ™



cpe:2.3:a:ibm:rational_appscan:7.8.0:*: """

cpe:2.3:a:ibm:rational_appscan:7.8.0.2:*:*:*:":* ™

Ak kKKK,

cpe:2.3:a:ibm:rational_appscan:7.8.0.2:*:enterprise:*:*:*:*:*:

cpe:2.3:a:ibm:rational_appscan:7.9.0:*: "

dkkakk k.

cpe:2.3:a:ibm:rational_appscan:7.9.0:*:enterprise:*:*:*:*:*:

cpe:2.3:a:ibm:rational_appscan:7.9.0.1:*:* "

cpe:2.3:a:ibm:rational_appscan:8.0.0:*: " "™

akakLk kK,

cpe:2.3:a:ibm:rational_appscan:8.0.0:*:enterprise:*:*:*:*:*:

cpe:2.3:a:ibm:rational_appscan:8.0.0.1:** " ™

Akakk kLK,

cpe:2.3:a:ibm:rational_appscan:8.0.0.1:*:enterprise:*:*:*:*:*:

cpe:2.3:a:ibm:rational_appscan:8.0.0.2:*:*:*:*:*:*:*:

Akak kKK,

cpe:2.3:a:ibm:rational_appscan:8.0.0.2:*:enterprise:*:*:*:*:*:

cpe:2.3:a:ibm:rational_appscan:8.0.0.3:*:*:*:*:**:*:

No vendor comments have been submitted for this CVE
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