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Summary

CVE CVE-2011-1400

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2011-03-25 19:55:00 UTC

Updated 2023-11-07 02:07:00 UTC

Description The default configuration of the shell_escape_commands directive in conf/texmf.d/95NonPath.cnf in the tex-common package before 2.08.1 in Debian GNU/Linux squeeze, Ubuntu 10.10 and 10.04 LTS, and possibly other operating systems lists certain programs, which might allow remote attackers to execute arbitrary code via a crafted TeX document.

Risk And Classification

Problem Types: CWE-16

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Canonical Ubuntu Linux 10.04 - lts All

Operating System Canonical Ubuntu Linux 10.10 All All All

Operating System Canonical Ubuntu Linux 10.04 - lts All

Operating System Canonical Ubuntu Linux 10.10 All All All

Operating System Debian Debian Linux All All All All

Operating System Debian Debian Linux All All All All

Application Debian Tex-common 0.1 All All All

Application Debian Tex-common 0.10 All All All

Application Debian Tex-common 0.11 All All All

Application Debian Tex-common 0.12 All All All

Application Debian Tex-common 0.13 All All All

Application Debian Tex-common 0.14 All All All

Application Debian Tex-common 0.15 All All All

Application Debian Tex-common 0.16 All All All

Application Debian Tex-common 0.17 All All All

Application Debian Tex-common 0.18 All All All

Application Debian Tex-common 0.19 All All All
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Application Debian Tex-common 0.19 All All All

Application Debian Tex-common 0.2 All All All

Application Debian Tex-common 0.20 All All All

Application Debian Tex-common 0.21 All All All

Application Debian Tex-common 0.22 All All All

Application Debian Tex-common 0.23 All All All

Application Debian Tex-common 0.24 All All All

Application Debian Tex-common 0.25 All All All

Application Debian Tex-common 0.26 All All All

Application Debian Tex-common 0.27 All All All

Application Debian Tex-common 0.28 All All All

Application Debian Tex-common 0.29 All All All

Application Debian Tex-common 0.3 All All All

Application Debian Tex-common 0.30 All All All

Application Debian Tex-common 0.31 All All All

Application Debian Tex-common 0.32 All All All

Application Debian Tex-common 0.33 All All All

Application Debian Tex-common 0.34 All All All

Application Debian Tex-common 0.35 All All All

Application Debian Tex-common 0.36 All All All

Application Debian Tex-common 0.37 All All All

Application Debian Tex-common 0.38 All All All

Application Debian Tex-common 0.39 All All All

Application Debian Tex-common 0.4 All All All

Application Debian Tex-common 0.40 All All All

Application Debian Tex-common 0.41 All All All

Application Debian Tex-common 0.42 All All All

Application Debian Tex-common 0.43 All All All

Application Debian Tex-common 0.44 All All All

Application Debian Tex-common 0.5 All All All

Application Debian Tex-common 0.6 All All All

Application Debian Tex-common 0.7 All All All

Application Debian Tex-common 0.8 All All All

Application Debian Tex-common 0.9 All All All

Application Debian Tex-common 1.0 All All All

Application Debian Tex-common 1.1 All All All
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Application Debian Tex-common 1.10 All All All

Application Debian Tex-common 1.11 All All All

Application Debian Tex-common 1.11.1 All All All

Application Debian Tex-common 1.11.2 All All All

Application Debian Tex-common 1.11.3 All All All

Application Debian Tex-common 1.12 All All All

Application Debian Tex-common 1.13 All All All

Application Debian Tex-common 1.14 All All All

Application Debian Tex-common 1.15 All All All

Application Debian Tex-common 1.16 All All All

Application Debian Tex-common 1.17 All All All

Application Debian Tex-common 1.18 All All All

Application Debian Tex-common 1.19 All All All

Application Debian Tex-common 1.2 All All All

Application Debian Tex-common 1.20 All All All

Application Debian Tex-common 1.3 All All All

Application Debian Tex-common 1.4 All All All

Application Debian Tex-common 1.5 All All All

Application Debian Tex-common 1.6 All All All

Application Debian Tex-common 1.7 All All All

Application Debian Tex-common 1.8 All All All

Application Debian Tex-common 1.9 All All All

Application Debian Tex-common 2.00 All All All

Application Debian Tex-common 2.01 All All All

Application Debian Tex-common 2.02 All All All

Application Debian Tex-common 2.03 All All All

Application Debian Tex-common 2.04 All All All

Application Debian Tex-common 2.05 All All All

Application Debian Tex-common 2.06 All All All

Application Debian Tex-common 2.07 All All All

Application Debian Tex-common 2.08 All All All

Application Debian Tex-common 0.1 All All All

Application Debian Tex-common 0.10 All All All

Application Debian Tex-common 0.11 All All All

Application Debian Tex-common 0.12 All All All

Application Debian Tex-common 0.13 All All All
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Application Debian Tex-common 0.13 All All All

Application Debian Tex-common 0.14 All All All

Application Debian Tex-common 0.15 All All All

Application Debian Tex-common 0.16 All All All

Application Debian Tex-common 0.17 All All All

Application Debian Tex-common 0.18 All All All

Application Debian Tex-common 0.19 All All All

Application Debian Tex-common 0.2 All All All

Application Debian Tex-common 0.20 All All All

Application Debian Tex-common 0.21 All All All

Application Debian Tex-common 0.22 All All All

Application Debian Tex-common 0.23 All All All

Application Debian Tex-common 0.24 All All All

Application Debian Tex-common 0.25 All All All

Application Debian Tex-common 0.26 All All All

Application Debian Tex-common 0.27 All All All

Application Debian Tex-common 0.28 All All All

Application Debian Tex-common 0.29 All All All

Application Debian Tex-common 0.3 All All All

Application Debian Tex-common 0.30 All All All

Application Debian Tex-common 0.31 All All All

Application Debian Tex-common 0.32 All All All

Application Debian Tex-common 0.33 All All All

Application Debian Tex-common 0.34 All All All

Application Debian Tex-common 0.35 All All All

Application Debian Tex-common 0.36 All All All

Application Debian Tex-common 0.37 All All All

Application Debian Tex-common 0.38 All All All

Application Debian Tex-common 0.39 All All All

Application Debian Tex-common 0.4 All All All

Application Debian Tex-common 0.40 All All All

Application Debian Tex-common 0.41 All All All

Application Debian Tex-common 0.42 All All All

Application Debian Tex-common 0.43 All All All

Application Debian Tex-common 0.44 All All All

Application Debian Tex-common 0.5 All All All
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Application Debian Tex-common 0.6 All All All

Application Debian Tex-common 0.7 All All All

Application Debian Tex-common 0.8 All All All

Application Debian Tex-common 0.9 All All All

Application Debian Tex-common 1.0 All All All

Application Debian Tex-common 1.1 All All All

Application Debian Tex-common 1.10 All All All

Application Debian Tex-common 1.11 All All All

Application Debian Tex-common 1.11.1 All All All

Application Debian Tex-common 1.11.2 All All All

Application Debian Tex-common 1.11.3 All All All

Application Debian Tex-common 1.12 All All All

Application Debian Tex-common 1.13 All All All

Application Debian Tex-common 1.14 All All All

Application Debian Tex-common 1.15 All All All

Application Debian Tex-common 1.16 All All All

Application Debian Tex-common 1.17 All All All

Application Debian Tex-common 1.18 All All All

Application Debian Tex-common 1.19 All All All

Application Debian Tex-common 1.2 All All All

Application Debian Tex-common 1.20 All All All

Application Debian Tex-common 1.3 All All All

Application Debian Tex-common 1.4 All All All

Application Debian Tex-common 1.5 All All All

Application Debian Tex-common 1.6 All All All

Application Debian Tex-common 1.7 All All All

Application Debian Tex-common 1.8 All All All

Application Debian Tex-common 1.9 All All All

Application Debian Tex-common 2.00 All All All

Application Debian Tex-common 2.01 All All All

Application Debian Tex-common 2.02 All All All

Application Debian Tex-common 2.03 All All All

Application Debian Tex-common 2.04 All All All

Application Debian Tex-common 2.05 All All All

Application Debian Tex-common 2.06 All All All
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Application Debian Tex-common 2.07 All All All

Application Debian Tex-common 2.08 All All All

References

Reference Source Link

IBM X-Force Exchange XF exchange.xforce.ibmcloud.com

svn.debian.org/wsvn/debian-tex svn.debian.org

svn.debian.org/wsvn/debian-tex CONFIRM svn.debian.org

Debian -- Security Information -- DSA-2198-1 tex-common DEBIAN www.debian.org

svn.debian.org/wsvn/debian-tex/tex-common/trunk CONFIRM svn.debian.org

Debian update for tex-common - Secunia.com SECUNIA secunia.com

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH VUPEN www.vupen.com

USN-1103-1: tex-common vulnerability | Ubuntu UBUNTU www.ubuntu.com

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH VUPEN www.vupen.com

Ubuntu update for tex-common - Secunia.com SECUNIA secunia.com

Debian tex-common 'shell_escape_commands' Directive Remote Code Execution Vulnerability BID www.securityfocus.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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Free CVE JSON API cve.report/api
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