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CVE-2011-1406

Source: Mitre Source: NIST CVE.ORG Print: PDF %)

AVNACMAUNCNIPAN Certain versions of Mahara from Mahara contain the following
vulnerability:

Mahara before 1.3.6 does not properly handle an https URL in the
wwwroot configuration setting, which makes it easier for user-assisted
remote attackers to obtain credentials by sniffing the network at a time
when an http URL is used for a login.

CVE-2011-1406 has been assigned by [J] cve@mitre.org to track the vulnerability

CVSS2 Score: 4.3-MEDIUM

Access Access Authentication
Vector Complexity

[ NONE |
Confidentiality Integrity Availability
Impact Impact Impact

[ NONE | [ NONE |
CVE References

Description Link

Tags
1.3.6 : Mahara =3 CONFIRM
launchpad.net/mahara/+milestone/1.3.6

text/html

Bug #685942 “Possible https to http downgrade” : Bugs : [ Patch | CONFIRM
Mahara launchpad.net/mahara/+bug/685942

text/html

Debian -- Security Information -- DSA-2246-1 mahara (© DEBIAN DSA-2246

text/html

IBM X-Force Exchange € XF mahara-https-weak-security(67400)

text/html

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
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https://cve.report/
https://cve.report/CVE-2011-1406/mitre
https://cve.report/CVE-2011-1406/nist
https://cve.report/CVE-2011-1406/cve_org
https://cve.report/CVE-2011-1406.pdf
http://cve.report/software/mahara/mahara
http://cve.report/vendor/mahara
http://cve.report/glossary/cvss-2-score-details/
http://cve.report/glossary/common-cve-tag-descriptions/
https://launchpad.net/mahara/+milestone/1.3.6
https://launchpad.net/mahara/+bug/685942
http://www.debian.org/security/2011/dsa-2246
https://exchange.xforce.ibmcloud.com/vulnerabilities/67400
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are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language
Application Mahara Mahara 0.9.0 All All All
Application Mahara Mahara 0.9.1 All All All
Application Mahara Mahara 0.9.2 All All All
Application Mahara Mahara 1.0.0 All All All
Application Mahara Mahara 1.0.1 All All All
Application Mahara Mahara 1.0.10 All All All
Application Mahara Mahara 1.0.11 All All All
Application Mahara Mahara 1.0.12 All All All
Application Mahara Mahara 1.0.13 All All All
Application Mahara Mahara 1.0.14 All All All
Application Mahara Mahara 1.0.15 All All All
Application Mahara Mahara 1.0.2 All All All
Application Mahara Mahara 1.0.3 All All All
Application Mahara Mahara 1.0.4 All All All
Application Mahara Mahara 1.0.5 All All All
Application Mahara Mahara 1.0.6 All All All
Application Mahara Mahara 1.0.7 All All All
Application Mahara Mahara 1.0.8 All All All
Application Mahara Mahara 1.0.9 All All All
Application Mahara Mahara 1.1 All All All
Application Mahara Mahara 1.1.0 All All All
Application Mahara Mahara 1.1.0 alpha1t All All
Application Mahara Mahara 1.1.0 alpha2 All All
Application Mahara Mahara 1.1.0 alpha3 All All
Application Mahara Mahara 1.1.0 betal All All
Application Mahara Mahara 1.1.0 beta2 All All
Application Mahara Mahara 1.1.0 beta3 All All
Application Mahara Mahara 1.1.0 beta4 All All

Application Mahara Mahara 1.1.0 rci All All
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cpe:2.3:a:mahara:mahara:1.1.0:alpha2:*:*:*:*:*:*:

cpe:2.3:a:mahara:mahara:1.1.0:alpha3:*:*:*:*:*:*:

cpe:2.3:a:mahara:mahara:1.1.0:betal:*:*:*:*:*:*:

cpe:2.3:a:mahara:mahara:1.1.0:beta2:*:*:*:*:*:*:

cpe:2.3:a:mahara:mahara:1.1.0:beta3:*:*:*:*:*:*:

cpe:2.3:a:mahara:mahara:1.1.0:betad:*:*:*:*:*:*:

cpe:2.3:a:mahara:mahara:1.1.0:rct "

cpe:2.3:a:mahara:mahara:1.1.0:rc2:*:*:*: "

cpe:2.3:a:mahara:mahara:1.1.1: "

cpe:2.3:a:mahara:mahara:1.1.2:*:* " "

cpe:2.3:a:mahara:mahara:1.1.3:* " "



cpe:2.3:a:mahara:mahara:1.1.4::******:

cpe:2.3:a:mahara:mahara:1.1.5: % " %

cpe:2.3:a:mahara:mahara:1.1.6:*: "

cpe:2.3:a:mahara:mahara:1.1.7:

cpe:2.3:a:mahara:mahara:1.1.8:*:

cpe:2.3:a:mahara:mahara:1.1.9:

cpe:2.3:a:mahara:mahara:1.2.0:*:

cpe:2.3:a:mahara:mahara:1.2.0:alphai:*:*:*:*:*:*:

cpe:2.3:a:mahara:mahara:1.2.0:alpha2:*:*:*:*:*:*:

cpe:2.3:a:mahara:mahara:1.2.0:alpha3:*:*:*:*:*:*:

cpe:2.3:a:xmahara:mahara:1.2.0:betal:*:":*:*:*:*:

cpe:2.3:a:xmahara:mahara:1.2.0:beta2:*:*:*:*:*:*:

cpe:2.3:a:xmahara:mahara:1.2.0:beta3:*:":*:*:*:*:

cpe:2.3:a:mahara:mahara:1.2.0:betad:*:*:*:*:*:*:

cpe:2.3:a:mahara:mahara:1.2.0:rct "

cpe:2.3:a:xmahara:mahara:1.2.1: " "

cpe:2.3:a:xmahara:mahara:1.2.2:* """

cpe:2.3:a:xmahara:mahara:1.2.3:* """

cpe:2.3:a:xmahara:mahara:1.2.4:*:* =" "

cpe:2.3:a:mahara:mahara:1.2.5:* """

cpe:2.3:a:mahara:mahara:1.2.6:*:* """

cpe:2.3:a:mahara:mahara:1.3.0:* " "

akLkLkakakuk.

cpe:2.3:a:mahara:mahara:1.3.0:betal:*:*:*:*:*:*:

akakkokakuk.

cpe:2.3:a:mahara:mahara:1.3.0:beta2:*:*:*:*:*:*:

dkakkokukuk.

cpe:2.3:a:mahara:mahara:1.3.0:beta3:*:*:*:*:*:*:

dkakukokakuk.

cpe:2.3:a:mahara:mahara:1.3.0:rc1 "

cpe:2.3:a:mahara:mahara:1.3.1:* " %



cpe:2.3:a:mahara:mahara:1.3.3:* 7 " %

cpe:2.3:a:mahara:mahara:1.3.4:

cpe:2.3:a:mahara:mahara:0.9.0:*: "

cpe:2.3:a:mahara:mahara:0.9.1:

cpe:2.3:a:mahara:mahara:0.9.2:*: "

cpe:2.3:a:mahara:mahara:1.0.0:*:

cpe:2.3:a:mahara:mahara:1.0.1:

Kk koK kKK,

cpe:2.3:a:mahara:mahara:1.0.10:*

Kk koK kR Lk,

cpe:2.3:a:mahara:mahara:1.0.12: %

Kk koK kKK,

cpe:2.3:a:xmahara:mahara:1.0.13:*:" "

cpe:2.3:a:xmahara:mahara:1.0.2:* """

cpe:2.3:a:xmahara:mahara:1.0.3:* """

cpe:2.3:a:xmahara:mahara:1.0.4:* = %"

cpe:2.3:a:xmahara:mahara:1.0.5:* """

cpe:2.3:a:mahara:mahara:1.0.6:*:* """

cpe:2.3:a:xmahara:mahara:1.0.7:*:* """

cpe:2.3:a:mahara:mahara:1.0.8:*:* """

cpe:2.3:a:xmahara:mahara:1.0.9:*:* """

skakakakakakak.

cpe:2.3:a:xmahara:mahara:1.1:* " "

cpe:2.3:a:mahara:mahara:1.1.0:*: " "

Skukakakakak

cpe:2.3:a:mahara:mahara:1.1.0:alphai:*:*:*:*:*:*:

Skkakak k.

cpe:2.3:a:mahara:mahara:1.1.0:alpha2:*:*:*:*:*:*:

akakukokakuk.

cpe:2.3:a:mahara:mahara:1.1.0:betal:*:*:*:*:*:*:

KRk akakuk.

cpe:2.3:a:mahara:mahara:1.1.0:beta2:*:*:*:*:*:*:



cpe:2.3:a:mahara:mahara:1.1.0:beta3:*:*:*:*:*:*:

cpe:2.3:a:mahara:mahara:1.1.0:betad:*:*:*:*:*:*:

cpe:2.3:a:mahara:mahara:1.1.0:rct:

cpe:2.3:a:mahara:mahara:1.1.0:rc2:*:*:*:*:*::

cpe:2.3:a:mahara:mahara:1.1.1:

cpe:2.3:a:mahara:mahara:1.1.2:*:

cpe:2.3:a:mahara:mahara:1.1.3:

cpe:2.3:a:mahara:mahara:1.1.4:*:

cpe:2.3:a:mahara:mahara:1.1.5:%:

cpe:2.3:a:xmahara:mahara:1.1.6:*: "

cpe:2.3:a:xmahara:mahara:1.1.7:% =" "

cpe:2.3:a:xmahara:mahara:1.1.8:* """

cpe:2.3:a:xmahara:mahara:1.1.9:* %"

cpe:2.3:a:xmahara:mahara:1.2.0:* """

cpe:2.3:a:xmahara:mahara:1.2.0:alphat:**:*:**:*:

cpe:2.3:a:mahara:mahara:1.2.0:alpha2:*:*:*:*:*:*:

cpe:2.3:a:mahara:mahara:1.2.0:alpha3:*:*:*:*:*:*:

cpe:2.3:a:mahara:mahara:1.2.0:betal:*:*:*:*:*:*:

cpe:2.3:a:mahara:mahara:1.2.0:beta2:*:*:*:*:*:*:

cpe:2.3:a:mahara:mahara:1.2.0:beta3:*:*:*:*:*:*:

cpe:2.3:a:mahara:mahara:1.2.0:betad:*:*:*:*:*:*:

akakkakakuk.

cpe:2.3:a:mahara:mahara:1.2.0:rc1 " ™

cpe:2.3:a:mahara:mahara:1.2.1:* " "

cpe:2.3:a:mahara:mahara:1.2.2:*:* """

cpe:2.3:a:mahara:mahara:1.2.3:* """

cpe:2.3:a:mahara:mahara:1.2.4:*:*** " *:

cpe:2.3:a:mahara:mahara:1.2.5: % " "

cpe:2.3:a:mahara:mahara:1.2.6:*:*: " "



cpe:2.3:a:mahara:mahara:1.3.0:: % %

cpe:2.3:a:mahara:mahara:1.3.0:beta2:*:*:*:*:*:*:
cpe:2.3:a:mahara:mahara:1.3.0:beta3:*:*:*:*:*:*:
cpe:2.3:a:mahara:mahara:1.3.0:betad:*:*:*:*:*:*:
cpe:2.3:a:mahara:mahara:1.3.0:rct:
cpe:2.3:a:mahara:mahara:1.3.1:
cpe:2.3:a:mahara:mahara:1.3.2:*:
cpe:2.3:a:mahara:mahara:1.3.3:*: "
cpe:2.3:a:mahara:mahara:1.3.4:*:

cpe:2.3:a:mahara:mahara:*:*:*:*: "

No vendor comments have been submitted for this CVE
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