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Summary

CVE CVE-2011-1411

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2011-09-02 23:55:00 UTC

Updated 2013-10-11 03:34:00 UTC

Description Shibboleth OpenSAML library 2.4.x before 2.4.3 and 2.5.x before 2.5.1, and IdP before 2.3.2, allows remote attackers to forge messages and bypass authentication via an "XML Signature wrapping attack."

Risk And Classification

Problem Types: CWE-287

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Shibboleth Opensaml 2.4.0 All All All

Application Shibboleth Opensaml 2.4.1 All All All

Application Shibboleth Opensaml 2.4.2 All All All

Application Shibboleth Opensaml 2.5.0 All All All

Application Shibboleth Opensaml 2.4.0 All All All

Application Shibboleth Opensaml 2.4.1 All All All

Application Shibboleth Opensaml 2.4.2 All All All

Application Shibboleth Opensaml 2.5.0 All All All

Application Shibboleth Shibboleth-identity-provider 2.0.0 All All All

Application Shibboleth Shibboleth-identity-provider 2.1.0 All All All

Application Shibboleth Shibboleth-identity-provider 2.1.1 All All All

Application Shibboleth Shibboleth-identity-provider 2.1.2 All All All

Application Shibboleth Shibboleth-identity-provider 2.1.3 All All All

Application Shibboleth Shibboleth-identity-provider 2.1.4 All All All

Application Shibboleth Shibboleth-identity-provider 2.1.5 All All All

Application Shibboleth Shibboleth-identity-provider 2.2.0 All All All

Application Shibboleth Shibboleth-identity-provider 2.2.1 All All All
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Application Shibboleth Shibboleth-identity-provider 2.2.1 All All All

Application Shibboleth Shibboleth-identity-provider 2.3.0 All All All

Application Shibboleth Shibboleth-identity-provider 2.0.0 All All All

Application Shibboleth Shibboleth-identity-provider 2.1.0 All All All

Application Shibboleth Shibboleth-identity-provider 2.1.1 All All All

Application Shibboleth Shibboleth-identity-provider 2.1.2 All All All

Application Shibboleth Shibboleth-identity-provider 2.1.3 All All All

Application Shibboleth Shibboleth-identity-provider 2.1.4 All All All

Application Shibboleth Shibboleth-identity-provider 2.1.5 All All All

Application Shibboleth Shibboleth-identity-provider 2.2.0 All All All

Application Shibboleth Shibboleth-identity-provider 2.2.1 All All All

Application Shibboleth Shibboleth-identity-provider 2.3.0 All All All

Application Shibboleth Shibboleth-identity-provider All All All All
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Reference Source

Shibboleth - InCommon CONFIRM

Oracle Critical Patch Update - October 2012 CONFIRM

Support / Security / Advisories / / MDVSA-2013:150 | Mandriva MANDRIVA

Debian -- Security Information -- DSA-2284-1 opensaml2 DEBIAN

Security Advisory SA50994 - Oracle WebLogic Server / Event Processing OpenSAML Security Bypass Vulnerability - Secunia SECUNIA

CVE Program record CVE.ORG

NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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