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CVE

State

Assigner
Source Priority
Published
Updated

Description

/

CVE-2011-1471

PUBLIC

cve@mitre.org

CVE Program / NVD first with legacy fallback
2011-03-20 02:00:00 UTC

2023-01-19 16:40:00 UTC

Integer signedness error in zip_stream.c in the Zip extension in PHP before 5.3.6 allows context-dependent attackers to ca

| 1|

Risk And Classification

Problem Types: CWE-189

NVD Known Affected Configurations (CPE 2.3)

Type

Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application

Application

Application

Vendor Product Version Update Edition Language
Php Php All All All All
Php Php 1.0 All All All
Php Php 2.0 All All All
Php Php 2.0b10 All All All
Php Php 3.0 All All All
Php Php 3.0.1 All All All
Php Php 3.0.10 All All All
Php Php 3.0.11 All All All
Php Php 3.0.12 All All All
Php Php 3.0.13 All All All
Php Php 3.0.14 All All All
Php Php 3.0.15 All All All
Php Php 3.0.16 All All All
Php Php 3.0.17 All All All
Php Php 3.0.18 All All All
Php Php 3.0.2 All All All
Php Php 3.0.3 All All All
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Application Php Php 4.3.7 All All All
Application Php Php 4.3.8 All All All
Application Php Php 439 All All All
Application Php Php 4.4.0 All All All
Application Php Php 4.4.1 All All All
Application Php Php 4.4.2 All All All
Application Php Php 443 All All All
Application Php Php 4.4.4 All All All
Application Php Php 445 All All All
Application Php Php 4.4.6 All All All
Application Php Php 447 All All All
Application Php Php 4.4.8 All All All
Application Php Php 4.4.9 All All All
Application Php Php 5.3.0 All All All
Application Php Php 5.3.1 All All All
Application Php Php 5.3.2 All All All
Application Php Php 5.3.3 All All All
Application Php Php 5.3.4 All All All
Application Php Php All All All All
Reference Source Link Tags
PHP :: Bug #49072 :: feof never returns true for damaged file in zip CONFIRM  bugs.php.net Exploit
Debian -- Security Information -- DSA-2266-1 php5 DEBIAN www.debian.org

PHP 'Zip' Extension 'zip_fread()' Function Denial of Service Vulnerability BID www.securityfocus.com
APPLE-SA-2011-10-12-3 OS X Lion v10.7.2 and Security Update 2011-006 APPLE lists.apple.com

About the security content of OS X Lion v10.7.2 and Security Update 2011-006 CONFIRM  support.apple.com

Security Advisories | Mandriva Linux MANDRIVA  www.mandriva.com

Support / Security / Advisories / / MDVSA-2011:052 | Mandriva MANDRIVA  www.mandriva.com

access.redhat.com REDHAT www.redhat.com

PHP: PHP 5 ChangelLog CONFIRM  www.php.net

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH VUPEN www.vupen.com

CVE Program record CVE.ORG  www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

4] Fiel
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http://cve.report/software/php/php
http://bugs.php.net/bug.php?id=49072
http://www.debian.org/security/2011/dsa-2266
http://www.securityfocus.com/bid/46975
http://lists.apple.com/archives/Security-announce/2011//Oct/msg00003.html
http://support.apple.com/kb/HT5002
http://www.mandriva.com/security/advisories?name=MDVSA-2011:053
http://www.mandriva.com/security/advisories?name=MDVSA-2011:052
http://www.redhat.com/support/errata/RHSA-2011-1423.html
http://www.php.net/ChangeLog-5.php
http://www.vupen.com/english/advisories/2011/0744
https://www.cve.org/CVERecord?id=CVE-2011-1471
https://nvd.nist.gov/vuln/detail/CVE-2011-1471

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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