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Summary

CVE CVE-2011-1486

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2011-05-31 20:55:00 UTC

Updated 2023-02-13 01:19:00 UTC

Description libvirtd in libvirt before 0.9.0 does not use thread-safe error reporting, which allows remote attackers to cause a denial of service (crash) by causing multiple threads to report errors at the same time.

Risk And Classification

Problem Types: CWE-399

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Redhat Libvirt 0.0.1 All All All

Application Redhat Libvirt 0.0.2 All All All

Application Redhat Libvirt 0.0.3 All All All

Application Redhat Libvirt 0.0.4 All All All

Application Redhat Libvirt 0.0.5 All All All

Application Redhat Libvirt 0.0.6 All All All

Application Redhat Libvirt 0.1.0 All All All

Application Redhat Libvirt 0.1.1 All All All

Application Redhat Libvirt 0.1.3 All All All

Application Redhat Libvirt 0.1.4 All All All

Application Redhat Libvirt 0.1.5 All All All

Application Redhat Libvirt 0.1.6 All All All

Application Redhat Libvirt 0.1.7 All All All

Application Redhat Libvirt 0.1.8 All All All

Application Redhat Libvirt 0.1.9 All All All

Application Redhat Libvirt 0.2.0 All All All

Application Redhat Libvirt 0.2.1 All All All
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Application Redhat Libvirt 0.2.1 All All All

Application Redhat Libvirt 0.2.2 All All All

Application Redhat Libvirt 0.2.3 All All All

Application Redhat Libvirt 0.3.0 All All All

Application Redhat Libvirt 0.3.1 All All All

Application Redhat Libvirt 0.3.2 All All All

Application Redhat Libvirt 0.3.3 All All All

Application Redhat Libvirt 0.4.0 All All All

Application Redhat Libvirt 0.4.1 All All All

Application Redhat Libvirt 0.4.2 All All All

Application Redhat Libvirt 0.4.3 All All All

Application Redhat Libvirt 0.4.4 All All All

Application Redhat Libvirt 0.4.5 All All All

Application Redhat Libvirt 0.4.6 All All All

Application Redhat Libvirt 0.5.0 All All All

Application Redhat Libvirt 0.5.1 All All All

Application Redhat Libvirt 0.6.0 All All All

Application Redhat Libvirt 0.6.1 All All All

Application Redhat Libvirt 0.6.2 All All All

Application Redhat Libvirt 0.6.3 All All All

Application Redhat Libvirt 0.6.4 All All All

Application Redhat Libvirt 0.6.5 All All All

Application Redhat Libvirt 0.7.0 All All All

Application Redhat Libvirt 0.7.1 All All All

Application Redhat Libvirt 0.7.2 All All All

Application Redhat Libvirt 0.7.3 All All All

Application Redhat Libvirt 0.7.4 All All All

Application Redhat Libvirt 0.7.5 All All All

Application Redhat Libvirt 0.7.6 All All All

Application Redhat Libvirt 0.7.7 All All All

Application Redhat Libvirt 0.8.0 All All All

Application Redhat Libvirt 0.8.1 All All All

Application Redhat Libvirt 0.8.2 All All All

Application Redhat Libvirt 0.8.3 All All All

Application Redhat Libvirt 0.8.4 All All All

Application Redhat Libvirt 0.8.5 All All All
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Application Redhat Libvirt 0.8.6 All All All

Application Redhat Libvirt 0.8.7 All All All

Application Redhat Libvirt All All All All

Application Redhat Libvirt 0.0.1 All All All

Application Redhat Libvirt 0.0.2 All All All

Application Redhat Libvirt 0.0.3 All All All

Application Redhat Libvirt 0.0.4 All All All

Application Redhat Libvirt 0.0.5 All All All

Application Redhat Libvirt 0.0.6 All All All

Application Redhat Libvirt 0.1.0 All All All

Application Redhat Libvirt 0.1.1 All All All

Application Redhat Libvirt 0.1.3 All All All

Application Redhat Libvirt 0.1.4 All All All

Application Redhat Libvirt 0.1.5 All All All

Application Redhat Libvirt 0.1.6 All All All

Application Redhat Libvirt 0.1.7 All All All

Application Redhat Libvirt 0.1.8 All All All

Application Redhat Libvirt 0.1.9 All All All

Application Redhat Libvirt 0.2.0 All All All

Application Redhat Libvirt 0.2.1 All All All

Application Redhat Libvirt 0.2.2 All All All

Application Redhat Libvirt 0.2.3 All All All

Application Redhat Libvirt 0.3.0 All All All

Application Redhat Libvirt 0.3.1 All All All

Application Redhat Libvirt 0.3.2 All All All

Application Redhat Libvirt 0.3.3 All All All

Application Redhat Libvirt 0.4.0 All All All

Application Redhat Libvirt 0.4.1 All All All

Application Redhat Libvirt 0.4.2 All All All

Application Redhat Libvirt 0.4.3 All All All

Application Redhat Libvirt 0.4.4 All All All

Application Redhat Libvirt 0.4.5 All All All

Application Redhat Libvirt 0.4.6 All All All

Application Redhat Libvirt 0.5.0 All All All

Application Redhat Libvirt 0.5.1 All All All

Application Redhat Libvirt 0.6.0 All All All
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Application Redhat Libvirt 0.6.0 All All All

Application Redhat Libvirt 0.6.1 All All All

Application Redhat Libvirt 0.6.2 All All All

Application Redhat Libvirt 0.6.3 All All All

Application Redhat Libvirt 0.6.4 All All All

Application Redhat Libvirt 0.6.5 All All All

Application Redhat Libvirt 0.7.0 All All All

Application Redhat Libvirt 0.7.1 All All All

Application Redhat Libvirt 0.7.2 All All All

Application Redhat Libvirt 0.7.3 All All All

Application Redhat Libvirt 0.7.4 All All All

Application Redhat Libvirt 0.7.5 All All All

Application Redhat Libvirt 0.7.6 All All All

Application Redhat Libvirt 0.7.7 All All All

Application Redhat Libvirt 0.8.0 All All All

Application Redhat Libvirt 0.8.1 All All All

Application Redhat Libvirt 0.8.2 All All All

Application Redhat Libvirt 0.8.3 All All All

Application Redhat Libvirt 0.8.4 All All All

Application Redhat Libvirt 0.8.5 All All All

Application Redhat Libvirt 0.8.6 All All All

Application Redhat Libvirt 0.8.7 All All All

References

Reference Source Link Tags

[libvirt] [PATCH] Make error reporting in libvirtd thread safe MLIST www.redhat.com Patch

Support REDHAT www.redhat.com

libvirt.org Git - libvirt.git/commit CONFIRM libvirt.org Patch

Security Advisory SA44459 - Red Hat update for libvirt - Secunia SECUNIA secunia.com Vendor Advisory

Support REDHAT www.redhat.com

Debian -- Security Information -- DSA-2280-1 libvirt DEBIAN www.debian.org

libvirt.org Git - libvirt.git/commit MISC libvirt.org

USN-1152-1: libvirt vulnerabilities | Ubuntu UBUNTU www.ubuntu.com

Malformed Request BID www.securityfocus.com

Bug 693391 – CVE-2011-1486 libvirt: error reporting in libvirtd is not thread safe CONFIRM bugzilla.redhat.com Patch

SecurityTracker: libvirt Error Handling Flaw Lets Remote Users Deny Service SECTRACK securitytracker.com

http://cve.report/vendor/redhat
http://cve.report/software/redhat/libvirt
http://cve.report/vendor/redhat
http://cve.report/software/redhat/libvirt
http://cve.report/vendor/redhat
http://cve.report/software/redhat/libvirt
http://cve.report/vendor/redhat
http://cve.report/software/redhat/libvirt
http://cve.report/vendor/redhat
http://cve.report/software/redhat/libvirt
http://cve.report/vendor/redhat
http://cve.report/software/redhat/libvirt
http://cve.report/vendor/redhat
http://cve.report/software/redhat/libvirt
http://cve.report/vendor/redhat
http://cve.report/software/redhat/libvirt
http://cve.report/vendor/redhat
http://cve.report/software/redhat/libvirt
http://cve.report/vendor/redhat
http://cve.report/software/redhat/libvirt
http://cve.report/vendor/redhat
http://cve.report/software/redhat/libvirt
http://cve.report/vendor/redhat
http://cve.report/software/redhat/libvirt
http://cve.report/vendor/redhat
http://cve.report/software/redhat/libvirt
http://cve.report/vendor/redhat
http://cve.report/software/redhat/libvirt
http://cve.report/vendor/redhat
http://cve.report/software/redhat/libvirt
http://cve.report/vendor/redhat
http://cve.report/software/redhat/libvirt
http://cve.report/vendor/redhat
http://cve.report/software/redhat/libvirt
http://cve.report/vendor/redhat
http://cve.report/software/redhat/libvirt
http://cve.report/vendor/redhat
http://cve.report/software/redhat/libvirt
http://cve.report/vendor/redhat
http://cve.report/software/redhat/libvirt
http://cve.report/vendor/redhat
http://cve.report/software/redhat/libvirt
http://cve.report/vendor/redhat
http://cve.report/software/redhat/libvirt
https://www.redhat.com/archives/libvir-list/2011-March/msg01087.html
http://www.redhat.com/support/errata/RHSA-2011-0479.html
http://libvirt.org/git/?p=libvirt.git;a=commit;h=f44bfb7fb978c9313ce050a1c4149bf04aa0a670
http://secunia.com/advisories/44459
http://www.redhat.com/support/errata/RHSA-2011-0478.html
http://www.debian.org/security/2011/dsa-2280
http://libvirt.org/git/?p=libvirt.git%253Ba=commit%253Bh=f44bfb7fb978c9313ce050a1c4149bf04aa0a670
http://www.ubuntu.com/usn/USN-1152-1
http://www.securityfocus.com/bid/47148
https://bugzilla.redhat.com/show_bug.cgi?id=693391
http://securitytracker.com/id?1025477


ASA-2011-139 (RHSA-2011-0478) CONFIRM support.avaya.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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