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CVE CVE-2011-1495
State PUBLIC
Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2011-05-03 19:55:00 UTC
Updated 2023-02-13 00:17:00 UTC
Description drivers/scsi/mpt2sas/mpt2sas_ctl.c in the Linux kernel 2.6.38 and earlier does not validate (1) length and (2) offset values b

/ |
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Risk And Classification

Problem Types: CWE-20

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Operating System Linux Linux Kernel 2.6.0 All All All
Operating System Linux Linux Kernel 2.6.1 All All All
Operating System Linux Linux Kernel 2.6.1 rci All All
Operating System Linux Linux Kernel 2.6.1 rc2 All All
Operating System Linux Linux Kernel 2.6.1 rc3 All All
Operating System Linux Linux Kernel 2.6.10 All All All
Operating System Linux Linux Kernel 2.6.10 rci All All
Operating System Linux Linux Kernel 2.6.10 rc2 All All
Operating System Linux Linux Kernel 2.6.10 rc3 All All
Operating System Linux Linux Kernel 2.6.11 All All All
Operating System Linux Linux Kernel 2.6.11 rct All All
Operating System Linux Linux Kernel 2.6.11 rc2 All All
Operating System Linux Linux Kernel 2.6.11 rc3 All All
Operating System Linux Linux Kernel 2.6.11 rc4 All All
Operating System Linux Linux Kernel 2.6.11 rch All All
Operating System Linux Linux Kernel 2.6.11.1 All All All
Operating System Linux Linux Kernel 2.6.11.10 All All All
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[security-announce] SUSE-SU-2015:0812-1: important: Security update for

access.redhat.com | CVE-2011-1495

404: File not found - Patchwork

SecurityFocus

Bug 694021 — CVE-2011-1494 CVE-2011-1495 kernel: drivers/scsi/mpt2sas: prevent heap overflows
oss-security - CVE request: kernel: two issues in mpt2sas

access.redhat.com

LKML: Dan Rosenberg: [PATCH] drivers/scsi/mpt2sas: prevent heap overflows and unchecked reads
Linux Kernel 'mpt2sas’ Local Privilege Escalation and Information Disclosure Vulnerabilities
VMSA-2011-0012.2

Red Hat Customer Portal

Red Hat Customer Portal - Access to 24x7 support and knowledge

Red Hat Customer Portal

About Secunia Research | Flexera

Red Hat Customer Portal

oss-security - Re: CVE request: kernel: two issues in mpt2sas

ASA-2011-208 (RHSA-2011-0833)

CVE Program record

NVD vulnerability detail

gl

Source

SUSE

MISC

CONFIRM

BUGTRAQ

CONFIRM

MLIST

REDHAT

MLIST

BID

CONFIRM

MISC

MISC

MISC

SECUNIA

MISC

MLIST

CONFIRM

CVE.ORG

NVD

Link

lists.opensuse.org
access.redhat.com
patchwork.kernel.org
www.securityfocus.com
bugzilla.redhat.com
openwall.com
rhn.redhat.com
Ikml.org
www.securityfocus.com
www.vmware.com
access.redhat.com
access.redhat.com
access.redhat.com
secunia.com
access.redhat.com
openwall.com
downloads.avaya.com
www.cve.org

nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY
consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.
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