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Summary

CVE CVE-2011-1499

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2011-04-29 22:55:00 UTC

Updated 2017-08-17 01:34:00 UTC

Description acl.c in Tinyproxy before 1.8.3, when an Allow configuration setting specifies a CIDR block, permits TCP connections from all IP addresses, which makes it easier for remote attackers to hide the origin of web traffic by leveraging the open HTTP proxy server.

Risk And Classification

Problem Types: CWE-16

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Banu Tinyproxy 1.5.0 All All All

Application Banu Tinyproxy 1.5.0 pre1 All All

Application Banu Tinyproxy 1.5.0 pre2 All All

Application Banu Tinyproxy 1.5.0 pre3 All All

Application Banu Tinyproxy 1.5.0 pre4 All All

Application Banu Tinyproxy 1.5.0 pre5 All All

Application Banu Tinyproxy 1.5.0 pre6 All All

Application Banu Tinyproxy 1.5.0 rc1 All All

Application Banu Tinyproxy 1.5.0 rc10 All All

Application Banu Tinyproxy 1.5.0 rc2 All All

Application Banu Tinyproxy 1.5.0 rc4 All All

Application Banu Tinyproxy 1.5.0 rc5 All All

Application Banu Tinyproxy 1.5.0 rc6 All All

Application Banu Tinyproxy 1.5.0 rc7 All All

Application Banu Tinyproxy 1.5.0 rc8 All All

Application Banu Tinyproxy 1.5.0 rc9 All All

Application Banu Tinyproxy 1.5.1 All All All
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Application Banu Tinyproxy 1.5.1 All All All

Application Banu Tinyproxy 1.5.1 pre1 All All

Application Banu Tinyproxy 1.5.1 pre2 All All

Application Banu Tinyproxy 1.5.1 pre3 All All

Application Banu Tinyproxy 1.5.1 pre4 All All

Application Banu Tinyproxy 1.5.1 pre5 All All

Application Banu Tinyproxy 1.5.1 pre6 All All

Application Banu Tinyproxy 1.5.1 rc1 All All

Application Banu Tinyproxy 1.5.1 rc2 All All

Application Banu Tinyproxy 1.5.1 rc3 All All

Application Banu Tinyproxy 1.5.1 rc4 All All

Application Banu Tinyproxy 1.5.2 All All All

Application Banu Tinyproxy 1.5.2 rc1 All All

Application Banu Tinyproxy 1.5.2 rc2 All All

Application Banu Tinyproxy 1.5.3 All All All

Application Banu Tinyproxy 1.5.3 rc1 All All

Application Banu Tinyproxy 1.6.0 All All All

Application Banu Tinyproxy 1.6.0 a All All

Application Banu Tinyproxy 1.6.0 pre1 All All

Application Banu Tinyproxy 1.6.0 pre2 All All

Application Banu Tinyproxy 1.6.0 pre3 All All

Application Banu Tinyproxy 1.6.0 pre4 All All

Application Banu Tinyproxy 1.6.0 rc1 All All

Application Banu Tinyproxy 1.6.0 rc2 All All

Application Banu Tinyproxy 1.6.0 rc3 All All

Application Banu Tinyproxy 1.6.1 All All All

Application Banu Tinyproxy 1.6.2 All All All

Application Banu Tinyproxy 1.6.3 All All All

Application Banu Tinyproxy 1.6.4 All All All

Application Banu Tinyproxy 1.6.5 All All All

Application Banu Tinyproxy 1.7.0 All All All

Application Banu Tinyproxy 1.7.1 All All All

Application Banu Tinyproxy 1.8.0 All All All

Application Banu Tinyproxy 1.8.1 All All All

Application Banu Tinyproxy 1.5.0 All All All

Application Banu Tinyproxy 1.5.0 pre1 All All
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Application Banu Tinyproxy 1.5.0 pre2 All All

Application Banu Tinyproxy 1.5.0 pre3 All All

Application Banu Tinyproxy 1.5.0 pre4 All All

Application Banu Tinyproxy 1.5.0 pre5 All All

Application Banu Tinyproxy 1.5.0 pre6 All All

Application Banu Tinyproxy 1.5.0 rc1 All All

Application Banu Tinyproxy 1.5.0 rc10 All All

Application Banu Tinyproxy 1.5.0 rc2 All All

Application Banu Tinyproxy 1.5.0 rc4 All All

Application Banu Tinyproxy 1.5.0 rc5 All All

Application Banu Tinyproxy 1.5.0 rc6 All All

Application Banu Tinyproxy 1.5.0 rc7 All All

Application Banu Tinyproxy 1.5.0 rc8 All All

Application Banu Tinyproxy 1.5.0 rc9 All All

Application Banu Tinyproxy 1.5.1 All All All

Application Banu Tinyproxy 1.5.1 pre1 All All

Application Banu Tinyproxy 1.5.1 pre2 All All

Application Banu Tinyproxy 1.5.1 pre3 All All

Application Banu Tinyproxy 1.5.1 pre4 All All

Application Banu Tinyproxy 1.5.1 pre5 All All

Application Banu Tinyproxy 1.5.1 pre6 All All

Application Banu Tinyproxy 1.5.1 rc1 All All

Application Banu Tinyproxy 1.5.1 rc2 All All

Application Banu Tinyproxy 1.5.1 rc3 All All

Application Banu Tinyproxy 1.5.1 rc4 All All

Application Banu Tinyproxy 1.5.2 All All All

Application Banu Tinyproxy 1.5.2 rc1 All All

Application Banu Tinyproxy 1.5.2 rc2 All All

Application Banu Tinyproxy 1.5.3 All All All

Application Banu Tinyproxy 1.5.3 rc1 All All

Application Banu Tinyproxy 1.6.0 All All All

Application Banu Tinyproxy 1.6.0 a All All

Application Banu Tinyproxy 1.6.0 pre1 All All

Application Banu Tinyproxy 1.6.0 pre2 All All

Application Banu Tinyproxy 1.6.0 pre3 All All

Application Banu Tinyproxy 1.6.0 pre4 All All
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Application Banu Tinyproxy 1.6.0 pre4 All All

Application Banu Tinyproxy 1.6.0 rc1 All All

Application Banu Tinyproxy 1.6.0 rc2 All All

Application Banu Tinyproxy 1.6.0 rc3 All All

Application Banu Tinyproxy 1.6.1 All All All

Application Banu Tinyproxy 1.6.2 All All All

Application Banu Tinyproxy 1.6.3 All All All

Application Banu Tinyproxy 1.6.4 All All All

Application Banu Tinyproxy 1.6.5 All All All

Application Banu Tinyproxy 1.7.0 All All All

Application Banu Tinyproxy 1.7.1 All All All

Application Banu Tinyproxy 1.8.0 All All All

Application Banu Tinyproxy 1.8.1 All All All

Application Banu Tinyproxy All All All All

Operating System Debian Debian Linux 6.0 All All All

Operating System Debian Debian Linux 6.0 All All All

References

Reference Source

oss-security - CVE request: tinyproxy runs as an open proxy when attempting to restrict allowable IP ranges MLIST

Debian update for tinyproxy - Secunia.com SECUNIA

IBM X-Force Exchange XF

tinyproxy - Light-weight HTTP proxy CONFIRM

Debian -- Security Information -- DSA-2222-1 tinyproxy DEBIAN

694658 – (CVE-2011-1499, CVE-2011-1843) CVE-2011-1499 CVE-2011-1843 tinyproxy: multiple flaws corrected in version 1.8.3 CONFIRM

#621493 - tinyproxy: allows everyone if using network addresses in Allow rule - Debian Bug report logs CONFIRM

404 Not Found CONFIRM

oss-security - Re: CVE request: tinyproxy runs as an open proxy when attempting to restrict allowable IP ranges MLIST

CVE Program record CVE.ORG

NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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