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Summary

CVE CVE-2011-1512

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2011-05-31 20:55:00 UTC

Updated 2018-10-09 19:31:00 UTC

Description Heap-based buffer overflow in xlssr.dll in Autonomy KeyView, as used in IBM Lotus Notes before 8.5.2 FP3, allows remote attackers to execute arbitrary code via a malformed BIFF record in a .xls Excel spreadsheet attachment, aka SPR PRAD8E3HKR.

Risk And Classification

Problem Types: CWE-119

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Autonomy Keyview All All All All

Application Autonomy Keyview All All All All

Application Ibm Lotus Notes 3.0 All All All

Application Ibm Lotus Notes 3.0.0.1 All All All

Application Ibm Lotus Notes 3.0.0.2 All All All

Application Ibm Lotus Notes 4.2 All All All

Application Ibm Lotus Notes 4.2.1 All All All

Application Ibm Lotus Notes 4.2.2 All All All

Application Ibm Lotus Notes 4.5 All All All

Application Ibm Lotus Notes 4.6 All All All

Application Ibm Lotus Notes 4.6.7a All All All

Application Ibm Lotus Notes 4.6.7h All All All

Application Ibm Lotus Notes 5.0 All All All

Application Ibm Lotus Notes 5.0.1 All All All

Application Ibm Lotus Notes 5.0.1.02 All All All

Application Ibm Lotus Notes 5.0.10 All All All

Application Ibm Lotus Notes 5.0.11 All All All
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Application Ibm Lotus Notes 5.0.11 All All All

Application Ibm Lotus Notes 5.0.12 All All All

Application Ibm Lotus Notes 5.0.1a All All All

Application Ibm Lotus Notes 5.0.1b All All All

Application Ibm Lotus Notes 5.0.1c All All All

Application Ibm Lotus Notes 5.0.2 All All All

Application Ibm Lotus Notes 5.0.2a All All All

Application Ibm Lotus Notes 5.0.2b All All All

Application Ibm Lotus Notes 5.0.2c All All All

Application Ibm Lotus Notes 5.0.3 All All All

Application Ibm Lotus Notes 5.0.4 All All All

Application Ibm Lotus Notes 5.0.4a All All All

Application Ibm Lotus Notes 5.0.5 All All All

Application Ibm Lotus Notes 5.0.5.01 All All All

Application Ibm Lotus Notes 5.0.5.02 All All All

Application Ibm Lotus Notes 5.0.6 All All All

Application Ibm Lotus Notes 5.0.6a All All All

Application Ibm Lotus Notes 5.0.6a.01 All All All

Application Ibm Lotus Notes 5.0.7 All All All

Application Ibm Lotus Notes 5.0.7a All All All

Application Ibm Lotus Notes 5.0.8 All All All

Application Ibm Lotus Notes 5.0.9 All All All

Application Ibm Lotus Notes 5.0.9a All All All

Application Ibm Lotus Notes 5.02 All All All

Application Ibm Lotus Notes 5.0a All All All

Application Ibm Lotus Notes 6.0 All All All

Application Ibm Lotus Notes 6.0.1 All All All

Application Ibm Lotus Notes 6.0.1 cf1 All All

Application Ibm Lotus Notes 6.0.1 cf2 All All

Application Ibm Lotus Notes 6.0.1 cf3 All All

Application Ibm Lotus Notes 6.0.2 All All All

Application Ibm Lotus Notes 6.0.2 cf1 All All

Application Ibm Lotus Notes 6.0.2 cf2 All All

Application Ibm Lotus Notes 6.0.2.2 All All All

Application Ibm Lotus Notes 6.0.3 All All All

Application Ibm Lotus Notes 6.0.4 All All All
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Application Ibm Lotus Notes 6.0.5 All All All

Application Ibm Lotus Notes 6.5 All All All

Application Ibm Lotus Notes 6.5.1 All All All

Application Ibm Lotus Notes 6.5.2 All All All

Application Ibm Lotus Notes 6.5.3 All All All

Application Ibm Lotus Notes 6.5.3.1 All All All

Application Ibm Lotus Notes 6.5.4 All All All

Application Ibm Lotus Notes 6.5.4.1 All All All

Application Ibm Lotus Notes 6.5.4.2 All All All

Application Ibm Lotus Notes 6.5.4.3 All All All

Application Ibm Lotus Notes 6.5.5 All All All

Application Ibm Lotus Notes 6.5.5.1 All All All

Application Ibm Lotus Notes 6.5.5.2 All All All

Application Ibm Lotus Notes 6.5.5.3 All All All

Application Ibm Lotus Notes 6.5.6 All All All

Application Ibm Lotus Notes 6.5.6.1 All All All

Application Ibm Lotus Notes 6.5.6.2 All All All

Application Ibm Lotus Notes 6.5.6.3 All All All

Application Ibm Lotus Notes 7.0 All All All

Application Ibm Lotus Notes 7.0.0 All All All

Application Ibm Lotus Notes 7.0.1 All All All

Application Ibm Lotus Notes 7.0.1.1 All All All

Application Ibm Lotus Notes 7.0.2 All All All

Application Ibm Lotus Notes 7.0.2.1 All All All

Application Ibm Lotus Notes 7.0.2.2 All All All

Application Ibm Lotus Notes 7.0.2.3 All All All

Application Ibm Lotus Notes 7.0.3 All All All

Application Ibm Lotus Notes 7.0.3.1 All All All

Application Ibm Lotus Notes 7.0.4 All All All

Application Ibm Lotus Notes 7.0.4.0 All All All

Application Ibm Lotus Notes 7.0.4.1 All All All

Application Ibm Lotus Notes 7.0.4.2 All All All

Application Ibm Lotus Notes 8.0 All All All

Application Ibm Lotus Notes 8.0.0 All All All

Application Ibm Lotus Notes 8.0.1 All All All

Application Ibm Lotus Notes 8.0.2 All All All
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Application Ibm Lotus Notes 8.0.2 All All All

Application Ibm Lotus Notes 8.0.2.0 All All All

Application Ibm Lotus Notes 8.0.2.1 All All All

Application Ibm Lotus Notes 8.0.2.2 All All All

Application Ibm Lotus Notes 8.0.2.3 All All All

Application Ibm Lotus Notes 8.0.2.4 All All All

Application Ibm Lotus Notes 8.0.2.5 All All All

Application Ibm Lotus Notes 8.0.2.6 All All All

Application Ibm Lotus Notes 8.5 All All All

Application Ibm Lotus Notes 8.5.0.0 All All All

Application Ibm Lotus Notes 8.5.0.1 All All All

Application Ibm Lotus Notes 8.5.1 All All All

Application Ibm Lotus Notes 8.5.1.0 All All All

Application Ibm Lotus Notes 8.5.1.1 All All All

Application Ibm Lotus Notes 8.5.1.2 All All All

Application Ibm Lotus Notes 8.5.1.3 All All All

Application Ibm Lotus Notes 8.5.1.4 All All All

Application Ibm Lotus Notes 8.5.1.5 All All All

Application Ibm Lotus Notes 8.5.2.0 All All All

Application Ibm Lotus Notes 8.5.2.1 All All All

Application Ibm Lotus Notes 3.0 All All All

Application Ibm Lotus Notes 3.0.0.1 All All All

Application Ibm Lotus Notes 3.0.0.2 All All All

Application Ibm Lotus Notes 4.2 All All All

Application Ibm Lotus Notes 4.2.1 All All All

Application Ibm Lotus Notes 4.2.2 All All All

Application Ibm Lotus Notes 4.5 All All All

Application Ibm Lotus Notes 4.6 All All All

Application Ibm Lotus Notes 4.6.7a All All All

Application Ibm Lotus Notes 4.6.7h All All All

Application Ibm Lotus Notes 5.0 All All All

Application Ibm Lotus Notes 5.0.1 All All All

Application Ibm Lotus Notes 5.0.1.02 All All All

Application Ibm Lotus Notes 5.0.10 All All All

Application Ibm Lotus Notes 5.0.11 All All All

Application Ibm Lotus Notes 5.0.12 All All All
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Application Ibm Lotus Notes 5.0.1a All All All

Application Ibm Lotus Notes 5.0.1b All All All

Application Ibm Lotus Notes 5.0.1c All All All

Application Ibm Lotus Notes 5.0.2 All All All

Application Ibm Lotus Notes 5.0.2a All All All

Application Ibm Lotus Notes 5.0.2b All All All

Application Ibm Lotus Notes 5.0.2c All All All

Application Ibm Lotus Notes 5.0.3 All All All

Application Ibm Lotus Notes 5.0.4 All All All

Application Ibm Lotus Notes 5.0.4a All All All

Application Ibm Lotus Notes 5.0.5 All All All

Application Ibm Lotus Notes 5.0.5.01 All All All

Application Ibm Lotus Notes 5.0.5.02 All All All

Application Ibm Lotus Notes 5.0.6 All All All

Application Ibm Lotus Notes 5.0.6a All All All

Application Ibm Lotus Notes 5.0.6a.01 All All All

Application Ibm Lotus Notes 5.0.7 All All All

Application Ibm Lotus Notes 5.0.7a All All All

Application Ibm Lotus Notes 5.0.8 All All All

Application Ibm Lotus Notes 5.0.9 All All All

Application Ibm Lotus Notes 5.0.9a All All All

Application Ibm Lotus Notes 5.02 All All All

Application Ibm Lotus Notes 5.0a All All All

Application Ibm Lotus Notes 6.0 All All All

Application Ibm Lotus Notes 6.0.1 All All All

Application Ibm Lotus Notes 6.0.1 cf1 All All

Application Ibm Lotus Notes 6.0.1 cf2 All All

Application Ibm Lotus Notes 6.0.1 cf3 All All

Application Ibm Lotus Notes 6.0.2 All All All

Application Ibm Lotus Notes 6.0.2 cf1 All All

Application Ibm Lotus Notes 6.0.2 cf2 All All

Application Ibm Lotus Notes 6.0.2.2 All All All

Application Ibm Lotus Notes 6.0.3 All All All

Application Ibm Lotus Notes 6.0.4 All All All

Application Ibm Lotus Notes 6.0.5 All All All
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Application Ibm Lotus Notes 6.5 All All All

Application Ibm Lotus Notes 6.5.1 All All All

Application Ibm Lotus Notes 6.5.2 All All All

Application Ibm Lotus Notes 6.5.3 All All All

Application Ibm Lotus Notes 6.5.3.1 All All All

Application Ibm Lotus Notes 6.5.4 All All All

Application Ibm Lotus Notes 6.5.4.1 All All All

Application Ibm Lotus Notes 6.5.4.2 All All All

Application Ibm Lotus Notes 6.5.4.3 All All All

Application Ibm Lotus Notes 6.5.5 All All All

Application Ibm Lotus Notes 6.5.5.1 All All All

Application Ibm Lotus Notes 6.5.5.2 All All All

Application Ibm Lotus Notes 6.5.5.3 All All All

Application Ibm Lotus Notes 6.5.6 All All All

Application Ibm Lotus Notes 6.5.6.1 All All All

Application Ibm Lotus Notes 6.5.6.2 All All All

Application Ibm Lotus Notes 6.5.6.3 All All All

Application Ibm Lotus Notes 7.0 All All All

Application Ibm Lotus Notes 7.0.0 All All All

Application Ibm Lotus Notes 7.0.1 All All All

Application Ibm Lotus Notes 7.0.1.1 All All All

Application Ibm Lotus Notes 7.0.2 All All All

Application Ibm Lotus Notes 7.0.2.1 All All All

Application Ibm Lotus Notes 7.0.2.2 All All All

Application Ibm Lotus Notes 7.0.2.3 All All All

Application Ibm Lotus Notes 7.0.3 All All All

Application Ibm Lotus Notes 7.0.3.1 All All All

Application Ibm Lotus Notes 7.0.4 All All All

Application Ibm Lotus Notes 7.0.4.0 All All All

Application Ibm Lotus Notes 7.0.4.1 All All All

Application Ibm Lotus Notes 7.0.4.2 All All All

Application Ibm Lotus Notes 8.0 All All All

Application Ibm Lotus Notes 8.0.0 All All All

Application Ibm Lotus Notes 8.0.1 All All All

Application Ibm Lotus Notes 8.0.2 All All All

Application Ibm Lotus Notes 8.0.2.0 All All All
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Application Ibm Lotus Notes 8.0.2.0 All All All

Application Ibm Lotus Notes 8.0.2.1 All All All

Application Ibm Lotus Notes 8.0.2.2 All All All

Application Ibm Lotus Notes 8.0.2.3 All All All

Application Ibm Lotus Notes 8.0.2.4 All All All

Application Ibm Lotus Notes 8.0.2.5 All All All

Application Ibm Lotus Notes 8.0.2.6 All All All

Application Ibm Lotus Notes 8.5 All All All

Application Ibm Lotus Notes 8.5.0.0 All All All

Application Ibm Lotus Notes 8.5.0.1 All All All

Application Ibm Lotus Notes 8.5.1 All All All

Application Ibm Lotus Notes 8.5.1.0 All All All

Application Ibm Lotus Notes 8.5.1.1 All All All

Application Ibm Lotus Notes 8.5.1.2 All All All

Application Ibm Lotus Notes 8.5.1.3 All All All

Application Ibm Lotus Notes 8.5.1.4 All All All

Application Ibm Lotus Notes 8.5.1.5 All All All

Application Ibm Lotus Notes 8.5.2.0 All All All

Application Ibm Lotus Notes 8.5.2.1 All All All

Application Ibm Lotus Notes All All All All

References

Reference Source Link Tags

Core Security Technologies MISC www.coresecurity.com Exploit

Lotus Notes XLS viewer malformed BIFF record heap overflow - SecurityReason.com SREASON securityreason.com

IBM X-Force Exchange XF exchange.xforce.ibmcloud.com

SecurityFocus BUGTRAQ www.securityfocus.com

IBM Lotus Notes File Viewers Multiple Vulnerabilities - Secunia.com SECUNIA secunia.com Vendor Advisory

Repository / Oval Repository OVAL oval.cisecurity.org

IBM notice: The page you requested cannot be displayed CONFIRM www.ibm.com

RETIRED: IBM Lotus Notes Attachment Handling Multiple Buffer Overflow Vulnerabilities BID www.securityfocus.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.
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http://www.securityfocus.com/archive/1/518120/100/0/threaded
http://secunia.com/advisories/44624
https://oval.cisecurity.org/repository/search/definition/oval%253Aorg.mitre.oval%253Adef%253A14203
http://www.ibm.com/support/docview.wss?uid=swg21500034
http://www.securityfocus.com/bid/47962
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https://nvd.nist.gov/vuln/detail/CVE-2011-1512


There are currently no legacy QID mappings associated with this CVE.
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