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ftpd.c in the GSS-API FTP daemon in MIT Kerberos Version 5 Applications (aka krb5-appl) 1.0.1 and earlier does not checl
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Problem Types: CWE-269
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Operating System Suse Linux Enterprise Server 10 sp2 All All
Operating System Suse Linux Enterprise Server 10 sp3 All All
Operating System Suse Linux Enterprise Server 10 sp4 All All
Operating System Suse Linux Enterprise Server 11 spl All All
Operating System Suse Linux Enterprise Server 11 spl All All
Operating System Suse Linux Enterprise Server 10 sp2 All All
Operating System Suse Linux Enterprise Server 10 sp3 All All
Operating System Suse Linux Enterprise Server 10 sp4 All All
Operating System Suse Linux Enterprise Server 11 spl All All
Operating System Suse Linux Enterprise Server 11 sp1 All All
Operating System Suse Linux Enterprise Software Development Kit 10 sp4 All All
Operating System Suse Linux Enterprise Software Development Kit 11 sp1 All All
Operating System Suse Linux Enterprise Software Development Kit 10 sp4 All All
Operating System Suse Linux Enterprise Software Development Kit 11 sp1 All All
Reference Source
Support / Security / Advisories / / MDVSA-2011:117 | Mandriva MANDRIVA
Support REDHAT
Debian -- Security Information -- DSA-2283-1 krb5-appl DEBIAN
web.mit.edu/kerberos/advisories/MITKRB5-SA-2011-005.txt CONFIRM
73617 OSvDB
MIT Kerberos krb5-appl FTP Daemon EGID Remote Privilege Escalation Vulnerability BID
SecurityFocus BUGTRAQ
IBM X-Force Exchange XF
Security Advisory SA48101 - Red Hat update for krb5 - Secunia SECUNIA
[security-announce] openSUSE-SU-2011:1169-1: important: krb5: fixed kdc SUSE
[security-announce] SUSE-SU-2012:0050-1: important: Security update for SUSE
711419 — (CVE-2011-1526) CVE-2011-1526 krb5, krb5-appl: ftpd incorrect group privilege dropping (MITKRB5-SA-2011-005) CONFIRM
FTP daemon fails to set effective group ID - CXSecurity.com SREASON
[security-announce] SUSE-SU-2012:0010-1: important: Security update for SUSE
Red Hat update for krb5-appl - Secunia.com SECUNIA
[security-announce] SUSE-SU-2012:0042-1: important: Security update for SUSE
[SECURITY] Fedora 14 Update: krb5-appl-1.0.1-4.fc14 FEDORA



http://cve.report/vendor/suse
http://cve.report/software/suse/linux_enterprise_desktop
http://cve.report/vendor/suse
http://cve.report/software/suse/linux_enterprise_server
http://cve.report/vendor/suse
http://cve.report/software/suse/linux_enterprise_server
http://cve.report/vendor/suse
http://cve.report/software/suse/linux_enterprise_server
http://cve.report/vendor/suse
http://cve.report/software/suse/linux_enterprise_server
http://cve.report/vendor/suse
http://cve.report/software/suse/linux_enterprise_server
http://cve.report/vendor/suse
http://cve.report/software/suse/linux_enterprise_server
http://cve.report/vendor/suse
http://cve.report/software/suse/linux_enterprise_server
http://cve.report/vendor/suse
http://cve.report/software/suse/linux_enterprise_server
http://cve.report/vendor/suse
http://cve.report/software/suse/linux_enterprise_server
http://cve.report/vendor/suse
http://cve.report/software/suse/linux_enterprise_server
http://cve.report/vendor/suse
http://cve.report/software/suse/linux_enterprise_software_development_kit
http://cve.report/vendor/suse
http://cve.report/software/suse/linux_enterprise_software_development_kit
http://cve.report/vendor/suse
http://cve.report/software/suse/linux_enterprise_software_development_kit
http://cve.report/vendor/suse
http://cve.report/software/suse/linux_enterprise_software_development_kit
http://www.mandriva.com/security/advisories?name=MDVSA-2011:117
http://www.redhat.com/support/errata/RHSA-2011-0920.html
http://www.debian.org/security/2011/dsa-2283
http://web.mit.edu/kerberos/advisories/MITKRB5-SA-2011-005.txt
http://www.osvdb.org/73617
http://www.securityfocus.com/bid/48571
http://www.securityfocus.com/archive/1/518733/100/0/threaded
https://exchange.xforce.ibmcloud.com/vulnerabilities/68398
http://secunia.com/advisories/48101
http://lists.opensuse.org/opensuse-security-announce/2011-10/msg00009.html
http://lists.opensuse.org/opensuse-security-announce/2012-01/msg00011.html
https://bugzilla.redhat.com/show_bug.cgi?id=711419
http://securityreason.com/securityalert/8301
http://lists.opensuse.org/opensuse-security-announce/2012-01/msg00002.html
http://secunia.com/advisories/45157
http://lists.opensuse.org/opensuse-security-announce/2012-01/msg00010.html
http://lists.fedoraproject.org/pipermail/package-announce/2011-July/062699.html

[SECURII Y] Fedora 15 Update: krpb-appl-1.0.1-7.1c15 FEDURA
[security-announce] openSUSE-SU-2012:0019-1: important: krb5-appl: Fixed SUSE
Kerberos Applications GSS-API FTP Daemon Effective Group ID Privileges Security Issue - Secunia.com SECUNIA
[security-announce] SUSE-SU-2012:0018-1: important: Security update for SUSE
[security-announce] openSUSE-SU-2012:0051-1: important: krb5-appl: Fixed SUSE

CVE Program record CVE.ORG
NVD vulnerability detail NVD

(| | 1|

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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