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CVE-2011-1529

Source: Mitre Source: NIST CVE.ORG Print: PDF %)

AVNACLIAUNICNINIAG Certain versions of Kerberos 5 from Mit contain the foIIowing
’ vulnerability:
m. The lookup_lockout_policy function in the Key Distribution Center
\“'/#‘v‘j”/ “ (KDQC) in MIT Kerberos 5 (aka krb5) 1.8 through 1.8.4 and 1.9 through
.'/ H
%,ﬂ/ﬁ 1.9.1, when the db2 (aka Berkeley DB) _or LDAP If)ack end is u§ed,
S allows remote attackers to cause a denial of service (NULL pointer
dereference and daemon crash) via vectors that trigger certain

process_as_req errors.

CVE-2011-1529 has been assigned by [f] cve@mitre.org to track the vulnerability

CVSS2 Score: 7.8-HIGH |

Access Access Authentication
Vector Complexity
NETWORK LoW [ NONE |
Confidentiality Integrity Availability
Impact Impact Impact
[NoNE [NoNE |
CVE References
Description Tags Link
US-CERT Vulnerability Note VU#659251 - Multiple MIT KRB5 ey «# CERT-VN VU#659251
KDC daemon vulnerabilities
Support / Security / Advisories / / MDVSA-2011:159 | Mandriva & MANDRIVA MDVSA-2011:159
Support & REDHAT RHSA-2011:1379
[security-announce] openSUSE-SU-2011:1169-1: important: 9 SUSE openSUSE-SU-2011:1169
krb5: fixed kdc



https://cve.report/
https://cve.report/CVE-2011-1529/mitre
https://cve.report/CVE-2011-1529/nist
https://cve.report/CVE-2011-1529/cve_org
https://cve.report/CVE-2011-1529.pdf
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http://cve.report/vendor/mit
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http://www.kb.cert.org/vuls/id/659251
http://www.mandriva.com/security/advisories?name=MDVSA-2011:159
http://www.redhat.com/support/errata/RHSA-2011-1379.html
http://lists.opensuse.org/opensuse-security-announce/2011-10/msg00009.html

@ CONFIRM

web.mit.edu/kerberos/advisories/MITKRB5-
SA-2011-006.txt

Support / Security / Advisories / / MDVSA-2011:160 | Mandriva & MANDRIVA MDVSA-2011:160

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language
Application Mit Kerberos 5 1.8 All All All
Application Mit Kerberos 5 1.8.1 All All All
Application Mit Kerberos 5 1.8.2 All All All
Application Mit Kerberos 5 1.8.3 All All All
Application Mit Kerberos 5 1.8.4 All All All
Application Mit Kerberos 5 1.9 All All All
Application Mit Kerberos 5 1.9.1 All All All
Application Mit Kerberos 5 1.8 All All All
Application Mit Kerberos 5 1.8.1 All All All
Application Mit Kerberos 5 1.8.2 All All All
Application Mit Kerberos 5 1.8.3 All All All
Application Mit Kerberos 5 1.8.4 All All All
Application Mit Kerberos 5 1.9 All All All
Application Mit Kerberos 5 1.9.1 All All All
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No vendor comments have been submitted for this CVE
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