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Summary

CVE CVE-2011-1531

State PUBLIC

Assigner hp-security-alert@hp.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2011-04-15 00:55:00 UTC

Updated 2017-08-17 01:34:00 UTC

Description The webscan component in the Embedded Web Server (EWS) on the HP Photosmart D110 and B110; Photosmart Plus B210; Photosmart Premium C310, Fax All-in-One, and C510; and ENVY 100 D410 printers allows remote attackers to read documents on the scan surface via unspecified vectors.

Risk And Classification

Problem Types: CWE-200

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Hp Envy 100 D410 All All All All

Hardware Hp Envy 100 D410 All All All All

Hardware Hp Photosmart B110 All All All All

Hardware Hp Photosmart B110 All All All All

Hardware Hp Photosmart D110 All All All All

Hardware Hp Photosmart D110 All All All All

Hardware Hp Photosmart Plus B210 All All All All

Hardware Hp Photosmart Plus B210 All All All All

Hardware Hp Photosmart Premium C310 All All All All

Hardware Hp Photosmart Premium C310 All All All All

Hardware Hp Photosmart Premium C510 All All All All

Hardware Hp Photosmart Premium C510 All All All All

Hardware Hp Photosmart Premium Fax All-in-one All All All All

Hardware Hp Photosmart Premium Fax All-in-one All All All All
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IBM X-Force Exchange XF
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HP Photosmart Printers Multiple Vulnerabilities - Secunia.com SECUNIA

HP Photosmart Printers Multiple Security Vulnerabilities BID

CVE Program record CVE.ORG

NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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