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Summary

CVE CVE-2011-1540

State PUBLIC

Assigner hp-security-alert@hp.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2011-04-29 22:55:00 UTC

Updated 2011-09-22 03:30:00 UTC

Description Unspecified vulnerability in HP System Management Homepage (SMH) before 6.3 allows remote authenticated users to execute arbitrary code via unknown vectors.

Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Hp System Management Homepage 2.0.0 All All All

Application Hp System Management Homepage 2.0.1 All All All

Application Hp System Management Homepage 2.0.1.104 All All All

Application Hp System Management Homepage 2.0.2 All All All

Application Hp System Management Homepage 2.0.2.106 All All All

Application Hp System Management Homepage 2.1 All All All

Application Hp System Management Homepage 2.1.0-103 All All All

Application Hp System Management Homepage 2.1.0-103(a) All All All

Application Hp System Management Homepage 2.1.0-103\(a\) All All All

Application Hp System Management Homepage 2.1.0-109 All All All

Application Hp System Management Homepage 2.1.0-118 All All All

Application Hp System Management Homepage 2.1.0.121 All All All

Application Hp System Management Homepage 2.1.1 All All All

Application Hp System Management Homepage 2.1.10 All All All

Application Hp System Management Homepage 2.1.10-186 All All All

Application Hp System Management Homepage 2.1.10.186 All All All

Application Hp System Management Homepage 2.1.10.186 b All All
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Application Hp System Management Homepage 2.1.10.186 b All All

Application Hp System Management Homepage 2.1.10.186 c All All

Application Hp System Management Homepage 2.1.11 All All All

Application Hp System Management Homepage 2.1.11-197 All All All

Application Hp System Management Homepage 2.1.11.197 a All All

Application Hp System Management Homepage 2.1.12-118 All All All

Application Hp System Management Homepage 2.1.12-200 All All All

Application Hp System Management Homepage 2.1.12.201 All All All

Application Hp System Management Homepage 2.1.14.20 All All All

Application Hp System Management Homepage 2.1.14.204 All All All

Application Hp System Management Homepage 2.1.15-210 All All All

Application Hp System Management Homepage 2.1.15.210 All All All

Application Hp System Management Homepage 2.1.2 All All All

Application Hp System Management Homepage 2.1.2-127 All All All

Application Hp System Management Homepage 2.1.2.127 All All All

Application Hp System Management Homepage 2.1.3 All All All

Application Hp System Management Homepage 2.1.3.132 All All All

Application Hp System Management Homepage 2.1.4 All All All

Application Hp System Management Homepage 2.1.4-143 All All All

Application Hp System Management Homepage 2.1.4.143 All All All

Application Hp System Management Homepage 2.1.5 All All All

Application Hp System Management Homepage 2.1.5-146 All All All

Application Hp System Management Homepage 2.1.5.146 All All All

Application Hp System Management Homepage 2.1.5.146 b All All

Application Hp System Management Homepage 2.1.6 All All All

Application Hp System Management Homepage 2.1.6-156 All All All

Application Hp System Management Homepage 2.1.6.156 All All All

Application Hp System Management Homepage 2.1.7 All All All

Application Hp System Management Homepage 2.1.7-168 All All All

Application Hp System Management Homepage 2.1.7.168 All All All

Application Hp System Management Homepage 2.1.8 All All All

Application Hp System Management Homepage 2.1.8-177 All All All

Application Hp System Management Homepage 2.1.8.179 All All All

Application Hp System Management Homepage 2.1.9 All All All

Application Hp System Management Homepage 2.1.9-178 All All All

Application Hp System Management Homepage 2.2.6 All All All
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Application Hp System Management Homepage 2.2.8 All All All

Application Hp System Management Homepage 3.0.0-68 All All All

Application Hp System Management Homepage 3.0.0.64 All All All

Application Hp System Management Homepage 3.0.1-73 All All All

Application Hp System Management Homepage 3.0.1.73 All All All

Application Hp System Management Homepage 3.0.2-77 All All All

Application Hp System Management Homepage 3.0.2.77 All All All

Application Hp System Management Homepage 3.0.2.77 b All All

Application Hp System Management Homepage 6.0 All All All

Application Hp System Management Homepage 6.0.0-95 All All All

Application Hp System Management Homepage 6.0.0.96 All All All

Application Hp System Management Homepage 6.1 All All All

Application Hp System Management Homepage 6.1.0-103 All All All

Application Hp System Management Homepage 6.1.0.102 All All All

Application Hp System Management Homepage 6.2 All All All

Application Hp System Management Homepage 6.2.0-12 All All All

Application Hp System Management Homepage 6.2.0.13 All All All

Application Hp System Management Homepage 6.2.1-14 All All All

Application Hp System Management Homepage 6.2.1.14 All All All

Application Hp System Management Homepage 6.2.2-2 All All All

Application Hp System Management Homepage 6.2.2.7 All All All

Application Hp System Management Homepage 2.0.0 All All All

Application Hp System Management Homepage 2.0.1 All All All

Application Hp System Management Homepage 2.0.1.104 All All All

Application Hp System Management Homepage 2.0.2 All All All

Application Hp System Management Homepage 2.0.2.106 All All All

Application Hp System Management Homepage 2.1 All All All

Application Hp System Management Homepage 2.1.0-103 All All All

Application Hp System Management Homepage 2.1.0-103\(a\) All All All

Application Hp System Management Homepage 2.1.0-109 All All All

Application Hp System Management Homepage 2.1.0-118 All All All

Application Hp System Management Homepage 2.1.0.121 All All All

Application Hp System Management Homepage 2.1.1 All All All

Application Hp System Management Homepage 2.1.10 All All All

Application Hp System Management Homepage 2.1.10-186 All All All

Application Hp System Management Homepage 2.1.10.186 All All All
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Application Hp System Management Homepage 2.1.10.186 All All All

Application Hp System Management Homepage 2.1.10.186 b All All

Application Hp System Management Homepage 2.1.10.186 c All All

Application Hp System Management Homepage 2.1.11 All All All

Application Hp System Management Homepage 2.1.11-197 All All All

Application Hp System Management Homepage 2.1.11.197 a All All

Application Hp System Management Homepage 2.1.12-118 All All All

Application Hp System Management Homepage 2.1.12-200 All All All

Application Hp System Management Homepage 2.1.12.201 All All All

Application Hp System Management Homepage 2.1.14.20 All All All

Application Hp System Management Homepage 2.1.14.204 All All All

Application Hp System Management Homepage 2.1.15-210 All All All

Application Hp System Management Homepage 2.1.15.210 All All All

Application Hp System Management Homepage 2.1.2 All All All

Application Hp System Management Homepage 2.1.2-127 All All All

Application Hp System Management Homepage 2.1.2.127 All All All

Application Hp System Management Homepage 2.1.3 All All All

Application Hp System Management Homepage 2.1.3.132 All All All

Application Hp System Management Homepage 2.1.4 All All All

Application Hp System Management Homepage 2.1.4-143 All All All

Application Hp System Management Homepage 2.1.4.143 All All All

Application Hp System Management Homepage 2.1.5 All All All

Application Hp System Management Homepage 2.1.5-146 All All All

Application Hp System Management Homepage 2.1.5.146 All All All

Application Hp System Management Homepage 2.1.5.146 b All All

Application Hp System Management Homepage 2.1.6 All All All

Application Hp System Management Homepage 2.1.6-156 All All All

Application Hp System Management Homepage 2.1.6.156 All All All

Application Hp System Management Homepage 2.1.7 All All All

Application Hp System Management Homepage 2.1.7-168 All All All

Application Hp System Management Homepage 2.1.7.168 All All All

Application Hp System Management Homepage 2.1.8 All All All

Application Hp System Management Homepage 2.1.8-177 All All All

Application Hp System Management Homepage 2.1.8.179 All All All

Application Hp System Management Homepage 2.1.9 All All All

Application Hp System Management Homepage 2.1.9-178 All All All
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Application Hp System Management Homepage 2.2.6 All All All

Application Hp System Management Homepage 2.2.8 All All All

Application Hp System Management Homepage 3.0.0-68 All All All

Application Hp System Management Homepage 3.0.0.64 All All All

Application Hp System Management Homepage 3.0.1-73 All All All

Application Hp System Management Homepage 3.0.1.73 All All All

Application Hp System Management Homepage 3.0.2-77 All All All

Application Hp System Management Homepage 3.0.2.77 All All All

Application Hp System Management Homepage 3.0.2.77 b All All

Application Hp System Management Homepage 6.0 All All All

Application Hp System Management Homepage 6.0.0-95 All All All

Application Hp System Management Homepage 6.0.0.96 All All All

Application Hp System Management Homepage 6.1 All All All

Application Hp System Management Homepage 6.1.0-103 All All All

Application Hp System Management Homepage 6.1.0.102 All All All

Application Hp System Management Homepage 6.2 All All All

Application Hp System Management Homepage 6.2.0-12 All All All

Application Hp System Management Homepage 6.2.0.13 All All All

Application Hp System Management Homepage 6.2.1-14 All All All

Application Hp System Management Homepage 6.2.1.14 All All All

Application Hp System Management Homepage 6.2.2-2 All All All

Application Hp System Management Homepage 6.2.2.7 All All All

Application Hp System Management Homepage All All All All

References

Reference

HP System Management Homepage (SMH) Multiple Vulns - SecurityReason.com

HP System Management Homepage (CVE-2011-1540) Remote Code Execution Vulnerability

'[security bulletin] HPSBMA02662 SSRT100409 rev.1 - HP System Management Homepage (SMH) for Linux and' - MARC

HP System Management Homepage Lets Remote Users Gain Unauthorized Access and Remote Authenticated Users Execute Arbitrary Code - SecurityTracker

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.
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There are currently no legacy QID mappings associated with this CVE.
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