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CVE CVE-2011-1548
State PUBLISHED
Assigner mitre

Source Priority CVE Program / NVD first with legacy fallback

Published 2011-03-30 22:55:02 UTC
Updated 2026-04-29 01:13:23 UTC
Description The default configuration of logrotate on Debian GNU/Linux uses root privileges to process files in directories that permit nc

/ |

Risk And Classification

Primary CVSS: v2.0 6.3 from nvd@nist.gov

AV:L/AC:M/Au:N/C:N/I:C/A:C

Problem Types: CWE-264 | n/a

CVSS v2.0 Breakdown
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NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Debian Linux All All All All


https://cve.report/
https://cve.report/CVE-2011-1548/mitre
https://cve.report/CVE-2011-1548/nist
https://cve.report/CVE-2011-1548/cve_org
https://cve.report/api/cve/CVE-2011-1548.json
https://cve.report/CVE-2011-1548.pdf
http://cve.report/vendor/debian
http://cve.report/software/debian/linux

Application

Gentoo Logrotate

All

Vendor Declared Affected Products

Source

CNA

Vendor Product

Na N/a

Platforms

Not specified
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logrotate Debian Linux 'var/log/postgresql' Symlink Local Privilege Escalation Vulnerability
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#606544 - postgresql-common: affected by privilege escalation vulnerability in logrotate - Debian Bug report logs

oss-security - Re: CVE Request -- logrotate -- nine issues

Source

af854a3a-2127-422b-91a¢

af854a3a-2127-422b-91ac¢

af854a3a-2127-422b-91a¢

af854a3a-2127-422b-91ac¢

af854a3a-2127-422b-91a¢

af854a3a-2127-422b-91ac¢

af854a3a-2127-422b-91ac¢

af854a3a-2127-422b-91a¢

af854a3a-2127-422b-91a¢

af854a3a-2127-422b-91a¢

af854a3a-2127-422b-91a¢

af854a3a-2127-422b-91a¢

af854a3a-2127-422b-91a¢

af854a3a-2127-422b-91a¢

af854a3a-2127-422b-91a¢

af854a3a-2127-422b-91a¢

af854a3a-2127-422b-91a¢

af854a3a-2127-422b-91a¢

af854a3a-2127-422b-91a¢

af854a3a-2127-422b-91ae

af854a3a-2127-422b-91ac¢

af854a3a-2127-422b-91a¢

af854a3a-2127-422b-91ac¢

af854a3a-2127-422b-91a¢

af854a3a-2127-422b-91ac¢

af854a3a-2127-422b-91ac¢

af854a3a-2127-422b-91ac¢

af854a3a-2127-422b-91a¢

~fAF AN A4NT7 ANAL A4 .


http://cve.report/vendor/gentoo
http://cve.report/software/gentoo/logrotate
http://cve.report/vendor/na
http://cve.report/software/na/n/a
http://openwall.com/lists/oss-security/2011/03/06/3
http://openwall.com/lists/oss-security/2011/03/10/2
http://openwall.com/lists/oss-security/2011/03/05/8
http://openwall.com/lists/oss-security/2011/03/08/5
http://openwall.com/lists/oss-security/2011/03/10/6
http://openwall.com/lists/oss-security/2011/03/04/24
http://openwall.com/lists/oss-security/2011/03/04/27
http://openwall.com/lists/oss-security/2011/03/04/22
http://openwall.com/lists/oss-security/2011/03/04/28
http://openwall.com/lists/oss-security/2011/03/04/32
http://openwall.com/lists/oss-security/2011/03/04/31
http://openwall.com/lists/oss-security/2011/03/06/4
http://openwall.com/lists/oss-security/2011/03/04/18
http://openwall.com/lists/oss-security/2011/03/11/5
http://openwall.com/lists/oss-security/2011/03/04/17
http://openwall.com/lists/oss-security/2011/03/05/4
http://openwall.com/lists/oss-security/2011/03/10/3
http://openwall.com/lists/oss-security/2011/03/23/11
http://openwall.com/lists/oss-security/2011/03/05/6
http://openwall.com/lists/oss-security/2011/03/11/3
http://openwall.com/lists/oss-security/2011/03/06/6
http://openwall.com/lists/oss-security/2011/03/14/26
http://openwall.com/lists/oss-security/2011/03/07/6
http://www.securityfocus.com/bid/47167
http://openwall.com/lists/oss-security/2011/03/10/7
http://openwall.com/lists/oss-security/2011/03/06/5
http://bugs.debian.org/cgi-bin/bugreport.cgi?bug=606544
http://openwall.com/lists/oss-security/2011/03/07/5

0OSS-SeCUrily - me. UVE Request -- 10grotdiLe -- rnire 1ssues dlod4dod-£ 1 £/ -4££0-Y 1 de

oss-security - Re: CVE Request -- logrotate -- nine issues af854a3a-2127-422b-91a¢
oss-security - CVE Request -- logrotate -- nine issues af854a3a-2127-422b-91a¢
oss-security - Re: CVE Request -- logrotate -- nine issues af854a3a-2127-422b-91a¢
oss-security - Re: CVE Request -- logrotate -- nine issues af854a3a-2127-422b-91a¢
oss-security - Re: CVE Request -- logrotate -- nine issues af854a3a-2127-422b-91ae
oss-security - Re: CVE Request -- logrotate -- nine issues af854a3a-2127-422b-91a¢
oss-security - Re: CVE Request -- logrotate -- nine issues af854a3a-2127-422b-91a¢
CVE Program record CVE.ORG
NVD vulnerability detail NVD

4] H 1|

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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