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CVE CVE-2011-1572
State PUBLISHED
Assigner redhat

Source Priority CVE Program / NVD first with legacy fallback

Published 2011-10-04 10:55:09 UTC
Updated 2026-04-29 01:13:23 UTC
Description Directory traversal vulnerability in the Admin Defined Commands (ADC) feature in gitolite before 1.5.9.1 allows remote attac

/ |

Risk And Classification

Primary CVSS: v2.0 6.8 from nvd@nist.gov

AV:N/AC:M/Au:N/C:P/I:P/A:P

Problem Types: CWE-22 | n/a

CVSS v2.0 Breakdown

\ccess Vector
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AV:N/AC:M/Au:N/C:P/I:P/A:P
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NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Gitolite Gitolite 0.50 All All All


https://cve.report/
https://cve.report/CVE-2011-1572/mitre
https://cve.report/CVE-2011-1572/nist
https://cve.report/CVE-2011-1572/cve_org
https://cve.report/api/cve/CVE-2011-1572.json
https://cve.report/CVE-2011-1572.pdf
http://cve.report/vendor/gitolite
http://cve.report/software/gitolite/gitolite

Application Gitolite Gitolite 0.55 All All All
Application Gitolite Gitolite 0.60 All All All
Application Gitolite Gitolite 0.65 All All All
Application Gitolite Gitolite 0.70 All All All
Application Gitolite Gitolite 0.80 All All All
Application Gitolite Gitolite 0.85 All All All
Application Gitolite Gitolite 0.90 All All All
Application Gitolite Gitolite 0.95 All All All
Application Gitolite Gitolite 1.0 All All All
Application Gitolite Gitolite 1.0 rci All All
Application Gitolite Gitolite 1.1 All All All
Application Gitolite Gitolite 1.2 All All All
Application Gitolite Gitolite 1.3 All All All
Application Gitolite Gitolite 14 All All All
Application Gitolite Gitolite 1.4.1 All All All
Application Gitolite Gitolite 1.4.2 All All All
Application Gitolite Gitolite 1.5 All All All
Application Gitolite Gitolite 1.5.1 All All All
Application Gitolite Gitolite 1.5.2 All All All
Application Gitolite Gitolite 1.5.3 All All All
Application Gitolite Gitolite 1.5.4 All All All
Application Gitolite Gitolite 1.5.5 All All All
Application Gitolite Gitolite 1.5.6 All All All
Application Gitolite Gitolite 1.5.7 All All All
Application Gitolite Gitolite 1.5.8 All All All
Application Gitolite Gitolite All All All All

Vendor Declared Affected Products

Source Vendor Product Version Platforms

CNA Na N/a affected n/a Not specified
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oss-sec: Re: CVE id request: gitolite af854

695568 — (CVE-2011-1572) CVE-2011-1572 gitolite: arbitrary command execution flaw with optional admin-defined command feature af854

Google Groups af854
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http://cve.report/vendor/gitolite
http://cve.report/software/gitolite/gitolite
http://cve.report/vendor/na
http://cve.report/software/na/n/a
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0SS-SeC. UVE 10 request. giole

Debian -- Security Information -- DSA-2215-1 gitolite

IBM X-Force Exchange

security fix for optional ADC (admin-defined command) feature - sitaramc/gitolite@4ce00ae - GitHub
Gitolite '"ADC' Security Bypass Vulnerability

CVE Program record

NVD vulnerability detail
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to

this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,

completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY
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