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CVE CVE-2011-1574
State PUBLISHED
Assigner redhat

Source Priority CVE Program / NVD first with legacy fallback

Published 2011-05-09 22:55:01 UTC
Updated 2026-04-29 01:13:23 UTC
Description Stack-based buffer overflow in the ReadS3M method in load_s3m.cpp in libmodplug before 0.8.8.2 allows remote attackers

/ |

Risk And Classification

Primary CVSS: v2.0 6.8 from nvd@nist.gov

AV:N/AC:M/Au:N/C:P/I:P/A:P

Problem Types: CWE-119 | n/a

CVSS v2.0 Breakdown

\ccess Vector

\ccess Complexity
\uthentication
Sonfidentiality

ntegrity

\vailability

AV:N/AC:M/Au:N/C:P/I:P/A:P

w [0

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Konstanty Bialkowski Libmodplug 0.8 All All All


https://cve.report/
https://cve.report/CVE-2011-1574/mitre
https://cve.report/CVE-2011-1574/nist
https://cve.report/CVE-2011-1574/cve_org
https://cve.report/api/cve/CVE-2011-1574.json
https://cve.report/CVE-2011-1574.pdf
http://cve.report/vendor/konstanty_bialkowski
http://cve.report/software/konstanty_bialkowski/libmodplug

Application Konstanty Bialkowski Libmodplug 0.8.4 All All All
Application Konstanty Bialkowski Libmodplug 0.8.5 All All All
Application Konstanty Bialkowski Libmodplug 0.8.6 All All All
Application Konstanty Bialkowski Libmodplug 0.8.7 All All All
Application Konstanty Bialkowski Libmodplug 0.8.8 All All All
Application Konstanty Bialkowski Libmodplug All All All All

Vendor Declared Affected Products

Source Vendor Product Version Platforms

CNA Na N/a affected n/a Not specified

Reference Source
Gentoo Linux Documentation -- ModPlug: User-assisted execution of arbitrary code af854a3a-2-
Security Advisory SA48434 - Gentoo update for libmodplug - Secunia af854a3a-2
SourceForge - modplug-xmms/modplug-xmms/commit af854a3a-2°
USN-1148-1: libmodplug vulnerabilities | Ubuntu af854a3a-2
695420 — (CVE-2011-1574) CVE-2011-1574 libmodplug: ReadS3M stack overflow vulnerability af854a3a-2
access.redhat.com af854a3a-2

GStreamer Stack Overflow (libmodplug) in Processing S3M Files Lets Remote Users Execute Arbitrary Code - SecurityTracker af854a3a-2°

Support / Security / Advisories / / MDVSA-2011:085 | Mandriva af854a3a-2
Ubuntu update for libmodplug - Secunia.com af854a3a-2°
CXSecurity - IDS af854a3a-2
#622091 - libmodplug ReadS3M stack overflow - Debian Bug report logs af854a3a-2
oss-security - CVE request for libmodplug af854a3a-2-
Debian -- Security Information -- DSA-2226-1 libmodplug af854a3a-2
404 - Page not found! - SEC Consult af854a3a-2-
oss-security - Re: CVE request for libmodplug af854a3a-2
SourceForge - modplug-xmms/modplug-xmms/commit MITRE
CVE Program record CVE.ORG
NVD vulnerability detail NVD

2

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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http://cve.report/vendor/na
http://cve.report/software/na/n/a
http://www.gentoo.org/security/en/glsa/glsa-201203-16.xml
http://secunia.com/advisories/48434
http://modplug-xmms.git.sourceforge.net/git/gitweb.cgi?p=modplug-xmms/modplug-xmms%253Ba=commit%253Bh=aecef259828a89bb00c2e6f78e89de7363b2237b
https://www.ubuntu.com/usn/USN-1148-1/
https://bugzilla.redhat.com/show_bug.cgi?id=695420
https://rhn.redhat.com/errata/RHSA-2011-0477.html
http://securitytracker.com/id?1025480
http://www.mandriva.com/security/advisories?name=MDVSA-2011:085
http://secunia.com/advisories/44870
http://securityreason.com/securityalert/8243
http://bugs.debian.org/cgi-bin/bugreport.cgi?bug=622091
http://openwall.com/lists/oss-security/2011/04/11/6
http://www.debian.org/security/2011/dsa-2226
https://www.sec-consult.com/files/20110407-0_libmodplug_stackoverflow.txt
http://openwall.com/lists/oss-security/2011/04/11/13
http://modplug-xmms.git.sourceforge.net/git/gitweb.cgi?p=modplug-xmms/modplug-xmms;a=commit;h=aecef259828a89bb00c2e6f78e89de7363b2237b
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