CVE-2011-1577

MITRE NVD CVE.ORG Print: PDF %5

CVE CVE-2011-1577
State PUBLIC
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Source Priority CVE Program / NVD first with legacy fallback

Published 2011-05-03 19:55:00 UTC
Updated 2018-10-09 19:31:00 UTC
Description Heap-based buffer overflow in the is_gpt_valid function in fs/partitions/efi.c in the Linux kernel 2.6.38 and earlier allows phy

/ |
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Risk And Classification

Problem Types: CWE-119

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Operating System Linux Linux Kernel 2.6.0 All All All
Operating System Linux Linux Kernel 2.6.1 All All All
Operating System Linux Linux Kernel 2.6.1 rci All All
Operating System Linux Linux Kernel 2.6.1 rc2 All All
Operating System Linux Linux Kernel 2.6.1 rc3 All All
Operating System Linux Linux Kernel 2.6.10 All All All
Operating System Linux Linux Kernel 2.6.10 rci All All
Operating System Linux Linux Kernel 2.6.10 rc2 All All
Operating System Linux Linux Kernel 2.6.10 rc3 All All
Operating System Linux Linux Kernel 2.6.11 All All All
Operating System Linux Linux Kernel 2.6.11 rct All All
Operating System Linux Linux Kernel 2.6.11 rc2 All All
Operating System Linux Linux Kernel 2.6.11 rc3 All All
Operating System Linux Linux Kernel 2.6.11 rc4 All All
Operating System Linux Linux Kernel 2.6.11 rch All All
Operating System Linux Linux Kernel 2.6.11.1 All All All
Operating System Linux Linux Kernel 2.6.11.10 All All All
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Operating System Linux Linux Kernel 2.6.9 All All All

Operating System Linux Linux Kernel 2.6.9 rcl All All

Operating System Linux Linux Kernel 2.6.9 rc2 All All

Operating System Linux Linux Kernel 2.6.9 rc3 All All

Operating System Linux Linux Kernel 2.6.9 rc4 All All

Operating System Linux Linux Kernel All All All All

Reference Source Link
[SECURITY] Fedora 15 Update: kernel-2.6.38.7-30.fc15 FEDORA lists.fedor:
oss-security - CVE Request: kernel: fs/partitions: Corrupted GUID partition tables can cause kernel oops MLIST openwall.c
695976 — (CVE-2011-1577) CVE-2011-1577 kernel: corrupted GUID partition tables can cause kernel oops CONFIRM bugzilla.re
IBM X-Force Exchange XF exchange.
access.redhat.com REDHAT rhn.redhat
Linux Kernel EFI GUID Partition Table Buffer Overflow Lets Local Users Deny Service - Security Tracker SECTRACK securitytra
Linux Kernel EFI Partition Denial of Service Vulnerability BID www.secu
SecurityFocus BUGTRAQ  www.secu
oss-security - Re: CVE Request: kernel: fs/partitions: Corrupted GUID partition tables can cause kernel oops MLIST openwall.c
+ fs-partitions-efic-corrupted-guid-partition-tables-can-cause-kernel-oops.patch added to -mm tree -- MM Commits  MLIST www.spini
Denial-of-service vulnerability in EFI partition handling code of the Linux kernel - CXSecurity.com SREASON  securityre:
ASA-2011-208 (RHSA-2011-0833) CONFIRM  download
CVE Program record CVE.ORG WWW.CVe.(
NVD vulnerability detail NVD nvd.nist.gc

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

591311 Bosch Rexroth PRA-ES8P2S Ethernet-Switch Multiple Vulnerabilities (BOSCH-SA-247053-BT)

© CVE.report 2026 |

Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY
consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.

CVE, CWE, and OVAL are registred trademarks of The MITRE Corporation and the authoritative source of CVE content is MITRE's CVE web
site. This site includes MITRE data granted under the following license.
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http://lists.fedoraproject.org/pipermail/package-announce/2011-June/061236.html
http://openwall.com/lists/oss-security/2011/04/12/17
https://bugzilla.redhat.com/show_bug.cgi?id=695976
https://exchange.xforce.ibmcloud.com/vulnerabilities/66773
http://rhn.redhat.com/errata/RHSA-2011-0833.html
http://securitytracker.com/id?1025355
http://www.securityfocus.com/bid/47343
http://www.securityfocus.com/archive/1/517477/100/0/threaded
http://openwall.com/lists/oss-security/2011/04/13/1
http://www.spinics.net/lists/mm-commits/msg83274.html
http://securityreason.com/securityalert/8238
http://downloads.avaya.com/css/P8/documents/100145416
https://www.cve.org/CVERecord?id=CVE-2011-1577
https://nvd.nist.gov/vuln/detail/CVE-2011-1577
http://cve.report/qid/591311
https://cve.report/
https://uspto.report/company/Mitre-Corp
https://cve.report/mitre
http://cve.report/mitre_license.txt
https://status.cve.report
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