CVE-2011-157/8

MITRE NVD CVE.ORG JSON API Print: PDF 1)

CVE CVE-2011-1578
State PUBLIC
Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2011-04-27 00:55:00 UTC
Updated 2021-07-23 12:16:00 UTC
Description Cross-site scripting (XSS) vulnerability in MediaWiki before 1.16.3, when Internet Explorer 6 or earlier is used, allows remot

/ ]

1|

Risk And Classification

Problem Types: CWE-79

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Mediawiki Mediawiki 1.1.0 All All All
Application Mediawiki Mediawiki 1.10.0 All All All
Application Mediawiki Mediawiki 1.10.0 rci All All
Application Mediawiki Mediawiki 1.10.0 rc2 All All
Application Mediawiki Mediawiki 1.10.1 All All All
Application Mediawiki Mediawiki 1.10.2 All All All
Application Mediawiki Mediawiki 1.10.3 All All All
Application Mediawiki Mediawiki 1.10.4 All All All
Application Mediawiki Mediawiki 1.11 All All All
Application Mediawiki Mediawiki 1.11.0 All All All
Application Mediawiki Mediawiki 1.11.0 rci All All
Application Mediawiki Mediawiki 1.11.1 All All All
Application Mediawiki Mediawiki 1.11.2 All All All
Application Mediawiki Mediawiki 1.12.0 All All All
Application Mediawiki Mediawiki 1.12.0 rci All All
Application Mediawiki Mediawiki 1.12.1 All All All
Application Mediawiki Mediawiki 1.12.2 All All All
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IBM X-Force Exchange

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH

oss-security - Re: CVE request: mediawiki 1.16.3

[SECURITY] Fedora 15 Update: mediawiki-1.16.4-57.fc15
MediaWiki Versions Prior to 1.16.3 Multiple Remote Vulnerabilities
Debian -- Security Information -- DSA-2366-1 mediawiki

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH

[SECURITY] Fedora 14 Update: mediawiki-1.16.4-58.fc14
[SECURITY] Fedora 13 Update: mediawiki-1.16.4-58.fc13
& T30235 XSS: IE6 looks for the file extension in the query string
Webmail : Solution de messagerie professionnelle - OVHcloud- OVH
[MediaWiki-announce] MediaWiki security release 1.16.3
MediaWiki Multiple Vulnerabilities - Secunia.com

[SECURITY] Fedora 15 Update: mediawiki-1.16.4-58.fc15

Bug 695577 — MediaWiki 1.16.2 Cross-Site Scripting (2) and Access Control Bypass CVE-2011-1578 CVE-2011-1579 CVE-2011-1580

Bug 696360 — CVE-2011-1578 CVE-2011-1579 CVE-2011-1580 CVE-2011-1587 mediawiki: multiple vulnerabilities fixed in 1.16.3, 1.16.4
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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