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Summary

CVE CVE-2011-1586

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2011-04-27 00:55:00 UTC

Updated 2023-11-07 02:07:00 UTC

Description Directory traversal vulnerability in the KGetMetalink::File::isValidNameAttr function in ui/metalinkcreator/metalinker.cpp in KGet in KDE SC 4.6.2 and earlier allows remote attackers to create arbitrary files via a .. (dot dot) in the name attribute of a file element in a metalink file. NOTE: this vulnerability exists because of an incomplete fix for CVE-2010-1000.

Risk And Classification

Problem Types: CWE-22

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Kde Kde Sc 2.2.0 All All All

Application Kde Kde Sc 3.5.10 All All All

Application Kde Kde Sc 4.0.0 All All All

Application Kde Kde Sc 4.0.0 alpha1 All All

Application Kde Kde Sc 4.0.0 alpha2 All All

Application Kde Kde Sc 4.0.0 beta1 All All

Application Kde Kde Sc 4.0.0 beta2 All All

Application Kde Kde Sc 4.0.0 beta3 All All

Application Kde Kde Sc 4.0.0 beta4 All All

Application Kde Kde Sc 4.0.0 rc1 All All

Application Kde Kde Sc 4.0.0 rc2 All All

Application Kde Kde Sc 4.0.1 All All All

Application Kde Kde Sc 4.0.2 All All All

Application Kde Kde Sc 4.0.3 All All All

Application Kde Kde Sc 4.0.4 All All All

Application Kde Kde Sc 4.0.5 All All All

Application Kde Kde Sc 4.1.0 All All All
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Application Kde Kde Sc 4.1.0 All All All

Application Kde Kde Sc 4.1.0 alpha1 All All

Application Kde Kde Sc 4.1.0 beta1 All All

Application Kde Kde Sc 4.1.0 beta2 All All

Application Kde Kde Sc 4.1.0 rc All All

Application Kde Kde Sc 4.1.1 All All All

Application Kde Kde Sc 4.1.2 All All All

Application Kde Kde Sc 4.1.3 All All All

Application Kde Kde Sc 4.1.4 All All All

Application Kde Kde Sc 4.1.80 All All All

Application Kde Kde Sc 4.1.85 All All All

Application Kde Kde Sc 4.1.96 All All All

Application Kde Kde Sc 4.2 beta2 All All

Application Kde Kde Sc 4.2 rc All All

Application Kde Kde Sc 4.2.0 All All All

Application Kde Kde Sc 4.2.1 All All All

Application Kde Kde Sc 4.2.2 All All All

Application Kde Kde Sc 4.2.3 All All All

Application Kde Kde Sc 4.2.4 All All All

Application Kde Kde Sc 4.3.0 All All All

Application Kde Kde Sc 4.3.0 beta1 All All

Application Kde Kde Sc 4.3.0 beta3 All All

Application Kde Kde Sc 4.3.0 rc1 All All

Application Kde Kde Sc 4.3.0 rc2 All All

Application Kde Kde Sc 4.3.0 rc3 All All

Application Kde Kde Sc 4.3.1 All All All

Application Kde Kde Sc 4.3.2 All All All

Application Kde Kde Sc 4.3.3 All All All

Application Kde Kde Sc 4.3.4 All All All

Application Kde Kde Sc 4.3.5 All All All

Application Kde Kde Sc 4.4.0 All All All

Application Kde Kde Sc 4.4.0 beta1 All All

Application Kde Kde Sc 4.4.0 beta2 All All

Application Kde Kde Sc 4.4.0 rc1 All All

Application Kde Kde Sc 4.4.0 rc2 All All

Application Kde Kde Sc 4.4.0 rc3 All All
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Application Kde Kde Sc 4.4.1 All All All

Application Kde Kde Sc 4.4.2 All All All

Application Kde Kde Sc 4.4.3 All All All

Application Kde Kde Sc 4.4.4 All All All

Application Kde Kde Sc 4.4.5 All All All

Application Kde Kde Sc 4.5.0 All All All

Application Kde Kde Sc 4.5.1 All All All

Application Kde Kde Sc 4.5.2 All All All

Application Kde Kde Sc 4.5.3 All All All

Application Kde Kde Sc 4.5.4 All All All

Application Kde Kde Sc 4.5.5 All All All

Application Kde Kde Sc 4.6 beta1 All All

Application Kde Kde Sc 4.6 beta2 All All

Application Kde Kde Sc 4.6 rc1 All All

Application Kde Kde Sc 4.6 rc2 All All

Application Kde Kde Sc 4.6.0 All All All

Application Kde Kde Sc 4.6.1 All All All

Application Kde Kde Sc 2.2.0 All All All

Application Kde Kde Sc 3.5.10 All All All

Application Kde Kde Sc 4.0.0 All All All

Application Kde Kde Sc 4.0.0 alpha1 All All

Application Kde Kde Sc 4.0.0 alpha2 All All

Application Kde Kde Sc 4.0.0 beta1 All All

Application Kde Kde Sc 4.0.0 beta2 All All

Application Kde Kde Sc 4.0.0 beta3 All All

Application Kde Kde Sc 4.0.0 beta4 All All

Application Kde Kde Sc 4.0.0 rc1 All All

Application Kde Kde Sc 4.0.0 rc2 All All

Application Kde Kde Sc 4.0.1 All All All

Application Kde Kde Sc 4.0.2 All All All

Application Kde Kde Sc 4.0.3 All All All

Application Kde Kde Sc 4.0.4 All All All

Application Kde Kde Sc 4.0.5 All All All

Application Kde Kde Sc 4.1.0 All All All

Application Kde Kde Sc 4.1.0 alpha1 All All

Application Kde Kde Sc 4.1.0 beta1 All All
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Application Kde Kde Sc 4.1.0 beta1 All All

Application Kde Kde Sc 4.1.0 beta2 All All

Application Kde Kde Sc 4.1.0 rc All All

Application Kde Kde Sc 4.1.1 All All All

Application Kde Kde Sc 4.1.2 All All All

Application Kde Kde Sc 4.1.3 All All All

Application Kde Kde Sc 4.1.4 All All All

Application Kde Kde Sc 4.1.80 All All All

Application Kde Kde Sc 4.1.85 All All All

Application Kde Kde Sc 4.1.96 All All All

Application Kde Kde Sc 4.2 beta2 All All

Application Kde Kde Sc 4.2 rc All All

Application Kde Kde Sc 4.2.0 All All All

Application Kde Kde Sc 4.2.1 All All All

Application Kde Kde Sc 4.2.2 All All All

Application Kde Kde Sc 4.2.3 All All All

Application Kde Kde Sc 4.2.4 All All All

Application Kde Kde Sc 4.3.0 All All All

Application Kde Kde Sc 4.3.0 beta1 All All

Application Kde Kde Sc 4.3.0 beta3 All All

Application Kde Kde Sc 4.3.0 rc1 All All

Application Kde Kde Sc 4.3.0 rc2 All All

Application Kde Kde Sc 4.3.0 rc3 All All

Application Kde Kde Sc 4.3.1 All All All

Application Kde Kde Sc 4.3.2 All All All

Application Kde Kde Sc 4.3.3 All All All

Application Kde Kde Sc 4.3.4 All All All

Application Kde Kde Sc 4.3.5 All All All

Application Kde Kde Sc 4.4.0 All All All

Application Kde Kde Sc 4.4.0 beta1 All All

Application Kde Kde Sc 4.4.0 beta2 All All

Application Kde Kde Sc 4.4.0 rc1 All All

Application Kde Kde Sc 4.4.0 rc2 All All

Application Kde Kde Sc 4.4.0 rc3 All All

Application Kde Kde Sc 4.4.1 All All All

Application Kde Kde Sc 4.4.2 All All All
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Application Kde Kde Sc 4.4.3 All All All

Application Kde Kde Sc 4.4.4 All All All

Application Kde Kde Sc 4.4.5 All All All

Application Kde Kde Sc 4.5.0 All All All

Application Kde Kde Sc 4.5.1 All All All

Application Kde Kde Sc 4.5.2 All All All

Application Kde Kde Sc 4.5.3 All All All

Application Kde Kde Sc 4.5.4 All All All

Application Kde Kde Sc 4.5.5 All All All

Application Kde Kde Sc 4.6 beta1 All All

Application Kde Kde Sc 4.6 beta2 All All

Application Kde Kde Sc 4.6 rc1 All All

Application Kde Kde Sc 4.6 rc2 All All

Application Kde Kde Sc 4.6.0 All All All

Application Kde Kde Sc 4.6.1 All All All

Application Kde Kde Sc All All All All

References

Reference Source Link

Red Hat update for kdenetwork - Secunia.com SECUNIA secunia.com

Webmail - OVH VUPEN www.vupen.com

Bug #757526 “Updated fix for CVE-2010-1000” : Bugs : kdenetwork package : Ubuntu CONFIRM launchpad.net

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH VUPEN www.vupen.com

[KDE] Diff of /branches/KDE/4.5/kdenetwork/kget/ui/metalinkcreator/metalinker.cpp CONFIRM websvn.kde.org

Support / Security / Advisories / / MDVSA-2011:081 | Mandriva MANDRIVA www.mandriva.com

CVE-2011-1586 - Red Hat Customer Portal MISC access.redhat.com

Webmail - OVH VUPEN www.vupen.com

697042 – (CVE-2011-1586) CVE-2011-1586 kdenetwork: incomplete fix for CVE-2010-1000 CONFIRM bugzilla.redhat.com

IBM X-Force Exchange XF exchange.xforce.ibmcloud.com

[KDE] Diff of /branches/KDE/4.4/kdenetwork/kget/ui/metalinkcreator/metalinker.cpp CONFIRM websvn.kde.org

Red Hat Customer Portal MISC access.redhat.com

[KDE] Diff of /branches/KDE/4.6/kdenetwork/kget/ui/metalinkcreator/metalinker.cpp CONFIRM websvn.kde.org

KDE KGet Directory Traversal Vulnerability - Secunia.com SECUNIA secunia.com

Support REDHAT www.redhat.com

USN-1114-1: KDENetwork vulnerability | Ubuntu UBUNTU www.ubuntu.com

oss-security - Re: CVE Request: incomplete fix for CVE-2010-1000 in KDE network MLIST openwall.com
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oss-security - Re: CVE Request: incomplete fix for CVE-2010-1000 in KDE network MLIST openwall.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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