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CVE CVE-2011-1595
State PUBLIC
Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2011-05-24 23:55:00 UTC
Updated 2013-04-05 03:01:00 UTC
Description Directory traversal vulnerability in the disk_create function in disk.c in rdesktop before 1.7.0, when disk redirection is enable
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Risk And Classification

Problem Types: CWE-22

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Rdesktop Rdesktop 1.0.0 All All All
Application Rdesktop Rdesktop 1.1.0 All All All
Application Rdesktop Rdesktop 1.2.0 All All All
Application Rdesktop Rdesktop 1.3.0 All All All
Application Rdesktop Rdesktop 1.3.1 All All All
Application Rdesktop Rdesktop 1.4.0 All All All
Application Rdesktop Rdesktop 1.41 All All All
Application Rdesktop Rdesktop 1.5.0 All All All
Application Rdesktop Rdesktop 1.0.0 All All All
Application Rdesktop Rdesktop 1.1.0 All All All
Application Rdesktop Rdesktop 1.2.0 All All All
Application Rdesktop Rdesktop 1.3.0 All All All
Application Rdesktop Rdesktop 1.3.1 All All All
Application Rdesktop Rdesktop 1.4.0 All All All
Application Rdesktop Rdesktop 1.4.1 All All All
Application Rdesktop Rdesktop 1.5.0 All All All
Application Rdesktop Rdesktop All All All All
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References

Reference

[SECURITY] Fedora 15 Update: rdesktop-1.6.0-12.fc15
[SECURITY] Fedora 14 Update: rdesktop-1.6.0-11.fc14

Bug 676252 — CVE-2011-1595 rdesktop remote file access

Fedora update for rdesktop - Secunia.com

rdesktop Disk Redirection Directory Traversal Vulnerability
rdesktop Lets Remote Servers Read and Write Files on the Target User's System - Security Tracker
Gentoo Linux Documentation -- rdesktop: Directory Traversal

404 Not Found

Security Advisory SA51023 - Gentoo update for rdesktop - Secunia
[SECURITY] Fedora 13 Update: rdesktop-1.6.0-10.fc13

Download rdesktop from SourceForge.net

Support / Security / Advisories / / MDVSA-2011:102 | Mandriva
access.redhat.com

rdesktop / Mailing Lists

USN-1136-1: rdesktop vulnerability | Ubuntu
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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