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Summary

CVE CVE-2011-1603

State PUBLIC

Assigner psirt@cisco.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2011-06-02 20:55:00 UTC

Updated 2011-10-27 03:24:00 UTC

Description Cisco Unified IP Phones 7900 devices (aka TNP phones) with software before 9.2.1 allow local users to gain privileges via unspecified vectors, aka Bug ID CSCtn65815.

Risk And Classification

Problem Types: CWE-264

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Cisco Skinny Client Control Protocol Software 1.0(1) All All All

Operating System Cisco Skinny Client Control Protocol Software 1.0(2) All All All

Operating System Cisco Skinny Client Control Protocol Software 1.0(2) sr1 All All

Operating System Cisco Skinny Client Control Protocol Software 1.0(3) All All All

Operating System Cisco Skinny Client Control Protocol Software 1.0(4) All All All

Operating System Cisco Skinny Client Control Protocol Software 1.0(5) All All All

Operating System Cisco Skinny Client Control Protocol Software 1.0(9) All All All

Operating System Cisco Skinny Client Control Protocol Software 1.0\(1\) All All All

Operating System Cisco Skinny Client Control Protocol Software 1.0\(2\) All All All

Operating System Cisco Skinny Client Control Protocol Software 1.0\(2\) sr1 All All

Operating System Cisco Skinny Client Control Protocol Software 1.0\(3\) All All All

Operating System Cisco Skinny Client Control Protocol Software 1.0\(4\) All All All

Operating System Cisco Skinny Client Control Protocol Software 1.0\(5\) All All All

Operating System Cisco Skinny Client Control Protocol Software 1.0\(9\) All All All

Operating System Cisco Skinny Client Control Protocol Software 1.1(1) All All All

Operating System Cisco Skinny Client Control Protocol Software 1.1\(1\) All All All

Operating System Cisco Skinny Client Control Protocol Software 1.2(1) All All All
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References

Reference Source

Cisco Security Advisory: Multiple Vulnerabilities in Cisco Unified IP Phones 7900 Series  [Products & Services] - Cisco Systems CISCO

Cisco Unified IP Phones 7900 Series Lets Remote Authenticated Users Gain Elevated Privileges - SecurityTracker SECTRACK

72718 OSVDB

Cisco Unified IP Phone Privilege Escalation and Security Bypass - Secunia.com SECUNIA

Cisco Unified IP Phones 7900 Series (CVE-2011-1603) Local Privilege Escalation Vulnerability BID

CVE Program record CVE.ORG

NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
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