CVE-2011-1610

MITRE NVD CVE.ORG JSON API Print: PDF 1)

CVE CVE-2011-1610
State PUBLIC
Assigner psirt@cisco.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2011-05-03 22:55:00 UTC
Updated 2018-10-09 19:31:00 UTC
Description Multiple SQL injection vulnerabilities in xmldirectorylist.jsp in the embedded Apache HTTP Server component in Cisco Unifi

/ |

1|

Risk And Classification

Problem Types: CWE-89

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Cisco Unified Communications Manager 6.0 All All All
Application Cisco Unified Communications Manager 6.1(1) All All All
Application Cisco Unified Communications Manager 6.1(1a) All All All
Application Cisco Unified Communications Manager 6.1(1b) All All All
Application Cisco Unified Communications Manager 6.1(2) All All All
Application Cisco Unified Communications Manager 6.1(2)sut All All All
Application Cisco Unified Communications Manager 6.1(2)sula All All All
Application Cisco Unified Communications Manager 6.1(3) All All All
Application Cisco Unified Communications Manager 6.1(3a) All All All
Application Cisco Unified Communications Manager 6.1(3b) All All All
Application Cisco Unified Communications Manager 6.1(3b)su1 All All All
Application Cisco Unified Communications Manager 6.1(4) All All All
Application Cisco Unified Communications Manager 6.1(4)sut All All All
Application Cisco Unified Communications Manager 6.1(4a) All All All
Application Cisco Unified Communications Manager 6.1(4a)su2 All All All
Application Cisco Unified Communications Manager 6.1(5) All All All
Application Cisco Unified Communications Manager 6.1(5)sut All All All
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Application Cisco Unified Communications Manager 7.1\(3a\)sut All All All
Application Cisco Unified Communications Manager 7.1\(8a\)sula All All All
Application Cisco Unified Communications Manager 7.1\(3b\) All All All
Application Cisco Unified Communications Manager 7.1\(3b\)sut All All All
Application Cisco Unified Communications Manager 7.1\(3b\)su2 All All All
Application Cisco Unified Communications Manager 7.1\(3)) All All All
Application Cisco Unified Communications Manager 7.1\(5a\) All All All
Application Cisco Unified Communications Manager 7.1\(5b\) All All All
Application Cisco Unified Communications Manager 7.1\(5b\)su2 All All All
Application Cisco Unified Communications Manager 7.1\(5b\)su3 All All All
Application Cisco Unified Communications Manager 7.1\(5\) All All All
Application Cisco Unified Communications Manager 7.1\(5\)su1 All All All
Application Cisco Unified Communications Manager 7.1\(5\)sula All All All
Application Cisco Unified Communications Manager 8.0 All All All
Application Cisco Unified Communications Manager 8.0\(2¢c\) All All All
Application Cisco Unified Communications Manager 8.0\(2c\)sut All All All
Application Cisco Unified Communications Manager 8.0\(3a)) All All All
Application Cisco Unified Communications Manager 8.0\(3a\)su1 All All All
Application Cisco Unified Communications Manager 8.0\(3)) All All All
Reference

Cisco Systems - Redirect to

Cisco Unified Communications Manager 'xmidirectorylist.jsp' Multiple SQL Injection Vulnerabilities

Cisco Unified Communications Manager Multiple Bugs Let Remote Users Deny Service, Inject SQL Commands, and Upload Arbitrary Files - ¢
About Secunia Research | Flexera

SecurityFocus

Zero Day Initiative

NEOHAPSIS - Peace of Mind Through Integrity and Insight

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH

IBM X-Force Exchange

CVE Program record

NVD vulnerability detail

1]

No vendor comments have been submitted for this CVE.
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There are currently no legacy QID mappings associated with this CVE.
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