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AVNACHAUNCNINAC Certain versions of los from Cisco contain the following vulnerability:

Cisco I0S 12.2,12.3, 12.4, 15.0, and 15.1, when the data-link
switching (DLSw) feature is configured, allows remote attackers to
cause a denial of service (device crash) by sending a sequence of
malformed packets and leveraging a "narrow timing window," aka Bug
ID CSCtf74999, a different vulnerability than CVE-2007-0199, CVE-
2008-1152, and CVE-2009-0629.

CVE-2011-1625 has been assigned by ;! psirt@cisco.com to track the vulnerability

CVSS2 Score: 5.4- MEDIUM

Access Access Authentication

Vector Complexity

[ HiGH. [NONE_

Confidentiality Integrity Availability

Impact Impact Impact

[NONE_ [ NON |
CVE References

Description Tags Link

Cisco uBR7200 A CONFIRM

Router Release www.cisco.com/en/US/docs/cable/cmts/release/notes/12_2sc/uBR7200/122_33 SCF/caveats.html

Notes for Cisco 10S

Release

12.2(33)SCF -

Caveat List [Cisco
uBR7200 Series
Universal Broadband
Routers] - Cisco
Systems

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse anv commercial oroducts that mav be mentioned on these sites. Please address comments about anv linked naaes to



https://cve.report/
https://cve.report/CVE-2011-1625/mitre
https://cve.report/CVE-2011-1625/nist
https://cve.report/CVE-2011-1625/cve_org
https://cve.report/CVE-2011-1625.pdf
http://cve.report/software/cisco/ios
http://cve.report/vendor/cisco
http://cve.report/glossary/cvss-2-score-details/
http://cve.report/glossary/common-cve-tag-descriptions/
http://www.cisco.com/en/US/docs/cable/cmts/release/notes/12_2sc/uBR7200/122_33_SCF/caveats.html
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There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language
Operating Cisco los 12.2 All All All
System

Operating Cisco los 12.3 All All All
System

Operating Cisco los 12.4 All All All
System

Operating Cisco los 15.0 All All All
System

Operating Cisco los 15.1 All All All
System

Operating Cisco los 12.2 All All All
System

Operating Cisco los 12.3 All All All
System

Operating Cisco los 12.4 All All All
System

Operating Cisco los 15.0 All All All
System

Operating Cisco los 15.1 All All All
System

cpe:2.3:0:Cisco:ios:12.2: """
cpe:2.3:0:Cisco:ios:12.3: """
cpe:2.3:0:Cisco:ios:12.4: """
cpe:2.3:0:Cisco:ios:15.0: "
cpe:2.3:0:cisco:ios:15.1: " "
cpe:2.3:0:Cisco:ios:12.2: """
cpe:2.3:0:Cisco:ios:12.3: "
cpe:2.3:0:Cisco:ios:12.4:*** "%

cpe:2.3:0:Cisco:ios:15.0: "™

cpe:2.3:0:Cisco:ios:15. 1 ™

No vendor comments have been submitted for this CVE
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