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Summary

CVE CVE-2011-1643

State PUBLIC

Assigner psirt@cisco.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2011-08-29 15:55:00 UTC

Updated 2012-06-15 04:00:00 UTC

Description Cisco Unified Communications Manager (aka CUCM, formerly CallManager) 6.x, 7.x before 7.1(5b)su4, 8.0, and 8.5 before 8.5(1)su2 and Cisco Unified Presence Server 6.x, 7.x, 8.0, and 8.5 before 8.5xnr allow remote attackers to read database data by connecting to a query interface through an SSL session, aka Bug IDs CSCti81574, CSCto63060, CSCto72183, and CSCto73833.

Risk And Classification

Problem Types: CWE-200

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Cisco Unified Communications Manager 6.0 All All All

Application Cisco Unified Communications Manager 6.1(1) All All All

Application Cisco Unified Communications Manager 6.1(1a) All All All

Application Cisco Unified Communications Manager 6.1(1b) All All All

Application Cisco Unified Communications Manager 6.1(2) All All All

Application Cisco Unified Communications Manager 6.1(2)su1 All All All

Application Cisco Unified Communications Manager 6.1(2)su1a All All All

Application Cisco Unified Communications Manager 6.1(3) All All All

Application Cisco Unified Communications Manager 6.1(3a) All All All

Application Cisco Unified Communications Manager 6.1(3b) All All All

Application Cisco Unified Communications Manager 6.1(3b)su1 All All All

Application Cisco Unified Communications Manager 6.1(4) All All All

Application Cisco Unified Communications Manager 6.1(4)su1 All All All

Application Cisco Unified Communications Manager 6.1(4a) All All All

Application Cisco Unified Communications Manager 6.1(4a)su2 All All All

Application Cisco Unified Communications Manager 6.1(5) All All All

Application Cisco Unified Communications Manager 6.1(5)su1 All All All
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Application Cisco Unified Communications Manager 6.1(5)su1 All All All

Application Cisco Unified Communications Manager 6.1(5)su2 All All All

Application Cisco Unified Communications Manager 6.1\(1a\) All All All

Application Cisco Unified Communications Manager 6.1\(1b\) All All All

Application Cisco Unified Communications Manager 6.1\(1\) All All All

Application Cisco Unified Communications Manager 6.1\(2\) All All All

Application Cisco Unified Communications Manager 6.1\(2\)su1 All All All

Application Cisco Unified Communications Manager 6.1\(2\)su1a All All All

Application Cisco Unified Communications Manager 6.1\(3a\) All All All

Application Cisco Unified Communications Manager 6.1\(3b\) All All All

Application Cisco Unified Communications Manager 6.1\(3b\)su1 All All All

Application Cisco Unified Communications Manager 6.1\(3\) All All All

Application Cisco Unified Communications Manager 6.1\(4a\) All All All

Application Cisco Unified Communications Manager 6.1\(4a\)su2 All All All

Application Cisco Unified Communications Manager 6.1\(4\) All All All

Application Cisco Unified Communications Manager 6.1\(4\)su1 All All All

Application Cisco Unified Communications Manager 6.1\(5\) All All All

Application Cisco Unified Communications Manager 6.1\(5\)su1 All All All

Application Cisco Unified Communications Manager 6.1\(5\)su2 All All All

Application Cisco Unified Communications Manager 7.0(1)su1 All All All

Application Cisco Unified Communications Manager 7.0(1)su1a All All All

Application Cisco Unified Communications Manager 7.0(2) All All All

Application Cisco Unified Communications Manager 7.0(2a) All All All

Application Cisco Unified Communications Manager 7.0(2a)su1 All All All

Application Cisco Unified Communications Manager 7.0(2a)su2 All All All

Application Cisco Unified Communications Manager 7.0\(1\)su1 All All All

Application Cisco Unified Communications Manager 7.0\(1\)su1a All All All

Application Cisco Unified Communications Manager 7.0\(2a\) All All All

Application Cisco Unified Communications Manager 7.0\(2a\)su1 All All All

Application Cisco Unified Communications Manager 7.0\(2a\)su2 All All All

Application Cisco Unified Communications Manager 7.0\(2\) All All All

Application Cisco Unified Communications Manager 7.1(2a) All All All

Application Cisco Unified Communications Manager 7.1(2a)su1 All All All

Application Cisco Unified Communications Manager 7.1(2b) All All All

Application Cisco Unified Communications Manager 7.1(2b)su1 All All All

Application Cisco Unified Communications Manager 7.1(3) All All All
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Application Cisco Unified Communications Manager 7.1(3a) All All All

Application Cisco Unified Communications Manager 7.1(3a)su1 All All All

Application Cisco Unified Communications Manager 7.1(3a)su1a All All All

Application Cisco Unified Communications Manager 7.1(3b) All All All

Application Cisco Unified Communications Manager 7.1(3b)su1 All All All

Application Cisco Unified Communications Manager 7.1(3b)su2 All All All

Application Cisco Unified Communications Manager 7.1(5) All All All

Application Cisco Unified Communications Manager 7.1(5)su1 All All All

Application Cisco Unified Communications Manager 7.1(5)su1a All All All

Application Cisco Unified Communications Manager 7.1(5a) All All All

Application Cisco Unified Communications Manager 7.1(5b) All All All

Application Cisco Unified Communications Manager 7.1(5b)su1 All All All

Application Cisco Unified Communications Manager 7.1(5b)su1a All All All

Application Cisco Unified Communications Manager 7.1(5b)su2 All All All

Application Cisco Unified Communications Manager 7.1(5b)su3 All All All

Application Cisco Unified Communications Manager 7.1\(2a\) All All All

Application Cisco Unified Communications Manager 7.1\(2a\)su1 All All All

Application Cisco Unified Communications Manager 7.1\(2b\) All All All

Application Cisco Unified Communications Manager 7.1\(2b\)su1 All All All

Application Cisco Unified Communications Manager 7.1\(3a\) All All All

Application Cisco Unified Communications Manager 7.1\(3a\)su1 All All All

Application Cisco Unified Communications Manager 7.1\(3a\)su1a All All All

Application Cisco Unified Communications Manager 7.1\(3b\) All All All

Application Cisco Unified Communications Manager 7.1\(3b\)su1 All All All

Application Cisco Unified Communications Manager 7.1\(3b\)su2 All All All

Application Cisco Unified Communications Manager 7.1\(3\) All All All

Application Cisco Unified Communications Manager 7.1\(5a\) All All All

Application Cisco Unified Communications Manager 7.1\(5b\) All All All

Application Cisco Unified Communications Manager 7.1\(5b\)su1 All All All

Application Cisco Unified Communications Manager 7.1\(5b\)su1a All All All

Application Cisco Unified Communications Manager 7.1\(5b\)su2 All All All

Application Cisco Unified Communications Manager 7.1\(5b\)su3 All All All

Application Cisco Unified Communications Manager 7.1\(5\) All All All

Application Cisco Unified Communications Manager 7.1\(5\)su1 All All All

Application Cisco Unified Communications Manager 7.1\(5\)su1a All All All

Application Cisco Unified Communications Manager 8.0 All All All
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Application Cisco Unified Communications Manager 8.0 All All All

Application Cisco Unified Communications Manager 8.5 All All All

Application Cisco Unified Communications Manager 8.5(1) All All All

Application Cisco Unified Communications Manager 8.5(1)su1 All All All

Application Cisco Unified Communications Manager 8.5\(1\) All All All

Application Cisco Unified Communications Manager 8.5\(1\)su1 All All All

Application Cisco Unified Communications Manager 6.0 All All All

Application Cisco Unified Communications Manager 6.1\(1a\) All All All

Application Cisco Unified Communications Manager 6.1\(1b\) All All All

Application Cisco Unified Communications Manager 6.1\(1\) All All All

Application Cisco Unified Communications Manager 6.1\(2\) All All All

Application Cisco Unified Communications Manager 6.1\(2\)su1 All All All

Application Cisco Unified Communications Manager 6.1\(2\)su1a All All All

Application Cisco Unified Communications Manager 6.1\(3a\) All All All

Application Cisco Unified Communications Manager 6.1\(3b\) All All All

Application Cisco Unified Communications Manager 6.1\(3b\)su1 All All All

Application Cisco Unified Communications Manager 6.1\(3\) All All All

Application Cisco Unified Communications Manager 6.1\(4a\) All All All

Application Cisco Unified Communications Manager 6.1\(4a\)su2 All All All

Application Cisco Unified Communications Manager 6.1\(4\) All All All

Application Cisco Unified Communications Manager 6.1\(4\)su1 All All All

Application Cisco Unified Communications Manager 6.1\(5\) All All All

Application Cisco Unified Communications Manager 6.1\(5\)su1 All All All

Application Cisco Unified Communications Manager 6.1\(5\)su2 All All All

Application Cisco Unified Communications Manager 7.0\(1\)su1 All All All

Application Cisco Unified Communications Manager 7.0\(1\)su1a All All All

Application Cisco Unified Communications Manager 7.0\(2a\) All All All

Application Cisco Unified Communications Manager 7.0\(2a\)su1 All All All

Application Cisco Unified Communications Manager 7.0\(2a\)su2 All All All

Application Cisco Unified Communications Manager 7.0\(2\) All All All

Application Cisco Unified Communications Manager 7.1\(2a\) All All All

Application Cisco Unified Communications Manager 7.1\(2a\)su1 All All All

Application Cisco Unified Communications Manager 7.1\(2b\) All All All

Application Cisco Unified Communications Manager 7.1\(2b\)su1 All All All

Application Cisco Unified Communications Manager 7.1\(3a\) All All All

Application Cisco Unified Communications Manager 7.1\(3a\)su1 All All All
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Application Cisco Unified Communications Manager 7.1\(3a\)su1a All All All

Application Cisco Unified Communications Manager 7.1\(3b\) All All All

Application Cisco Unified Communications Manager 7.1\(3b\)su1 All All All

Application Cisco Unified Communications Manager 7.1\(3b\)su2 All All All

Application Cisco Unified Communications Manager 7.1\(3\) All All All

Application Cisco Unified Communications Manager 7.1\(5a\) All All All

Application Cisco Unified Communications Manager 7.1\(5b\) All All All

Application Cisco Unified Communications Manager 7.1\(5b\)su1 All All All

Application Cisco Unified Communications Manager 7.1\(5b\)su1a All All All

Application Cisco Unified Communications Manager 7.1\(5b\)su2 All All All

Application Cisco Unified Communications Manager 7.1\(5b\)su3 All All All

Application Cisco Unified Communications Manager 7.1\(5\) All All All

Application Cisco Unified Communications Manager 7.1\(5\)su1 All All All

Application Cisco Unified Communications Manager 7.1\(5\)su1a All All All

Application Cisco Unified Communications Manager 8.0 All All All

Application Cisco Unified Communications Manager 8.5 All All All

Application Cisco Unified Communications Manager 8.5\(1\) All All All

Application Cisco Unified Communications Manager 8.5\(1\)su1 All All All

Application Cisco Unified Presence Server 6.0(1) All All All

Application Cisco Unified Presence Server 6.0(2) All All All

Application Cisco Unified Presence Server 6.0(3) All All All

Application Cisco Unified Presence Server 6.0(4) All All All

Application Cisco Unified Presence Server 6.0(5) All All All

Application Cisco Unified Presence Server 6.0(6) All All All

Application Cisco Unified Presence Server 6.0(7) All All All

Application Cisco Unified Presence Server 6.0\(1\) All All All

Application Cisco Unified Presence Server 6.0\(2\) All All All

Application Cisco Unified Presence Server 6.0\(3\) All All All

Application Cisco Unified Presence Server 6.0\(4\) All All All

Application Cisco Unified Presence Server 6.0\(5\) All All All

Application Cisco Unified Presence Server 6.0\(6\) All All All

Application Cisco Unified Presence Server 6.0\(7\) All All All

Application Cisco Unified Presence Server 7.0(1) All All All

Application Cisco Unified Presence Server 7.0(2) All All All

Application Cisco Unified Presence Server 7.0(3) All All All
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Application Cisco Unified Presence Server 7.0(4) All All All

Application Cisco Unified Presence Server 7.0(5) All All All

Application Cisco Unified Presence Server 7.0(6) All All All

Application Cisco Unified Presence Server 7.0(7) All All All

Application Cisco Unified Presence Server 7.0(8) All All All

Application Cisco Unified Presence Server 7.0(9) All All All

Application Cisco Unified Presence Server 7.0\(1\) All All All

Application Cisco Unified Presence Server 7.0\(2\) All All All

Application Cisco Unified Presence Server 7.0\(3\) All All All

Application Cisco Unified Presence Server 7.0\(4\) All All All

Application Cisco Unified Presence Server 7.0\(5\) All All All

Application Cisco Unified Presence Server 7.0\(6\) All All All

Application Cisco Unified Presence Server 7.0\(7\) All All All

Application Cisco Unified Presence Server 7.0\(8\) All All All

Application Cisco Unified Presence Server 7.0\(9\) All All All

Application Cisco Unified Presence Server 8.0 All All All

Application Cisco Unified Presence Server 8.5 All All All

Application Cisco Unified Presence Server 8.5(1) All All All

Application Cisco Unified Presence Server 8.5(2) All All All

Application Cisco Unified Presence Server 8.5(3) All All All

Application Cisco Unified Presence Server 8.5\(1\) All All All

Application Cisco Unified Presence Server 8.5\(2\) All All All

Application Cisco Unified Presence Server 8.5\(3\) All All All

Application Cisco Unified Presence Server 6.0\(1\) All All All

Application Cisco Unified Presence Server 6.0\(2\) All All All

Application Cisco Unified Presence Server 6.0\(3\) All All All

Application Cisco Unified Presence Server 6.0\(4\) All All All

Application Cisco Unified Presence Server 6.0\(5\) All All All

Application Cisco Unified Presence Server 6.0\(6\) All All All

Application Cisco Unified Presence Server 6.0\(7\) All All All

Application Cisco Unified Presence Server 7.0\(1\) All All All

Application Cisco Unified Presence Server 7.0\(2\) All All All

Application Cisco Unified Presence Server 7.0\(3\) All All All

Application Cisco Unified Presence Server 7.0\(4\) All All All

Application Cisco Unified Presence Server 7.0\(5\) All All All

Application Cisco Unified Presence Server 7.0\(6\) All All All
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Application Cisco Unified Presence Server 7.0\(6\) All All All

Application Cisco Unified Presence Server 7.0\(7\) All All All

Application Cisco Unified Presence Server 7.0\(8\) All All All

Application Cisco Unified Presence Server 7.0\(9\) All All All

Application Cisco Unified Presence Server 8.0 All All All

Application Cisco Unified Presence Server 8.5 All All All

Application Cisco Unified Presence Server 8.5\(1\) All All All

Application Cisco Unified Presence Server 8.5\(2\) All All All

Application Cisco Unified Presence Server 8.5\(3\) All All All

References

Reference

Cisco Security Advisory: Open Query Interface in Cisco Unified Communications Manager and Cisco Unified Presence Server - Cisco Systems
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