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Summary

CVE CVE-2011-1655

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2011-04-18 15:00:00 UTC

Updated 2023-11-07 02:07:00 UTC

Description The management.asmx module in the Management Web Service in the Unified Network Control (UNC) Server in CA Total Defense (TD) r12 before SE2 sends a cleartext response to unspecified getDBConfigSettings requests, which makes it easier for remote attackers to obtain database credentials, and subsequently execute arbitrary code, by sniffing the network, related to the UNCWS Web Service.

Risk And Classification

Problem Types: CWE-310

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Broadcom Total Defense r12 All All All

Application Ca Total Defense r12 All All All

Application Ca Total Defense r12 All All All

References

Reference Source Link

CA Total Defense Multiple Vulnerabilities - Secunia.com SECUNIA secunia.com

Webmail - OVH VUPEN www.vupen.com

error - ecx_site - ECX support.ca.com

CA Total Defense Input Validation Flaw Lets Remote Users Inject SQL Commands - SecurityTracker SECTRACK securitytracker.com

Zero Day Initiative MISC www.zerodayinitiative.com

IBM X-Force Exchange XF exchange.xforce.ibmcloud.com

Computer Associates Total Defense 'UNCSW' Service Remote Code Execution Vulnerability BID www.securityfocus.com

404 Not Found CONFIRM support.ca.com

SecurityFocus BUGTRAQ www.securityfocus.com

SecurityFocus BUGTRAQ www.securityfocus.com

CVE Program record CVE.ORG www.cve.org
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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