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Published 2011-08-25 14:22:00 UTC
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Risk And Classification

Description The (1) ZipArchive::addGlob and (2) ZipArchive::addPattern functions in ext/zip/php_zip.c in PHP 5.3.6 allow context-deper

1|

Problem Types: CWE-399

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition
Application Php Php 5.3.6 All All
Application Php Php 5.3.6 All All

Language
All

All

References

Reference

IBM X-Force Exchange

APPLE-SA-2012-02-01-1 OS X Lion v10.7.3 and Security Update 2012-001
oss-security - php ZipArchive::addGlob() crashes on invalid flags

Security Advisories | Mandriva Linux

oss-security - Re: Re: php ZipArchive::addGlob() crashes on invalid flags

PHP 5.3.6 ZipArchive invalid use glob(3) ( Research Advisory ) - SecurityReason.com
oss-security - Re: php ZipArchive::addGlob() crashes on invalid flags

PHP: Revision 310814

About the security content of OS X Lion v10.7.3 and Security Update 2012-001

PHP 'ZipArchive::addGlob' and 'ZipArchive::addPattern' Denial Of Service Vulnerabilities
ViewVC Exception

SecurityFocus
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Link
exchange.xforce.ibmcloud.com
lists.apple.com
www.openwall.com
www.mandriva.com
www.openwall.com
securityreason.com
www.openwall.com
svn.php.net
support.apple.com
www.securityfocus.com
svn.php.net

www.securityfocus.com


https://cve.report/
https://cve.report/CVE-2011-1657/mitre
https://cve.report/CVE-2011-1657/nist
https://cve.report/CVE-2011-1657/cve_org
https://cve.report/api/cve/CVE-2011-1657.json
https://cve.report/CVE-2011-1657.pdf
http://cve.report/vendor/php
http://cve.report/software/php/php
http://cve.report/vendor/php
http://cve.report/software/php/php
https://exchange.xforce.ibmcloud.com/vulnerabilities/69320
http://lists.apple.com/archives/security-announce/2012/Feb/msg00000.html
http://www.openwall.com/lists/oss-security/2011/07/01/6
http://www.mandriva.com/security/advisories?name=MDVSA-2011:165
http://www.openwall.com/lists/oss-security/2011/07/01/8
http://securityreason.com/achievement_securityalert/100
http://www.openwall.com/lists/oss-security/2011/07/01/7
http://svn.php.net/viewvc/?view=revision&revision=310814
http://support.apple.com/kb/HT5130
http://www.securityfocus.com/bid/49252
http://svn.php.net/viewvc/php/php-src/branches/PHP_5_3/ext/zip/php_zip.c?view=log
http://www.securityfocus.com/archive/1/519385/100/0/threaded

PHP :: Sec Bug #54681 :: addGlob() crashes on invalid flags CONFIRM bugs.php.net

PHP 5.3.6 ZipArchive invalid use glob(3) - SecurityReason.com SREASON securityreason.com
CVE Program record CVE.ORG WWWw.cve.org
NVD vulnerability detail NVD nvd.nist.gov
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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