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Summary

CVE CVE-2011-1685

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2011-04-22 10:55:00 UTC

Updated 2017-08-17 01:34:00 UTC

Description Best Practical Solutions RT 3.8.0 through 3.8.9 and 4.0.0rc through 4.0.0rc7, when the CustomFieldValuesSources (aka external custom field) option is enabled, allows remote authenticated users to execute arbitrary code via unspecified vectors, as demonstrated by a cross-site request forgery (CSRF) attack.

Risk And Classification

Problem Types: CWE-352

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Bestpractical Rt 3.8.0 All All All

Application Bestpractical Rt 3.8.1 All All All

Application Bestpractical Rt 3.8.2 All All All

Application Bestpractical Rt 3.8.3 All All All

Application Bestpractical Rt 3.8.4 All All All

Application Bestpractical Rt 3.8.5 All All All

Application Bestpractical Rt 3.8.6 All All All

Application Bestpractical Rt 3.8.6 rc1 All All

Application Bestpractical Rt 3.8.7 All All All

Application Bestpractical Rt 3.8.7 rc1 All All

Application Bestpractical Rt 3.8.8 All All All

Application Bestpractical Rt 3.8.8 rc2 All All

Application Bestpractical Rt 3.8.8 rc3 All All

Application Bestpractical Rt 3.8.8 rc4 All All

Application Bestpractical Rt 3.8.9 All All All

Application Bestpractical Rt 3.8.9 rc1 All All

Application Bestpractical Rt 3.8.9 rc2 All All
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Application Bestpractical Rt 3.8.9 rc2 All All

Application Bestpractical Rt 3.8.9 rc3 All All

Application Bestpractical Rt 4.0.0 rc1 All All

Application Bestpractical Rt 4.0.0 rc2 All All

Application Bestpractical Rt 4.0.0 rc3 All All

Application Bestpractical Rt 4.0.0 rc4 All All

Application Bestpractical Rt 4.0.0 rc5 All All

Application Bestpractical Rt 4.0.0 rc6 All All

Application Bestpractical Rt 4.0.0 rc7 All All

Application Bestpractical Rt 3.8.0 All All All

Application Bestpractical Rt 3.8.1 All All All

Application Bestpractical Rt 3.8.2 All All All

Application Bestpractical Rt 3.8.3 All All All

Application Bestpractical Rt 3.8.4 All All All

Application Bestpractical Rt 3.8.5 All All All

Application Bestpractical Rt 3.8.6 All All All

Application Bestpractical Rt 3.8.6 rc1 All All

Application Bestpractical Rt 3.8.7 All All All

Application Bestpractical Rt 3.8.7 rc1 All All

Application Bestpractical Rt 3.8.8 All All All

Application Bestpractical Rt 3.8.8 rc2 All All

Application Bestpractical Rt 3.8.8 rc3 All All

Application Bestpractical Rt 3.8.8 rc4 All All

Application Bestpractical Rt 3.8.9 All All All

Application Bestpractical Rt 3.8.9 rc1 All All

Application Bestpractical Rt 3.8.9 rc2 All All

Application Bestpractical Rt 3.8.9 rc3 All All

Application Bestpractical Rt 4.0.0 rc1 All All

Application Bestpractical Rt 4.0.0 rc2 All All

Application Bestpractical Rt 4.0.0 rc3 All All

Application Bestpractical Rt 4.0.0 rc4 All All

Application Bestpractical Rt 4.0.0 rc5 All All

Application Bestpractical Rt 4.0.0 rc6 All All

Application Bestpractical Rt 4.0.0 rc7 All All

References

Reference

http://cve.report/vendor/bestpractical
http://cve.report/software/bestpractical/rt
http://cve.report/vendor/bestpractical
http://cve.report/software/bestpractical/rt
http://cve.report/vendor/bestpractical
http://cve.report/software/bestpractical/rt
http://cve.report/vendor/bestpractical
http://cve.report/software/bestpractical/rt
http://cve.report/vendor/bestpractical
http://cve.report/software/bestpractical/rt
http://cve.report/vendor/bestpractical
http://cve.report/software/bestpractical/rt
http://cve.report/vendor/bestpractical
http://cve.report/software/bestpractical/rt
http://cve.report/vendor/bestpractical
http://cve.report/software/bestpractical/rt
http://cve.report/vendor/bestpractical
http://cve.report/software/bestpractical/rt
http://cve.report/vendor/bestpractical
http://cve.report/software/bestpractical/rt
http://cve.report/vendor/bestpractical
http://cve.report/software/bestpractical/rt
http://cve.report/vendor/bestpractical
http://cve.report/software/bestpractical/rt
http://cve.report/vendor/bestpractical
http://cve.report/software/bestpractical/rt
http://cve.report/vendor/bestpractical
http://cve.report/software/bestpractical/rt
http://cve.report/vendor/bestpractical
http://cve.report/software/bestpractical/rt
http://cve.report/vendor/bestpractical
http://cve.report/software/bestpractical/rt
http://cve.report/vendor/bestpractical
http://cve.report/software/bestpractical/rt
http://cve.report/vendor/bestpractical
http://cve.report/software/bestpractical/rt
http://cve.report/vendor/bestpractical
http://cve.report/software/bestpractical/rt
http://cve.report/vendor/bestpractical
http://cve.report/software/bestpractical/rt
http://cve.report/vendor/bestpractical
http://cve.report/software/bestpractical/rt
http://cve.report/vendor/bestpractical
http://cve.report/software/bestpractical/rt
http://cve.report/vendor/bestpractical
http://cve.report/software/bestpractical/rt
http://cve.report/vendor/bestpractical
http://cve.report/software/bestpractical/rt
http://cve.report/vendor/bestpractical
http://cve.report/software/bestpractical/rt
http://cve.report/vendor/bestpractical
http://cve.report/software/bestpractical/rt
http://cve.report/vendor/bestpractical
http://cve.report/software/bestpractical/rt
http://cve.report/vendor/bestpractical
http://cve.report/software/bestpractical/rt
http://cve.report/vendor/bestpractical
http://cve.report/software/bestpractical/rt
http://cve.report/vendor/bestpractical
http://cve.report/software/bestpractical/rt
http://cve.report/vendor/bestpractical
http://cve.report/software/bestpractical/rt
http://cve.report/vendor/bestpractical
http://cve.report/software/bestpractical/rt
http://cve.report/vendor/bestpractical
http://cve.report/software/bestpractical/rt


Reference

696795 – (CVE-2011-1685, CVE-2011-1686, CVE-2011-1687, CVE-2011-1688, CVE-2011-1689, CVE-2011-1690) CVE-2011-1685 CVE-2011-1686 CVE-2011-1687 CVE-2011-1688 CVE-2011-1689 CVE-2011-1690 rt3: several security flaws fixed in 3.6.11, 3.8.10

[Rt-announce] RT 3.8.10 Released - Security Release

RT Multiple Vulnerabilities - Secunia.com

IBM X-Force Exchange

Debian -- Security Information -- DSA-2220-1 request-tracker3.6, request-tracker3.8

RT Versions Prior to 3.6.11/3.8.10 Multiple Remote Vulnerabilities

[Rt-announce] Security vulnerabilities in RT

Best Practical: Security vulnerabilities in RT

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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