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Heap-based buffer overflow in nipplib.dil in Novell iPrint Client before 5.64 allows remote attackers to execute arbitrary code
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Risk And Classification

Problem Types: CWE-119

NVD Known Affected Configurations (CPE 2.3)
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Application
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Vendor Product Version Update Edition Language
Novell Iprint 4.26 All All All
Novell Iprint 4.27 All All All
Novell Iprint 4.28 All All All
Novell Iprint 4.30 All All All
Novell Iprint 4.32 All All All
Novell Iprint 4.34 All All All
Novell Iprint 4.36 All All All
Novell Iprint 4.38 All All All
Novell Iprint 5.04 All All All
Novell Iprint 5.12 All All All
Novell Iprint 5.20b All All All
Novell Iprint 5.30 All All All
Novell Iprint 5.32 All All All
Novell Iprint 5.40 All All All
Novell Iprint 5.42 All All All
Novell Iprint 5.44 All All All
Novell Iprint 5.50 All All All
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Downloads - iPrint Client for Windows XP/Vista/Win 7 5.64

Novell iPrint Client Multiple Vulnerabilities - Secunia.com

Novell iPrint Client Multiple Remote Code Execution Vulnerabilities

Support | Security Vulnerability - Novell iPrint nipplib.dll profile-name Remote Code Execution Vulnerability
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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